EREHAH JPRS
(RREBEDEBRICKLSEH - EMNE L)
EIMNAEFE LD  <https:/lyukar.in/note/ckF8ns>

HEIZE(IZIZE,H->TLVELIDNS
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DNS S Days 2012
ovsamvn | 2 22 ldE = (1)

« CDIN—FDIQ:PEEBHEEEZTI-EHITIHHATS
[-EB—/\—(=F%vy aDNSH—/\—)_
DOEFEL. REFRIZBITA2ZEEOTLD EIE—]
Bl->TWEY,
. fl%l; NERR S REPEDFyY . RFC 2181T
ZNTWBAYY—XLO—KDEEEDFTY
773& ARENHELELGBNOMADEIFIZDULVT,
EXrICERBRZE B L TLVET,

IEI]]
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AEHOARA

e LUV ET . MEBRRLI=ITAFIEERIZEITS
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1.9 IL—ERERR -5V R4
2. F 2 Ereferral
3.9 )IL—IEF IL—(DNST—E2DSX24)

ANZSARFT—BIMEF XK

ELoT=H-YDEFEEXLES

Copyright © 2013 # XK AARL DR H—EX



JAPAN REGISTRY SERVICES

FHIDEE

e KHDPBEEIL. vy aDNSH—/N\—DEHED
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[RELTUOVET JORR

digav > FTHERLTHS
— EBIDNSH—/\—~DEWEHETIEWs T +norecEDIT5

— EILDdig (BIND 9.9.0LA[%) TlE+noednsz=DIF7RLNVE,
additional sectionM#M—DZLLE5DTIEE
« EDNSODOPTE L a—KRA{FINENBT=6

B 2 )75 S 451

$ dig +norec +noedns www.example.jp a @a.dns.jp

;5 flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

o o
)

example.jp. 86400 1IN NS nsl.example.jp.

o o
)

nsl.example.jp. 86400 1IN A 192.0.2.1

AUTHORITY SECTION:

ADDITIONAL SECTION:

Copyright © 2013 # XK AARL DR H—EX 1



JPRS

ZREZTRIRNE LT RERELTD)

20134 8A6HREBEEFHFEHN TEH (=1L, ~ZEM)

FVERZ =70\ Z& T, answer sectionh\ZE

— HERZEHET=% U flagslZaah EFEN TLVELY

— answer sectionH¥ZE : answer section® £ H0

o IHEMNBDY—/IN—AADEFETHAI_EETT

o 1=1-L. BETHIERZFODIIIESLEEZ(ETDH
— JL—NTLDL O AR DIEEEHEIERF—R) 7 IL DX &5

$ dig +norec +noedns www.example.jp a @a.dns.jp

;; flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

;; AUTHORITY SECTION:
example.jp. 86400 IN NS nsl.example.jp.

;5 ADDITIONAL SECTION:
nsl.example.jp. 86400 IN A 192.0.2.1
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o authority section|lZFEFLEDNSTRAMEZIRT
o additional section|ZWHZE([ZL LT NSTRR R4

DIP7RLRAZIRT

$ dig +norec +noedns www.example.jp a @a.dns.jp

;5 flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

53 AUTHORITY SECTION:

example.jp. 86400 1IN NS nsl.example.jp.

;3 ADDITIONAL SECTION:
nsl.example.jp. 86400 1IN A 192.0.2.1

Copyright © 2013 # XK AARL DR H—EX
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additional sectionD =T ANTIH

2013 7R 25B RSB R EHEF CTRECEH

o LHL.EFFEILZDadditional sectionlZtvkEh
HA/AAAAIZIZ.

- EEIBICTRITANTEWNGE
—BEXHICIEZ T ANTIEWT WG E
D_EENFEETD
o SHITIBEHICITZITANTIEWLITZLSGE 1,
—RZITANTEHELEHIBISNDIES
— ZFTANTIEWNFEWEHIE SN DG E
DO ZIEFEIZHFEIND

Copyright © 2013 # XK AARL DR H—EX



JAPAN REGISTRY SERVICES

JIL—ET )L—ERE

2013 7R 25B RSB R EHEF CTRECEH

e ZLT. AEBEHTIXZDHIZOWTHEETT 5128
LUTD=D2%F&L. UETEETS
— ZERZDINERHR : FERZE Dadditional section
[ZtyhENBA/AAAALO—F

— JII— FEIEEDFFMIEBERD S5, authority
sectionTHEESNTLVANSHARHRE L THHAED

—JI)L—EFT  FERZBEOMMEFHRD S5 . authority
sectionTIEE SN TLNANSH N EFL THHAED (D
Y. JIIL—TlELEWLED)

e FODZ ’D(izﬁﬂéwmﬁzs_l—@ olat_d), bl
N7 )LIBE ’Cﬁ;é_&l =3
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ZATCHFELED

JARAN REGISTRY SERVICES

$ dig +norec +noedns www.example.jp a @a.dns.jp

;5 flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

5> AUTHORITY SECTION:

example. jp. 86400 1IN NS nsl.example.net.

;5 ADDITIONAL SECTION:
nsl.example.net. 86400 IN A 192.0.2.1

Copyright © 2013 # XK AARL DR H—EX
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B EEEIZIEZITANTIIUFARL

o RIEENSHHNELTHL=EE (DFEY. 0
M T IL—EFTTHH=EE) . TN
B EEEICIETZITANTIELFELLD

e CHIFXLGELZOMN?

$ dig +norec +noedns www.example.jp a @a.dns.jp

;5 flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

55 AUTHORITY SECTION:
example. jp. 86400 1IN NS nsl.example.net.

;3 ADDITIONAL SECTION:
nsl.example.net. 36400 IN A 192.0.2.1
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JPRS

FEDHRA (RT3 : FhH KT D)

e ns1.example.net—192.0.2.1&LSFILIZDULNT,
a.dns.jplEERZFF o TLVELY

o DFY, ERICIEHEG>TWWSELNZAEL
— X ) T4 R—ILEE AR EEED B D
— M OTERICHREIZFERINT= (alternic.net~DiEE)

$ dig +norec +noedns www.example.jp a @a.dns.jp

;5 flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

55 AUTHORITY SECTION:
example. jp. 86400 1IN NS nsl.example.net.

;5 ADDITIONAL SECTION:
nsl.example.net. 86400 IN A 192.0.2.1

Copyright © 2013 # XK AARL DR H—EX 18
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o [MERZFFO>TULVELIEWSIZEBINE, ZEEL
NI A THAHEE LEEE

—flagsiZaa (MERZFDILE) Ty REIN TULVELN !
o TlX. RERR ENERA TIXAIAHESID M ?

$ dig +norec +noedns www.example.jp a @a.dns.jp

;;(flags: gr;)QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

5> AUTHORITY SECTION:

example. jp. 86400 1IN NS Gsl.example.jp.)

;5 ADDITIONAL SECTION:
nsl.example.jp. 86400 1IN A 192.0.2.1
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ZTHTOLARB EE I ?
o« RIELELTHEELIENSOARIN, ZIEXED

J—2OREIDLEFIFEZ-T=15E . R4 (in-

bailiwick name) EFE(EN 5
— 3 (FEx) TIIELL . ZEEEXEDY—2TEZRS
o NERZG DA

$ORIGIN jp.
@ 86400 IN SOA ..
example.ijp. 86400 IN NS nsl.example.ijp.
~ ———
e ———— e ——
[ cov—annEing§ | CO&FM
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JAPAN REGISTRY SERVICES

NEf B [T DONT D LLHHREE (1)

o« XFFEFTYV—2VDODAREDAFINELIT RTHEA
—~NEBNEINIFRETDY —2TIFEL, FELE
DY —UIZE&>TRES
e LTOHIEINT NERNERSR TIEALY
-DFY,. WVITnENEETHD

$ORIGIN jp.
@ 86400 IN SOA ..
example.co.jp. 86400 IN NS nsl.example.ne.jp.

$ORIGIN Jjp.
@ 86400 IN SOA ..
example.jp. 86400 IN NS nsl.example.ne.jp.
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JARAN REGISTRY SERVICES

NERA |

ZDOWNWTD KL HHLHEE (2)

o XJ)L—FJ—VHNDORFEITITRTHERZHTNZELS
— COEBHELTLS AT Y 20N
- EBEDILENT IL—ELFHIRT EHLEARDO—DOHE

o JL—FJ—=2THL>THLAEL -NERZDREANIL, thd
J—2 LRI (TEEDHIZESER)

$ORIGIN .

@ 86400 IN SOA .. (NER4)
jip. 86400 IN NS a.dns.p.

$ORIGIN .

@ 86400 IN SOA .. (4} 2844 )
com. 86400 IN NS a.gtld-servers.net.
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B : SN ERA MLV ERA N ?
ZZCHELEDS

(1)
(2)
(3)
(4)
(5)
(6)
(7)

$ORIGIN jp.

@

example.jp.
example.jp.
example2.jp.
example3.jp.
example.co.jp.
example.ne.jp.
example4.jp.

86400 IN SOA ..

36400
36400
36400
36400
36400
36400
36400

IN
IN
IN
IN
IN
IN
IN

NS

nsl.example.

jp.-

NS a.nsl.example.jp.

NS
NS
NS
NS
NS

nsl.example.
nsl.example.
nsl.example.
nsl.example.
nsl.example.

com.
jp.

co.jp.
ad.jp.

or.jp.

Copyright © 2013 # XK AARL DR H—EX

23



JARAN REGISTRY SERVICES

Z: LI TOaY

« NFEBE: (1) (2) (5)
o 5% EB%: (3) (4) (B) (7)

$ORIGIN jp.

@ 86400 IN SOA ..
(1) example.qp. 86400 IN NS nsl.example.jp.
(2) example.dp. 86400 IN NS a.nsl.example.jp.

(3) example2.jp. 86400 IN NS nsl.example.com.
(4) example3.jp. 86400 IN NS nsl.example.jp.
(5) example.co.jp. 86400 IN NS nsl.example.co.jp.
(6) example.ne.jp. 86400 IN NS nsl.example.ad.jp.
(7) example4.jp. 86400 IN NS nsl.example.or.jp.
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BEHICTZITANTEIODIE.
JIL—THHEEDH

o REFLDNSHAREZ THO-FZE (DFEY. AIAAAA

M IL—ThHo1=158) . FEEDY—2F-ITFD
REIDY —2h NSELTI EESNT=AFIC T H1E
BEBHTE->TWAUET)
o ZD=H. ZITHSI=-IRERBDFNERIZ—FF
BIZERALTY —2Z2=E>TWMFIE. WIFNIEFD
2 HIC Rt BRI (A Y TS HT=2) HEBIDNS
H—/N\—ZT HEZSHULT)

« FMDI-H . BRERIZBWVWTEEHIZZTANTELL
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o ZEFLDNSHNEIRATHL=EHE (DFEY.
AIAAAAD T )L—EFEXTH-=15E) . FIEL
TEZDONSD AR LERBZFDMERDNS
H—/\—|ZH zé&lilﬂbnt\
—~BAREEZHEELHS

c RIEEN-FE-ETONBLLEELTV -5
« ZTD=H. ZDIFEEDI FEIEDFHINTEH
. BEHICIEZFIFANTIELIFZARLY

—ZIFTANTEWNIGEELHLHN . ZTDHIFEITEELL
e ZNIZDWWTIFEIBLET
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[RAERSBE D IEERIZ T DEH

o HITDIERMDNSH—/\—(BIND 9. NSD7: &)
DEE ’C(I JIIL—ERFXIETEASZITFIFELLD
FOIZENMET S
—ESNTHENOHSI1F vy aldETS
—DFY  BEEX G T —AELS
o =1L, EEIZL->TIFIFDERBDNSH—/\

NIZBEWTHDFELEZTDT IL—ELTEES

irLTL\éA/AAAAT&‘mT—iz/—\ ’7)1/——_|~ﬂH;L,

THTFA1ELHEEZTHDTESE

— B ZIEL. BIND OIEZDESZEIET S
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EEFEDREARIZETS
JI—&ET IL—ERF DA
o Www.lij.ad.|p
e WWW.IIJ-1I.CO.Jp
o WWW.lIj4u.or.jp

JAPAN REGISTRY SERVICES

LD FNFNRODAEIP DNSH—/N—[ZE VS

HheE-BO. I]BRIZBITATI)L—E5 )L—-

=

TDEHEAZTRTHFELELD

p © 2013 KRS AARL AR H—ER



www.lij.ad.|p

o NERBZED T JL—hMF<

$ dig +norec +noedns www.iij.ad.jp a @a.dns.jp

;5 flags: qr; QUERY: 1, ANSWER: ©, AUTHORITY: 2, ADDITIONAL: 4

55 QUESTION SECTION:
swww.iij.ad.jp. IN A

;3 AUTHORITY SECTION:
iij.ad.jp. 86400 1IN NS dns@.iij.ad.jp.
iij.ad.jp. 86400 1IN NS dnsl.iij.ad.jp.

;> ADDITIONAL SECTION:

dns@.iij.ad.]jp. 86400 IN A 210.138.174.16
dns@.iij.ad.jp. 86400 IN AAAA 2001:240:bb41:8002::1:16
dnsl.iij.ad.jp. 86400 IN A 210.138.175.5
dnsl.iij.ad.jp. 86400 IN AAAA 2001:240:bb4c:8000::1:5
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WWW.IIJ-11.CO.]P

201358 A6 HMRFEREHEM TEIH (ONEVLSFELEL)

o HERBIEDTY IL—IEFELELY
o« ZLT.ZIL—FEEFELODNLEWN(EREHHINEZEIE)

$ dig +norec +noedns www.iij-ii.co.jp a @a.dns.jp

;5 flags: qr; QUERY: 1, ANSWER: ©, AUTHORITY: 2, ADDITIONAL: ©

55 QUESTION SECTION:
swww.iij-ii.co.jp. IN A

55 AUTHORITY SECTION:
iij-ii.co.jp. 86400 1IN NS dns-b.iij.ad.jp.
iij-ii.co.jp. 86400 1IN NS dns-c.iij.ad.jp.
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WWW.I1J4U.0r.|p

201358 A6 HMRFEREHEM TEIH (ONEVLSFELEL)

o« NERLEDTT IIL—ITFEELALY
e LAL.iilLad.ip®DTIL—E,LTEFESNTLNST-8,

JIW—ERFNEHL

$ dig +norec +noedns www.iij4u.or.jp a @a.dns.jp

;3 flags: qr; QUERY: 1, ANSWER: ©, AUTHORITY: 2, ADDITIONAL: 4

55 QUESTION SECTION:

swww.iij4u.or.jp. IN A

55 AUTHORITY SECTION:

iij4u.or.jp. 86400 1IN NS dns@.iij.ad.jp.
iij4u.or.jp. 86400 1IN NS dnsl.iij.ad.jp.

;> ADDITIONAL SECTION:

dns@.iij.ad.jp. 86400 IN A 210.138.174.16
dns@.iij.ad.jp. 86400 IN AAAA 2001:240:bb41:8002::1:16
dnsl.iij.ad.jp. 86400 IN A 210.138.175.5
dnsl.iij.ad.jp. 86400 1IN AAAA 2001:240:bb4c:8000::1:5
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CDEEDE R (Fh D HEE)
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¢« TLT. ENZTRT ZL&IC
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[ZIRENDHED
— I IL—FERX(COF2—HF)TZILHEDESE) :
FRELEDOFMEHRDS>E. NSHHNE A THHIEE
[ZIRENDHED
o JIL—FEFFIINFELEDMMEFIRDOE
JIL—TIFHEWED 1EFETHIELTES

Copyright © 2013 # XK AARL DR H—EX



| | R )
JIQ"N REGISTRY SERVICES

—DIN—FDFELEH (2/3)

2013 7R 25B RSB R EHEF CTRECEH

. ZRMBRIZBVD T IEREEEHICZ A
NTEWESIE. T IL—TZITTHS
—JIL—EFXET ELs:h“Nné@(i tXa)
FAR—ILERYSZ (A D TERZKEE|ZER)
o I=T-L. EFDARFRTIIHZLDEEIZH
WT. —EDEHICEWNT—HDTIIL—EFRF
LZ T ANDEDOHZLN
— 5 Z X, BIND 9/UnboundlZFDXSIZENET S
T ZFANTEEWNWT IL—EFF 1 ZEDEISIZHIE
,gb\éb\(is FRE-BN—Ug o TEHIZEEST
L)

Copyright © 2013 # XK AARL DR H—EX



JAPAN REGISTRY SERVICES

—DIN—FDFEED (3/3)

c NEPEBDEREITEE
— REFRELTIEELENSOLRIN., EEEDY —
CDARBIDERIEEST-15E
- REFXTTIHEVNDTEE
—ZOEZEIFIL—FT—2I2BWTHLER
o JIL—EFZELAFITHEBDNSH—/N\—ITEE
— EBIDNSY —/N\—DEE(CKOTIXEHIZKY . F

IL—IZMATTIL—EFXEL4 1352 ENHAHAIDT
EIE

— I Z (X, BIND 9IZZFDKIIZENMET S

Copyright © 2013 # XK AARL DR H—EX 36



201347 A25E iR R EFTE K TN IPRS
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% : Bailiwick-checking

. FryLaDNSH—NA—IZBNTIZHF AN THENM

MEHIMEIDTHIERT HF-HDIL—IL

— DFY FIL—IZATHTIL—ERFFD—EEZ(FANDELD
(2T B=HDIL—IL

o JIL—FIFTEZ T ANEIIIZTNIE. CDIL—ILIF

BTN

— LAOLERIZIZZBRIEERDNZFLLD=8 . Z<{DFTryia
DNSH—/\—[ZBEWWTEEINTLS

—- FORNBIFIEEEDEE - /N—VaVIcEYEL-STLVS

e ZLT.ZDI)L—JLIEZDNSTOFRa)LELTE#RE SN

TLIVZLY
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20135 7H25B R EZREHE R TIEM

ZZ :BIND 9.4.1&Unbound 1.3.4/

1 ~

JAPAN REGISTRY SERVICES

MaraDNS 1.3.07.09@ Bailiwick-checking

—————
;Qum Saction
|woew.sons.com N A
User
of the dosest
JUERY->ZONE = =

e with the value ",

Get a query from a

dient —_

- { 3

_Thire is an answer_ TTEMD
<_record matching tothe "= YESel The queryis {1 |

- given query resolved
S — -
¥
Initialize an internal ZONE variable with the valu|

authority section to the query in the cache file. Q|
(If there is no record related to the query, initialil

Get a query from a
- client —
Query Section  : = — 4
wwer 3c0Lcom I A ;

User _Theee is an answer__ END :
record matching the — ——vESe  Thequeryis e 1
given query reschved

ﬁé
Initiadize an internal ZONE variable with the value of the closest
authority section to the query in the cache file, QUERY->Z0ONE =
{If there is no record related to the query, initialize with the value *,
L2
lauthoritative Servers Find the authoritative server for the authority L

section, (QUERY->ZONE).

L
| Send a query to one of
| authoritative servers
v :
Receive a response from others

- YES &

Query Section L

wowvrcom [N A . -

Answer Section | o -
NONE There is a record in the-__

Authocty Section : T answer section
000 NS nslao,com - =
Additiona! Section .
mlooocom A 1214 no

—to - QUERY->ZONE.
{i.2. 2000.c0m is under
ZONE( .} )
] s
1 ) YES

The domdin name of the query
i tinder the autharity section.
HO < of the response,
{Le. www.00,com is under
T, X00LCOM )

.

S
| 3} Cache NS records in the
et authority section in a response.
T

The-dabel of recdnds in
the additional section 15—

T
Do not cache the records
from the additional sections.

Initiate & new query with the HO- ey
labed of additional data. (i.e. ’ 3
RY-
nLyyy.com) ’- QUE_ >.ZO_NE
) YES

Cache A records from the
additional section of the
TESpONse.

4

¥
QUERY->ZONE = the authority
section of the response
L
2

_Thelabel of the ansiver
section is same asthe = W0y
tabel of the given query’

Vi

: - Cache records from the answer |
The authority section of the : n'um‘”
response is under or Same as. - :

X
The type of the resource
record in the answer ——ves
- gection is CNAME.— 4
"

The. alithority section of
the response is under
QUERY->Z0NE.
“{i.e. w0c.com is under.

. ZONE(. ) )

NO

b
Cache NS records from the
autherity saction of the
response,

b 4

Therfabel of records.in

~the additional section i

- under
~QUERY->ZONE -
v'E's
Cache A records from the
additional section of the
response.
i
1

Ho-»!

BIND 9.4.1

hrgsgroi of
PHE or do-not match target labels’
ini thé auth’ sectio

authority {2
\ section, (QUERY->ZONE)
v
Send a query to one of
authoritative servers
R
lers Receive a response from oth|

ZOMEL.D, Vo,
: 7 )
- YES vES
There is a record-in_ Cache records from X X
answer section and =—YES,| the answer section Cache records from the - Cache NS recards from
Isthoritative bit is-ofi of the response. answer section of the | | 1 the authority section of 4
il | TESPONSe. = the response.
W ] v T T
- . R TES
heTabel of NS records The type of the { g A
n the auth section is Tesourcs record I .-re]:;irt::emﬂmem o <
[nder QUERY->Z20NE. ihe amswer SCIO0 “ves < ing answer section is— The8ize of rocords In ihe Y
QUERY 2 BawME maer section [h| additional section s sarme
=28 . . ¥ES as one of the labels of
= wo L3 - | . resource records in the
I Eots 01 e ety Cache NS records X * L
under the authority-._ fn " 1) 3 .
section of the — om the authority / / v
s sergum 0~[.¢=lm ~ = vES
\.’E'S.. € ’:‘_I" Cache the mapping
[t S reoids trom the | Carne & revorda ﬁ“ﬁ&?"ﬁ&f a::c
autharity section of the from the aditional the Iabel of the authority
response. o Section but do not saction, |
¥ send to dients by — .
Fache A records from the default. ¥ v
paditional section but do T |
not send to clients by x 2)
default. L w1 T

v
Find the authoritative server for the|

Authoritative Servers

same-as. the label - QUFR‘Y-;PNF._
“the given query | £, ¥0K.C0M-Ig undar

MaraDNS 1.3.07.09 Unbound 1.3.4
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20135 7H25B R EZREHE R TIEM

2% - Bailiwick- checklngl EJ:a(‘f%)
BEREIR

« Bailiwick-checking® f0L38 (L #5 4
— iIX(RANEFPOUOLE) ol T, LWHNIEEEZA LT ZS
e THZH. BRELAEETAEE-TLVAME LN,
o EERFICAE-TLEIMBLNALY
o Z+%% . Bailiwick-checkingl& A H ZAELRD H
— FCFTLT—HDITIL—FELXZFZITANSZEIZ, KH(C
EERABHLIDI?
« % L. Bailiwick-checkingZ& L \f=5E 345D h
- REL: VT IV—ERXTHOTEERZHFANIL?
- /2T L—ERFE— GBI ANGD 15 ?
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201347 A25E iR R EFTE K TN IPRS
A2SBIFREHAH b JPRS

ZDIN—FDRRIZ TEE AL
EEIGEZEIZE>TLEL =DM
RELEDNSTHARRIZHE B EEFLIZT=6
—DFY . DNSTaOra)LDEHELEDRERE
IrOMLHREALMNFLTULEITNIE, AL
&I SN =(1E9)
LR SEES>THEALLLY
LHAL. COEIFELAELETELTES L
- FICH(TO)Z_ELBFLEL=OICH...
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JAPAN REGISTRY SERVICES

2. F1EE Ereferral
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FEILZE Ereferral

o referral(ZH) &(E
— BWWEbhEIZHLtED Y —/N\—ZFERNTHE
o FEE Lreferral
— ¥EBDNSHY—/\—I[dreferralZz BN TR EETRT
— il example.jpV —>ldnsl.example.jplZR{EL TLVET ]

$ dig +norec +noedns www.example.jp a @a.dns.jp

;; flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

55 AUTHORITY SECTION:
example.jp. 86400 1IN NS nsl.example.jp.

;5 ADDITIONAL SECTION:
nsl.example.jp. 86400 1IN A 192.0.2.1
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JAPAN REGISTRY SERVICES

B DY —IxT SRBILNEHE

IDNSH—/N\—DEEHN DA FIZFRLY

=19 Bnsl.example.com
s BEDARIEERTIEERSALLY
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[Upward referralsi&f = |

(Upward Referrals Considered Harmful)
« DNS-OARCH2009F(ZARLEXE

Upward Referrals Considered Harmful

<https://www.dns-oarc.net/oarc/articles/upward-referrals-considered-
harmful>

« NANOG 45D FHKEH

“Upward Referrals Considered Harmful” — Peter Losher

<http://www.nanog.org/meetings/nanog45/presentations/Wednesday/Lo
sher_light_harmful N45.pdf>

Copyright © 2013 # XK AARL DR H—EX an



JARAN REGISTRY SERVICES

Upward referrals&ld ? (#i)

e BIND OTCIIBRBRZEEXRDZ(THIFTZEEIIIZLTLVS
(recursion no;)H—/N\—I[ZEENDEHIZHELE
e84 . )L—r Y —/\—A~DreferralFiR 9

— BIND 8TIXZ IL—EFFHHETRT
« Upward referrals 5l

T

$ dig +norec +noedns www.example.jp a @&&HHHEBDNSH—/\—

;; flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 13, ADDITIONAL: ©

55 AUTHORITY SECTION:

518400 IN NS

a.root-servers.net.
518400 IN NS

b.root-servers.net.
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JARAN REGISTRY SERVICES

Upward referrals&ld ? (#i)

_DIE (B —

v~ Qreferral) (. FfEE

RICHZZL TULVS A, ZIETIEAEL
L —VITRET DERERF TGN
CDREDERFAOHER YT LURID)

*

[Ch. FVEHE

u—cf&(l\\/ _-//\0) Fﬂﬁb\ébﬁno

= blFAEITHE

HWLTELWAEDIS, |

THRAIHEATHIT D, HEf=IFIL—FF—/\
ZEFIEL LD,

Hhh o= ? EoMEYIZEHZTHITI-AEIS,

H—/N\—N—E TNt ]

+OZITELBIEH K,
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ZDIEDIRBL

* RFC 1034IZH T DT DM, CDIE
RUEGH>TNDEEZONSD

4.3.1. Queries and responses

The way that the name server answers the query depends upon whether it
is operating in recursive mode or not:

- The simplest mode for the server is non-recursive, since it
can answer queries using only local information: the response
contains an error, the answer, or a referral to some other
server “closer” to the answer. (GEIEZIS—. &, HDAWNIIEYHELY]
H—/N\—~@Dreferral%=1))
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JAPAN REGISTRY SERVICES

G LG OTIIRFTEHHER

« Upward referralsziRenTH. vy a2DNS
H—N\—[FETHLAELD
— FERETIEZZO
—I—hrH—N\—D—EFXZFLZELFHOTILVS
o MD.DNSYILIZEZ—REZEDTAEZIZIEYS5%
“ INNS"OFWLEDHHE :47/8 1k
—%O)JTL'\ (Upward referrals) : 256/ \ 1k

o E[EDHEHIHY

—7I<

E

7|'\ZT4/7 1% 1SPrimett

“Upward Referrals Considered Harmful’|Z# % 45
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JPRS

Upward referralsz i &% L ViR TE

e BIND 9
- additional-from-cache no;ZfExE. =L
allow-query-cache { none; };ZiE%E

e BIND OIXCDT—A2%Z/L—FEVRELTE->TILVS
¢ L—rEVMITSAEIVTIZKYAFLIz XYY 2T —4

—named.rootzBLT=TZ [+ TIENEL L LD TEE
e AERIZ/N—Fa—T 42T 3IN TS

—~ ZMDHEFEIZEKY, REFUSEDFRT L5245

$ dig +norec +noedns www.example.jp a @&&HDHMHEBDNSH—/\—

;5 ->>HEADER<<- opcode: QUERY, status: REFUSED, id: Xxxxxx
;5 flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: ©, ADDITIONAL: ©
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Upward referralsz H &% L VER €

e NSD: R EAE

- BENDY —2IZT BEILEDLEICIE. TI4ILE
TSERVFAILFRT

« PowerDNS: SR FERE
— T 74 )Lk Tsend-root-referral=no& %> TLVA
—yes(BIND 8HE #) 4>lean (BIND 9F #) [ZE% & A BE
e djbdns: EXEFE
- FENDY VIR THRNEHLEIZITNELLZL
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JARAN REGISTRY SERVICES

Rk EEIL—FEVEA?

o EBIDNSH—/N\—EFEHDBIND ODIIT 5D
2. IL—FE DR EIZIZHZDI ?

o Z:NOTIFYAYt—L DEELEFFARTINS
—BIND 9D TS5A)H—i\—F . J—2T7AILD

BIFEEICNOTIFY Ayt—o%who A1) —N

BITEIETH

e ZDIMtEHU )Y —/IN—E I DIPFRLRE. T
SA )Y —/\—®DBIND 9L ESOD-TERART
LNESDH ?
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ER A CEY (BRE~DER) JPRS

Rk EEIL—REVRD ? (FE)

e BIND 9D 754 <)Y —/\—|Enamed.confT
NOTIFYDiEY & ZF Al iEIEELTLVELGES ., LTD
FOIZENET S

g DB EET S —>2DNS RRSetZFfN5

@ DH 5. SOADMNAME[ZHBNSEHIFET S

R THELNI-LEZVEIZHCTE Y TAFIfERL.
L NOTIFYZ %5 y

o DFEY ., MEBDNSH—/N\—ERIZLT=[ZT DBIND 9
M. Ty aDNSH—/N\—ELLTEELTLNS !

o Xy aDNSH—/\—HEBEICOATFET HHEEEIE
DEZEZFZ(TAHRIBEEDH D

~
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JARAN REGISTRY SERVICES

NOTIFYD LY ZEE1HER

e PENH:COBE(BE-HLY)IZEELLELY
- allow-transfer&@El#k. named.confTCIP7ZRL X%

BATRBNICIERET B

—’5'1~ﬁl30)DNS4j' EXZFBITIEEEE. PLEH

EWERTH BB 2=

14 HEAZHEZ S

- REFIERR—UESRBCE: L OEEILAFE)

-

« MEKR . I NTDIE
DA F](FRERR) |

1%

. DNSH—/I\—ZFDJ —
293

—~ BAIRRENDLELZDIL., ERZTF-LZUVMEERD &
— N ERAOEFEEOANELTHOI-EE. BRIRERED

B2 5
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=% AT JPRS

BIND 9IZHIT5E%E M

GE:NOTIFYBS:EDHDIRFED=-HFZDEFIAEARNART])

« T34 —/\—

zone "example.jp” {

// also-notify CEATRAI (explicit) ITHEELIZIPZREL RIZDHNOTIFYZEES
notify explicit;

// NOTIFYZZELSEHhUF )Y —/N—DIPFRLR(EESNT-bZDHNE FH)
also-notify { 192.0.2.53; 198.51.100.53; };

Iy

e THUA)H—/\—

zone "example.jp” {

// NOTIFYZELAELN(FEELGWEEELLINOTIFYZEASET HDTHER)
// notify no; CENOTIFYDZ{EIZIFEELLLY
notify no;

Iy
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JAPAN REGISTRY SERVICES

3.9 )IL—IEH IL—
(DNST—2DS5F25)
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FEHRFC:RFC 2181

o “Clarifications to the DNS Specification”

— DNS{EHDBER#EE

« 54.1. Ranking data

— T—ANH E (source) M [CHETHMNIZE>T,. FD
T —ADIEEEE (trustworthiness) AN iRE 5

o« MLITAHER
— IEBZEFDOIRED.

B WO s EN (AAEYED

A 4

JAPAN REGISTRY SERVICES

)

— answer, authority, additionall A\ Do av(ZHoT-
T—3MN (203> DIF)

— EREF DT —3H. ]

« CNAME®DALIE[ZR8{&

FENT 3N (RERAR)
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RFC 2181 5.4.1. Ranking data (& %)

[ =LY (most) ]

]

ERZE OIS Danswer sectionDIEFZEERO>T—4

]

EBZ DI Z Dauthority section® 7 —4

ERZE UG ZE Danswer section®D 5 —4 -
ERBZEDIEZE Danswer sectionDIERZE - T —4

]

EREEDILZ Dadditional information® 5+ —4%4 -
EBLA =4V IS D authority section® T —4 -
EREZ -0\ EZ Dadditional information® 7+ —4

]

]

(;E : R XIZadditional sectionTlZ7z<{additional information&EEZ ML TLVS) [ {ELN (least) ]
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JARAN REGISTRY SERVICES

ZCTHDHRAE

20138 A6HMEEREHEM CTEHM (FRNLEFREFLHRALA)

o« ZIEGZIXI—FIEL (the least) (S48,

it

o HFEFKXEKRARME(NS)
— EREZEF-T WS E Dauthority section
e 7 )L—(A/AAAA)
— ERZEET=4USZ Dadditional information
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JARAN REGISTRY SERVICES

JIL—BEHICHIHENEDHE

c ZEREBELTEZDVEDHY
* BIND 9°NSDTRFEENLIIT(ELOEASD

—BIND 8IZIZF L EAJTT%FnEJL\AbﬁLiTL,
[EBZE -G Z Danswer section |ELTEZ
TLES. LS E-EMNHHT=

$ dig +norec +noedns nsl.example.jp a @a.dns.jp

;5 flags: gr; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

55 AUTHORITY SECTION:
example.jp. 86400 1IN NS nsl.example.jp.

;5 ADDITIONAL SECTION:
nsl.example.jp. 86400 1IN A 192.0.2.1
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JARAN REGISTRY SERVICES

5L —E BT BRENAhE ()

201358 AGHREFEREHEM TEN RELE-FELRALR)

o Xy aDNSH—/\—TITIEBDNSH—/\—
N2 (TEST=FEETRAE (NS) T IL—%.
@;mfiﬁcﬁfi =0T )L—ELTI/RDO LTI
2YAA

e DEY IFATUMILDBIWNNEDHEIZHL. Y
JL—Z%answer section|lZANTEZ TITLLA
R
— (EFEE D E N (increase) <

—BEBEDRARRICE>TIVFUINKYENT—4
ZAFL. TNEBZZLILEHY
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JARAN REGISTRY SERVICES

{5 : EEDNSH—/\—D B | >t L&

o« HDNS/T IL—EFDNS/IANELH-TLNS

o BONS/T IIL—ITRAERDEPRT—FHHICFEHOND

(RE)

— FONAIADADEFEDONS/T IL—KY1 5

NSTEEC BOHEBIDNSH —/i— >

ERAT=1A

5oL JT 5oL 5L
MEB(DNS MEBEDNS ﬁ
H—/\— H—/\—
o R

~ ~

FHLLY FHLLY

- - __J
ga/ NS TR lez/ NS TR
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| | R )
JIQ"N REGISTRY SERVICES

B - NEETHo =15

0 X & (DFEY. AIAAAA
DD py—oFt-2 7D

o FREFLDNSEH
N I)IL—T

REIDYT =2 SELTIEESNIZZRIX T HIE
BZhd E Vo (1E9)

o TN ZITHA=-IRERBTDFNERIZ—FF
BIZERALTY —2Z2=E>TWMFIE. WIFNIEFD
2 HIC R BRI D (A Y (TS FHT=2) HEBIDNS
H—/N\N—[ZT HEZSHLT)

o FD=& . BBIRRICEWVNTEEHIZZITANTEL
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JARAN REGISTRY SERVICES

FoF ) DEEITEHO THE

L ‘VbTL\
o 5] FDNS/T IL—EFDNS/A

— FDONS/ADANEDONS/T IL—KYH{EEE)
e BEMIZERYFBHONRITNIEESE

FERCEELGWE, NTDHEFEEDE LT

£

- LHOL. FOEREENSVDIEFNFTHAMEIT

 SHEEAMEVE DT — AR ET, FOT—4A

ZIZBERA TSRS (FNFTELED)

o Bl HZBEMECEEN A AT

| AT borsLmBEES.. |
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JARAN REGISTRY SERVICES

NEVRAF—EREFE

« B HIURF—KM2008FE(ZIEHEL-REF X
LHL. A RFT—EMNRLI=ZAUOFILD FETIE.
Xy At RA X =T L TELLY
— BT ERLET (BELRIEEDOTEBEIHEREESLY)
FRERZEIELEHREAENVNONERINTINS
- FERRXRZFOHAEELEENEER (X1) TELON=AX

e UTM/88—211T/88—221LFT
— IEEEDNSIZEER L= A%

e UTI/NNF—2318LFT

(*1)BINDF/\—23r~DEANEER (Kaminsky Bug MD1RELE)
<http://www.e-ontap.com/dns/bindmatrix.htm|>
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JIPRS

NIVAF—BHBFA(NI—21)
FARIEEDWebR—S D EELEIZIER

;; flags: gr aa; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

55 QUESTION SECTION:
; (random) .example.jp. IN A

;; ANSWER SECTION:

(random) .example. jp. 86400  IN A (ELFTIPTRLR)
s+ AUTHORITY SECTION:

(random) .example. jp. 86400 N NS www.example. jp.
;5 ADDITIONAL SECTION:

www . example. jp. 86400 IN A 192.0.2.234

(FryiazELMEER)
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JIPRS

NIVAF—BHBFA(NI—22)
FARIEEDWebR—S D EELEIZIER

;; flags: gr aa; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

55 QUESTION SECTION:
; (random) .example.jp. IN A

;; ANSWER SECTION:

(random) .example. jp. 86400  IN A (ELFTIPTRLR)
s+ AUTHORITY SECTION:

example.ijp. 36400 TN NS www.example. jp.
;5 ADDITIONAL SECTION:

www . example. jp. 86400 IN A 192.0.2.234

(FryiazELMEER)
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NIVAF—EKEF K (NZ—23)

e [EIEDNSIp.298KY

PRS

PAN REGISTRY SERVICES

;; flags: gr aa; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

33 OUESTION SECTION:
; (random) .www.example.jp. IN A

;s ANSWER SECTION:
(random) .www.example.jp. 86400 IN A (ELTIPFTRLR)

s+ AUTHORITY SECTION:
www.example. jp. 36400 IN NS www.example. jp.

;5 ADDITIONAL SECTION:
www . example. jp. 86400 IN A 192.0.2.234
(Fry &t MAIESR)

Copyright © 2013 # XK AARL DR H—EX 68



JARAN REGISTRY SERVICES

FTNFNDEL

o [/A—2116T/83—22 D&Y
— authority section AR
e /\42—21: (random).example.jpt/ —>MDNS
o IN3—2,2: example.jp/ — DNS
o [INF—21T/INF—22181X3—2310)5E N
— L &t /answer sectionD AR
e /N2—21/2: (random).example.jpMDA
e /N2—23: (random).www.example.jp®A
— authority section® AR
o INF—21/2: (LEESHR)
o INF—23: www.example.jpt/ —>DNS
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JAPAN REGISTRY SERVICES

RA

o« SUXVITDEREIZKY /12— 11T13—2
2 | DIERZEEDILZ Madditional information

DT — StJT—H’Cl;t Xy ai kA A= 1&
P AR,

—BREEDERDEY
o LHML.FNHAEIILTLESBIND ONFEELT-
e ZLT. FD/N\JIEFTEIZKUYIBIESNT=

2786. [bug] Additional could be promoted to answer. [RT #20663]
([bug] AdditionalA’answerlZ E R 3 3HEMNHYEFT-)
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AV (#ES)

o [/\3—23]TI&.
— ERZEEDIZ Dauthority section®T—4
— ¥EBZ DG ZE Dadditional information® 7 —4
D A=, www.example.jp (2R ) FFETELTLYS
o INITKY. MEMNTRELGS
— =1L BN TERMNBE (k)
e 2L CORRTHEEDARIEETHI-.
— EREEDIZDanswer sectionDIEBZHO>T—4
ZEECHE vy al TGS EE LTS (FT)
— COZEFH/BAREEDERETEIRBASINTINS
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BIMO Ik

ZLT. FrvladE =L MAEROD.
— R ZFDILZ Dauthority section®7—4
— EREZEEF DI E Madditional information® 7 —%4

=HeElz,
— EREE DO ZE Danswer sectionDIEFZEEF>T—4

’é#}vuzléﬁéf—&bm_%b WWE(Z11 5
o [EFDNSITIIHEIZEE R

[3 BORED IR B 245 720121F, 192.0.2.234 T www.example. jp PIEOHERL DNS H—si— %k BIF, 7 v—LE Lis0 ]

FHERELTBLLENH D,
T TT U CZDNS T O G D EICH S UDP h— T RIE Co = 1Bt B DIIIC DNS T ¥ 7 v L8 A=V 7 & I

=2 Pl T oo bETEH: JPDNSSEC« DaflnTE EEED, 973 DO —Y s RS D AR ST
= N bilél’u‘. TWizEaEIZ LT lﬂ}”i w HE 65536 7 “0 1 $TEMTE S,
{2 =3y M LT, uf LT FLARSEE L2 v PEEHTELR LT M};'Hq_. B2 ISP L ToMiEL B,

=1 o L

299
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EMDIXRICEKDEIVFVIDLER

e ENMDIX:ADFFEL(CDHITIL192.0.2.234) T
BO¥EBDNSY—/N\—%u5 LI, Tvyiasti-
LMETEERERIL T —2ZF R ELTHLS

o Xyl aDNSH—/\—M, HEBENZELI-BDIE
BIDNSH—/N\— LD @EHREZSRLU-F R TIHERZ
OB Danswer sectionDEBRZEE DT —41&L
THxyviaasn, FvvoalRkA X 0 I3

4 )
X)) T4 LDERIZEKY.

B ARG A EDBTITERBLET

- J
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5.4.1. Ranking

JARAN REGISTRY SERVICES

data (F5#5)

IXB—23DTTR] || B (most) |

EFEE DRZEDanswer sectionDIEBEFEOT—4
QQQ—DS ]
MERLZ 3 DIEE Mauthority section®D T —4

N )

EREZ -2V G & Danswer sectionD 5 —A -

N )

ERZFF-RLT—4

EREE DI Z Danswer section®)?

INB—21/2 |

HEBZ DM Z Dadditional information® T —%4 -
FERL A 1=75 L VG Dauthority section®T—4 -
R Z = s & Madditional information® 7 —4

[ {EL (least) ]
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=R AN CES (REDQER) JPRS

it&) H= DX:\:_‘ UI&% /f

o FEDOEMYESELZTOMRINIESEICEE
— CDIN—FDFEIFHLL D= EBNET (SHALELY)

e RFC 2181%F HiAAFLE TN IXH A inZiLy
—EDECAH, BHAATEEDH DB
—E(FFEhMoTLELD A

e MWD EELD/N\THIEATLS
—EREIZBTEIF 0 DERBIEETHO THEE

» ZLT.REC2181DSUF LTV ZDIDWPEEYT
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