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DOl SPD# DW00500

IT Specialist (Customer Support)
GS-2210-07

INTRODUCTION

The Department of the Interior (Department) manages 451 million acres of the nation’s public
lands (about one-sixth of the land in the U.S.) and more than 2,500 operating sites, all requiring
protection of information and Information Technology (IT) assets. This is a standardized
developmental position description for positions located in the Office of the Chief Information
Officer (OCIO) and the various Bureaus and Bureau offices (Bureau/Office) of the Department.

The purpose of this position is to perform work involving the performance of routine and
recurring assignments supporting information technology (IT) customer support. Works under
closer than normal supervision and works in a developmental capacity performing assignments
and completing training, both of which are aimed at preparing the incumbent with the experience
necessary to perform the duties of the position.

This is a National Institute of Standards and Technology (NIST) National Initiative for
Cybersecurity Education (NICE) National Cybersecurity Workforce Framework (Framework).
The incumbent performs Cybersecurity roles and responsibilities outlined in the NICE
Framework. The NICE Framework provides Work Role Descriptions associated with Work
Roles and Cybersecurity Codes.

MAJOR DUTIES

Provides assistance and support for assignments and projects relative to the delivery of customer
support services. Performs routine and recurring assignments in identifying and resolving
recurring and routine issues and problems as they arise. Performs the following major duties
associated with this work:

e Diagnoses and resolves recurring problems in response to customer reported incidents;
and reports, responds to, and resolves customer requests. Updates and maintains problem
tracking/ticketing systems to track and identify customer needs, as well as to discuss
requirements with the customer to resolve the customer need.

e Installs, configures, and tests software on customer workstations; and installs, configures,
upgrades, and troubleshoots hardware and software components.

e Assists teams responsible for planning and delivering a full range of customer support
services to the organization. Participates in evaluating effectiveness of customer support
services and provides feedback on impacts of proposed IT initiatives to services.

e Presents formal and informal training, guidance, and assistance to customers. Provides
routine advice and guidance to customers requesting information on established policy or
procedures, including those related to information security/information assurance.

e Participates in internal staff meetings, sharing information obtained through research of
tracking/ticketing systems, presenting alternatives and recommendations for improving
customer service delivery, and assisting higher graded specialists in preparing for such
meetings or data calls.

e Provides routine advice and guidance to customers requesting information on established
policy or procedures, including those related to information security.
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e Performs other duties as assigned.

FACTORS
Factor 1. Knowledge Required by the Position; Level 1-6, 950 Points

Knowledge of, and skill in applying, IT and IT customer support principles, methods, and
practices; IT security methods and procedures; and performance monitoring principles and
methods sufficient to perform routine and recurring assignments in the delivery of customer
support services, such as diagnosing and resolving customer problems and incidents and
updating tracking/ticketing systems, and to assist more experienced specialists in resolving more
complex problems.

Skill in troubleshooting routine IT customer support problems and issues and skill in
documenting issues and the resolution.

Skill in installing, configuring, and testing software on customer workstations; and installing,
configuring, upgrading, and troubleshooting end user devices and components used in the
customer environment.

Knowledge of the organization’s mission, programs, business practices, customers, and IT
infrastructure.

Skill in communicating, both in writing and in oral presentations, to provide guidance to
customers, provide effective technical documentation of customer service activities/actions,
provide customer training, and participate on functional teams.

Skill in analytical methods sufficient to participate in individual and team research and problem
solving assignments and to participate in addressing customer service delivery improvements.

Knowledge of, and skill in applying, IT security methods and procedures and IT security
protocols and requirements.

Factor 2. Supervisory Controls; Level 2-2, 125 Points

The supervisor provides instructions as to overall scope of assignment, priorities, deadlines, and
objectives and basic policies for their accomplishment. The incumbent carries out assignments
independently within the framework established by the supervisor and in conformance with
practices and prescribed procedures. Problems not covered by instructions or guides are referred
to the supervisor for help or decision. The supervisor reviews complete work for accuracy and
conformance to procedures and instructions. The supervisor typically reviews in detail the more
difficult work not previously performed by the incumbent.

Factor 3. Guidelines; Level 3-2, 125 Points

Procedures for the work have been established, and a number of specific guidelines are available.
The incumbent must use judgment to select the most appropriate guideline, reference, or
procedure for application. The incumbent also uses judgment to determine appropriate minor
deviations within existing guidelines and to know when to refer situations to the supervisor that
require significant deviations from exiting guidelines.
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Factor 4. Complexity; Level 4-3, 150 Points

Work consists of various duties that involve applying a series of different and unrelated
processes and methods. Incumbent decides what needs to be done based on analyses of the
subjects and issues related to the assignment, selecting appropriate courses of action from many
acceptable alternatives. Incumbent identifies and analyzes important factors and conditions in
order to recognize and apply an understanding of interrelationships among different IT functions
and activities.

Factor 5. Scope and Effect; Level 5-2, 75 Points

Work involves carrying out tasks requiring application of specific standards, methods and
procedures associated with regular and recurring assignments that are part of projects of broader
scope or that are regular and recurring delivery of customer support. The work affects the overall
accuracy, reliability, acceptability, and timeliness of the broader project which is developed or
delivered by higher-graded co-workers or affects the ability of customers to effectively use a
wide range of applications.

Factors 6/7. Personal Contacts/Purpose of Contacts; Level 2A, 45 Points

Contacts are typically with employees, managers and IT Specialists within the Department both
inside and outside the immediate office, as well as with representatives of private concerns and
the general public in moderately structured settings. Contacts with managers and employees may
take place at various levels. The purpose of the contacts is to acquire clarify, or exchange
information needed to complete assignments which may range from easily understood to highly
technical.

Factor 8. Physical Demands; Level 8-1, 5 Points

The work is primarily sedentary; however, some work may require walking and standing in
conjunction with customer site visits, travel, and attendance at meetings and conferences away
from the work site. The work may also involve carrying light item, such as papers, books, or
small parts; lifting, with assistance, various pieces of IT equipment such as computers,
components, and printers; or driving a motor vehicle. The work does not require special physical
effort.

Factor 9. Work Environment; Level 9-1, 5 Points

Work is typically performed in an office setting where typical risks and discomforts that require
normal safety precautions occur; however, some work may occur in research facilities or
industrial and/or maintenance areas that may require the use of hardhats, hearing protection, or
other protective equipment.

Total Points: 1480
Point Range: 1355-1600
Grade: GS-07
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