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CR6-WiFi Daughter Board OS Update
Procedure to Resolve the KRACK

Vulnerability

This procedure updates the CR6-WiFi daughter board OS to version 4.0 to
resolve the KRACK vulnerability.

NOTE If your datalogger is running a WiFi daughter board OS version
3.01 or greater, skip to Section 3 after completing Section 1.
Section 1 walks you through the steps to determine what OS
version your datalogger has. If your datalogger is running a WiFi
daughter board OS version less than 3.01, it must first be updated
to version 3.01. Therefore, after completing Section 1, continue to
Section 2 and complete the steps to update the OS to version 3.01.
Then proceed to Section 3 and update the OS to version 4.00
which resolves the KRACK vulnerability.

1. Download Executable and Check Current

Operating S

1

y

stems

Download the executable, CR6_Wifi OS Update 4.0.exe, from our
website at www.campbellsci.com/downloads.

Run the executable file.

Apply power to the CR6. (A USB connection supplies 5 V power as well
as a communication link, which is adequate for setup.)

If not using WiFi, connect your communication cable to the CR6.
Open Device Configuration Utility (DevConfig).
Under Device Type, select CR6 Series.

Select the correct Communication Port. (If using WiFi, select the Use 1P
Connection checkbox and browse to or enter the IP address.)


https://www.campbellsci.com/downloads
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8. Click Connect.
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9. As aprecaution, back up the CR6 datalogger using the wizard accessed
from the Backup | Back Up Datalogger... command (see
www.campbellsci.com/blog/update-datalogger-operating-system).

10. Verify that you are running CR6 version 5 or later operating system. You
can see this information in the Deployment | Datalogger tab in
DevConfig. If you are running an earlier operating system, update the
operating system (see www.campbellsci.com/blog/update-datalogger-
operating-system).

Deployment |Logger Control  Data Monitor  Data Collection  File Control Send OS5 VW Diagnostics  Settings Editor  7/4 [
Datalogger om Ports Settings  Ethernet CSI/OIP PPP WiFi  Metwork Services TLS Advanced

Serial Mumber: |7501 PakBus Security

05 Version: ||CR6.5td. 07 |CR6-WIFL 02 | Security Code 1 EI S

Security Code 2: |0
Station Name: [7501 | ty =

i : |0
PakBus Address: = Security Code 3 =

PakBus Encryption Key Confirm: l:l
PakBus/TCP Password: l:l
Confirm PakBus,/TCP Password: I:I



https://www.campbellsci.com/blog/update-datalogger-operating-system
https://www.campbellsci.com/blog/update-datalogger-operating-system
https://www.campbellsci.com/blog/update-datalogger-operating-system

CR6-WiFi Daughter Board OS Update Procedure to Resolve the KRACK Vulnerability

11. Check to see what version of the WiFi daughter board operating system
your datalogger is running. As in the previous step, you can see this
information in the Deployment | Datalogger tab in DevConfig. The OS
Version field shows the datalogger operating system version and WiFi
daughter board operating system version (in red below) currently loaded
into the datalogger.

Deployment |Logger Control Data Monitor  Data Collection  File Control Send OS5 VW Diagnostics  Settings Editor  7/4 [

Datalogger  [rom Ports Settings  Ethernet CSI/OIP PRP Wi-Fi  Metwork Services  TLS Advanced

Serial Mumber: PakBus Security
— ) -
S Code 1:
OS Version: [CR6.5td. 07|CR6-WIFLD2 | | ecurity Code D =
——

Security Code 2: |0
Station Name: [7501 | ty

i 0
PakBus Address: e Seaurity Code 3: |0 =

PakBus Encryption Key Confirm: I:I
PakBus/TCP Password: l:l
Confirm PakBus/TCP Password: I:I

12. If your datalogger is already running WiFi daughter board OS 3.01 or
greater, skip to Section 3, Update to WiFi OS 4.0 . 5).

2. Update to WiFi OS 3.01

1. Click the DevConfig File Control tab.
2. Click the CPU: drive.

Deployment  Logger Control  Data Monitor - Data Collection | File Control |Send 05 VW Diagnostics  Settings Editor 7.4 | *
Send Format Refresh etrieve

Run Options Delete Stop

File Name & RunOptions Size LastModified
CF‘U: 31.42MB

3. Click Send.

4. The Select the files to send dialog will appear. Navigate to the
C:\Campbellsci\Lib\OperatingSystems directory.

5. Set the Files of type: drop down list to Daughter Card Operating
System Files (*.iobj).

6. Select CR6_WIFIL.03.01.iobj from the file list.
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7. Click Open.

Deployment Logger Control Data Monitor  Data Collection  File Control  Send 05 VW Diagnostics  Settings Editor  7/4 | *

—_—

Send Format Refresh Retrieve
Run Options Delete Stop
Drive Fres FileMame & RunOptions Size Last Modified
CPU: 31.42MB
1 |
* ) Selected the files to send
[ Lock in: | OperatingSystems v| (<] 2 = E
~
Type l Name Date modified
v 10BJ File . : CRE-WIFL.O.iobj 12/9/2015 458 P1
M 10BI File Quick access | cRe-WiIFLOZ.iobj 11/23/2016 2:36 F
M 1OBI File - 4/10/2017 9:36 Al
| IOBI File R 372017 113 PV
‘M IOBI File Desktop || CR&-WIFL.04.iohj 12/8/2017 1219 F
™
Libraries
This PC
> i <
1l Network
File name: [ cRE-WIF.03.01ioby -]
Cancel | Files of type: [ Daughter Card Operating System Files (*iobi) |
. [Proaram Filas (* ~ril - L
Running Program: ™ Program Files {*.dld)

Run on Power g Program: ™
te: no program ruRning

Mo Program

8. The new daughter board operating system is sent to the datalogger.

*

Sending *1:\CRE\Wi-Fi\CRE-WIFL.03.01.iobj™ to CPU:

Cancel

9. Once the progress bar reaches 100%, click OK.
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10. The WiFi LED on the CR6-WiFi will flash green and red as the daughter
board is being updated; the update generally takes two or three minutes to
complete. After the flashing stops, return to the Deployment | Datalogger
tab and check that the WiFi daughter board operating system shows
version 03.01. You may to have to press the F5 key to refresh the
displayed information.

Deployment  Logger Control Data Monitor  Data Collection  File Control  Send OS VW Diagnostice  Settings Editor T/ 4 | *
Datalogger Com Ports Settings Ethernet CSIfOIP PPP Wi-Fi  Metwork Services TLS Advanced
Serial Mumber: |7501 PakBus Security

Security Code 1:
0S Version: |CR6.5td.07 CREAWIFL03.01 | ecurity Code D

| Security Code 2: 0

Station Name: 7501

PakBus Address: = Security Code 3¢ 0

PakBus Encryption Key Confirm: l:l
PakBus/TCP Password: l:l
Confirm PakBus /TCP Password: l:l

Ak 4k 4

Update to WiFi OS 4.0

1. Click the DevConfig File Control tab.
2. Click the CPU: drive.
3. Click Send.

4. The Select the files to send dialog will appear. Navigate to the
C:\Campbellsci\Lib\OperatingSystems directory.

5. Set the Files of type: drop down list to Daughter Card Operating
System Files (*.iobj).

6. Select CR6_WIFI.04.iobj from the file list.
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7. Click Open.

Deployment Logger Control  Data Monitor  Data Collection | File Control |Send OS VW Diagnostics  Settings Editor 7.4 | *

Send | Format Refresh Retrieve
Fun Opfions Delete Stop
Run Options  Size Last Modified Drive Free File Name &
CPU: 31.42MB
4 O Selected the files to send

_ esrm

h Date medified Type
12/9/2015458 PM  |0BJ File
11/23/2016 2:36 PM  1OBI File
4/10/2017 %:36 AM  10BJ File
372007 1113 PM |0B) File
12/6/201712:19 PM 0B File

2/6/2017 1219 PM

IFI.D4 jobj

> |

er Card Operating System Files (*iobj)

~

Look in Operating Systems |

* Name

Quick access

] CRE-WIFLO1.iobj
] CRE-WIFLO2.iobj

- : CRE-WIFLO3.01.ickj
| CRe-WIFLD3.ichj
Deskiop ||T 7 CRE-WIFLO4.iobj |
Type: IOBJ File
L'b"' Size: 1.84 MB
1oranes Date modified: 1
This PC
¢
Network
File name: CRE-W
Files of type: Diaught

Running Program: ™
Run on Power Up Program: ™
Program State: no program running

8. The new daughter board operating system is sent to the datalogger.

*

Sending "1:\CRE\Wi-Fi\CRE-WIFL.04.ichj" to CPU:

Cancel

9. Once the progress bar reaches 100%, click OK.



CR6-WiFi Daughter Board OS Update Procedure to Resolve the KRACK Vulnerability

10. The WiFi LED on the CR6-WiFi will flash green and red (and at times,
just red) as the daughter board is being updated; the update generally takes
two or three minutes to complete. After the flashing stops, return to the
Deployment | Datalogger tab and check that the WiFi daughter board
operating system shows version 04.00. You may have to press the F5 key
to refresh the displayed information.

Deployment | ogger Control Data Monitor  Data Collection  File Control  Send OS5 VW Diagnostics  Settings Editor 7.4 | *

Datalogger Com Ports Settings Ethemet CSI/OIP PPP Wi-Fi  Metwork Services TLS Advanced

Serial Number: | 7501 PakBus Security
I ] ' =
S Code 1:
05 Version: |CR6.Shd.031CR6-WIFI.D4 | | ecurity Code D E
—_

Security Code 2: 0
Station Name: 7501 | ty

i : |0
PakBus Address: = Security Code 3: ¢ 2

PakBus Encryption Key Confirm: l:l
PakBus/TCP Password: I:I
Confirm PakBus/TCP Password: I:I

Your datalogger is now updated and running the latest WiFi daughter board
operating system.
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