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3.2.1. PsExec
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3.2.2. WMIC (Windows Management Instrumentation Command Line)
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3.2.3. PowerShell () E—ravFEST)
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UTDOYAERILEZICHEZETEEE. VE— T RETHITONI-ATEENHS X PrefetchDIFEHE4k
SEBIT: ARNUROTIZUTOOTNHSIGE
KT ICHEE TZHEBR AR RS TEF 21T 1 JIZPowerShell DA XKD 4689 (FOEAAE T LELR) AiREEh ., RITHR (RYE) N"0x0"EE>TLVS
ERE ARNURRYIZUTOOI B HSI5E
AR AYTHEFX 1) T4 1Zwsmprovhost.exeM AN KRID 4689 (TOEAMNER TLEL) Aitigsh ., ETER (RYIE) M70x0" EiE>TLVS
<KFEBERAE>
B NYQERSH | OYEM-&H BEE RO i
AANKD : 4688 (FHLWVTOERAEFHESNZFELT:)
4689 (ZFOEAMNRTLELT)
O ER > TOERE:  “C¥Windows¥System32¥Windows PowerShell¥v1.0¥powershell.exe”
-FERRTESIER
IO ROBE-#TBE g o a1t
TRt REERTLIA—Y—4 . YIS Or > FHIUFE
TORREEFTLIA—YF—DFA(Y . YISO > FHI, XL
TOCRETHOIEBREOERE ! TOtREH > F—IFHEDIEE
TOERDRYIE : TOEXEE > B THKE
Y=t
- ANUND : 5156 (TR TSI TA—LIZKDEH D) WE
txal)Tqa - TOERE . “¥device¥harddiskvolume 2 ¥windows¥system32¥windowspowershell¥v1.0¥powershell.exe”
- R T—OEH > A EE
- RYPT—OEE > BAETFFLX - w1
- R T—ONFHR > FEAR—F-FArTN: “470017-67(TCP)
ANUND : 5156 (TR TSI TA—LIZKDEH D)
i - TOERE . “¥device¥harddiskvolume 2 ¥windows¥system32¥windowspowershell¥v1.0¥powershell.exe”
b - R T—OEH > FA EE
- RYPT—OEE > BAETFFLX - W75 2
s KR T—DNFER > FHEN—F-TORTIL . 59857 (HTTP) XL 5986 (HTTPS) - 6" (TCP)
XR— B, EHRAAITIEET S ETERITHE
AAN2KRID ;1 (Process Create)
5 (Process Terminated)
-Image : “C:¥Windows¥System32¥Windows PowerShell¥v1.0¥powershell.exe”
Y=t
- -FERRTESHIER WWE
Sysmon JORAOEE - THE(UTC) :  UteTime
TOEROATURSAY CommandLine: “C:¥Windows¥System32¥Windows PowerShell¥v1.0¥powershell.exe”
R —Y4 User
-Z7Aa+ARID : Processld
TR T714IL4 : C:¥Windows¥Prefetch¥POWERSHELL.EXE-920BBA2A pf
0S:Windows Prefetch R TELER (VI EFIALTTREEHER TES Y—JL:WinPrefetchView)
1_1-1}_ RRETHE - Last Run Time
OS:Windows
FEEL—Y— ARURD : 5156 (T4IVRILYT FoUhTA— L& DIEHED )
- Z7OEXID 4"
T r—308 “System”
- RPN —OEEH > A EET =
Wh
-FERTELHEHR
ERITTRAR: RUrO—OEH# > EETLTTFLR
EER—F.  RUrT—IFH > V—X FK—F HTTPDIFE 59857 HTTPSDIZE “5986)
-Jakalv: FurT—oE > Fakra (767)
ARYERT | NUkD 4624 (FHYUMRE#IZOS AL LELE)
-FERTEDHIER
AT FURRILI-BE: asz oAt
X EHITIZE TS, wsmprovhost.exe 7O RER (A XKD 4688) Bk, #8 T (A XKD 4689) KYRIEAD
ERERKICEBWTIORRERITLETHOUNG: FLiadHt> > F21 71D FHI NS E -
3 ANUKMD : 4634 (THOUNNIEEICOYATLELT)
-FERTEHIEH
O FJL=-88: OJDAf X EHETIZEITS. wsmprovhost.exe 7O RIR T (A R KD 4689) 4 &745
AAN2KRID: 1 (Process Create)
5 (Process Terminated)
-Image : "C:¥Windows¥System32¥at.exe”
V=l
- R TEHIER WHE
Sysmon TOEZADBE - T BE (UTC) UtcTime
TAaEROATURSAY CommandLine: “C:¥Windows¥System32¥wsmprovhost.exe ~Embedding”
-RIT1—Y4A User
-7O+ZID : Processld
EIERE T77A4)IV4 : C:¥Windows¥Prefetch¥WSMPROVHOST.EXE-EF06207C.pf
Prefetch -FERTESER (V- LERALTTREEREFE TES Y—IL: WinPrefetchView)
-RRERTHE Last Run Time
<EE>
ﬁ?ﬁ?&ggﬁ;}gﬂ;ﬁ%ﬁ RITSNaTURICE-> T, ZOATURMNH AT 205 W EHKEICRBFINDAREELN H D
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3.2.4. wmiexec.vbs

AV RZEIT > wmiexec.vbs

B
Y—IJLB wmiexec.vbs Xz
HTIV aORVRET -SSR S 1ER
w—JL W— LR WinSowsO)&ZfA%EE(:ﬁﬁﬁTé“j_—)l/ "f’*“/HQ'EE%
WEE =52 @ﬁﬁ'ﬁ*_l:'ﬁb'cs Z?'le:&gﬂ’é%ﬁ?—é . Z»f—/lxﬁ‘ﬁ B
*Ei*ﬁﬁzﬁﬂ HEREIT . wmiexec.vbsZEITIT - Tr— LN DE
= RS wmiexec.vbsIZE O TTF I EAESN-imEK
HERR EE1—H—
¥R 0S Windows
BhiER M FAM~DSM |[F&
BEEZORaJL [135/tcp, 445/tcp
H—EX -
0 o A EEE EERSS)
=1 s =R J71) HIRRERE (B RS, —
'ﬁfbhé'laﬁaﬁ JE}]DEXE '%ﬁ'@ﬁ(Sysmon)
KT ICHEETELEN FERR ST . "WML SHARE" B AMER S, BIBRSN TLVS
<KFEBERAE>
& DY QERSF | OITEI-EH WA RO i
ANKD : 4688 (FHLWVTOERAEFRENZELT:)
4689 (ZFOEAMNRTLELT)
Ot EHR > TOERE: “C¥Windows¥System32¥cscript.exe”
R TEHER
IO RAOBE-KTHE : ag o1t
-TAERERTLIA—Y—4 YISO > FHOI
AR rOy TORREZEZFTLIA—YF—DFAY . YIS IOr > FHO, FXAT>
- -TAERRTHOEBRIEROEE - TOtXEH > F—o>FHEDFESE WHE
tHalTq O RORYIE : Ot E#8 > B THKE
ANUHD : 5156 (Windows T ILA—2T TSYhTA— LT, EFHALHFAISNEL)
- TOERE . “¥device¥harddiskvolume 2 ¥windows¥system32¥cscript.exe”
-FERTEHIEH
- EETA—: Rk T—ORH > BAF—F X R ESIE, BEERTIEET 50 L CEEATH
AAN2KRID: 1 (Process Create)
5 (Process Terminated)
Image : “C:¥Windows¥System32¥cscript.exe”
Y=t
- R TEHER WHE
Sysmon O RADOEE - T BE (UTC) : UteTime
TAaERAOATURSAY: CommandLine
BT —4: User
-7a+RID: Processld
EIERE T714IL% : C¥Windows¥Prefetch¥CSCRIPT.EXE-D1EF4768.pf
Prefetch FEERTESEM (V—ILEFALTTRREHEZETES Y—/L:WinPrefetchView)
RREITHE Last Run Time
ANUHND - 4656 (AT OTORADNURILREREINZFELT)
4663 (AT IVMADT I EADRITINFELS)
4658 (A Tz UMK HN\URILAELELT)
A TCTOr > FTOORE “(C-¥Windows¥Temp¥wmi.dll)”
s FOCRERIEEH > FOUX FOUIER : ("WriteData (/=14 AddFile)”, “AppendData (F/-1% AddSubdirectory
F 7=l CreatePjpelnstance)”)
-FEBTELHIEHR
-TOVRE: C:¥Windows¥System32¥cmd.exe”
sINVEIVID: TSSO, > NRAID X DS EDQMIFITIZERT S
OS :Windows
a—H—
l ANDHD: 5142 (R T—ORBEA TS orpBMENELT)
OS:Win@ows
1—H— FEBTELHIEHR
7O ROBEB R Ry oA+t
TR REFETLIA—Y—%f: WIS O, > FHOUFEA
TORRZEFTLIA—Y ORI TSI, > FHII, FXT>
-HEL: HEEHE > REE : ("WML SHARE”)
F:>-VAV & HEIEE > HE/VX: ("C:-¥Windows¥Temp”)
ANUND : 5145 (DSAT UM EBER T ICAF S TEEINEINZDODNWT, RYNT—IOHEFEF TR FvIEINZFELT)
Y=t
- -FERTEDHIER WHE
txalTqa -0t RO B a4 oAt
TRt REFETLFA—Y—%: WIS O, > FHOUFEA
TORREZEFTLIEA—YORAY: TSI, > FHII, FX1>
HEFL: HEEH > HEE ("WML SHARE”)
-HFIIRR: HREIEE > HE/ VR ("¥22%C ¥windows¥temp ")
e -HE/NR: HEIEE > HHI—TYrE: (Cwmidl”)
ANURD : 4656 (TSI T HNAURILNBRSNELT)
4660 (AT DU M EIBRSNELT)
4658 (AT UMK HNURILAELELT)
AT Or > AT ORE “(C-H¥Windows¥Temp¥wmi.dll)”
- FPOCRERIEH > PO - FOEIER : DELETE”
-FERTEHIEH
JOwRE: “(C¥Windows¥System32¥cmd.exe)”
ANUHD - 5144 (R T—OHEBEAT OO EIBRESNELT=, )
-FERTEDHIER
-HEFR: REEH > KEFE ("WML SHARE”)
HEFINR: HEEE > HE/VX: (TC¥Windows¥Temp”)
AAN2KRID: 1 (Process Create)
5 (Process Terminated)
-Image : "C:¥Windows¥System32¥wbem¥WmiPrvSE.exe”
AR rOY “C:¥Windows¥System32¥cmd.exe”
Sysmon -HER TTHIER WE
v Ot AN - T BE (UTC) : UtcTime
JAaeRAOATIRSAY: CommandlLine
R4 User
- 7O+ ARID: Processld
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a7 RZELT > wmiexec.vbs

B OJOERSH | OUm-AH REHEORE o

08 ﬂ'?ffv ° 744 : C:¥Windows¥Prefetch¥CSCRIPT.EXE-D1EF4768.pf
- l b EITERE C:¥Windows¥Prefetch¥WMIPRVSE.EXE-1628051C.pf
1JL _ B

Oiﬂi?ﬁﬂv ° £ Prefetch R TEHRM (V—ILEFIALTTREZHERTES Y—)L:WinPrefetchView)

) -RRERITHE Last Run Time

<>
EHoboLsNTHAThS _
AIEEEDHE IR rOT
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OV REST > beginX

3.2.5. BeginX
EAEE
Y— )L FR BeginX A6
j37_'j|) :7\/F£’?ﬁ _Hy?a Hﬂﬂﬁé'l‘*#ﬁ
V— LR DSAT LY —NIZR L TYE—FIAIURETETH "f:“/HD'IEE Z
vy—Iu e JE—FRAMDEREZZEELY., BHREEWEFLIZVT S o e
WERIZHITS e . = U e Tr—IKRE
S JERETT: BeginX 547 UNEITT S LR DIE”
A B 4E : BeginX ¥ —/\ETTT =
SZEZIER https://www.ipcert.or.jp/present/2015/20151028 codeblue ja.pdf
YRR — g1 —H—
X FR0S Windows
BiiESR A ~DSM | FE
BETOra)L  |tepFE-lFudp TR—FEE IR A EBIZELS
H—EX -
s -flR AR EITERE (Prefetch) .
a4y hi e HEREE . Windows 7747 IA—ILDBRELEELAERSIND
Boh iR B -HRAL: EITIERE (Sysmon-BEERY L —)
=X EDR—FERALTEELECELNTHESh TS
ju T —— ERTT: EHRATERE T HaSN TS R—FE@EEZLI-CEMNEERSN TS
ROTBMEIHBTEORS | ey SEUAEIE A Windows Firewal CH A SN TEY . HMOH—FTYy R LTOHBANEES S
<EERBRAE>
B OJOERSH | OUE-AH REHEORE o
AANND : 4688 (FHLWLWTAEAMNERESNE L)
4689 (TOEAMELTLELT)
- TOEXER > TOEIE : THEE]7
R TEHER |
-JORAOKK-#TBE: mErAY=RE)
TRt REETLFA—Y—4: YIS Or > FHIU N,
TORREEFLEA—F—DFRASY: TSSO, > FHIU, R
PR TOCARGROBBRABOER:  THEINH > f—bo FR O
"~ TOERORYIE: TOtXEH -> B THKEE _
X274
ANRUHMD : 5156 (Windows A ILA—1) 2 TS5 D4+— LT, EHRMNHFRISNELT)
P r—308 0 TEEK]T
R TEHIER
CEEDAM: AyvAT—IEHK > A (TEET)
) —RIR—bk: RYrT—IEH > V—X F—F
ot SRR RYAT—IMEEH > BAETFFLR BREZEETHICIEELIZARXR)
FLER—bk:  RURT—IEE > mAA—F - TOran
AAN2KRID: 1 (Process Create)
5 (Process Terminated)
-Image : [tEIE]”
AR a4
- R TELHER WHE
Sysmon Ot RADOEE - T BE (UTC) : UteTime
TOERADATURSAY: CommandLine ¢ A N2KID 1IZEEERSND
BT —Y—4: User
- 7O+ XID: Processld
R T7A4ILE : C:¥Windows¥Prefetch¥[#{&K]-[3CF H].pf
S, R TTAHRE (Y—ILERIRAL TTREHETES Y—)L :WinPrefetchView) B
RRETHE: Last Run Time
BRAEDNEITINF-ERIZ, LTHAREERIND
Oiﬂi?ﬁﬂv ° ANHKD : 5154 (Windows T ILA—)2 TSYNTH—LT, 7TV r—2avFIEF Y —ERIZESR—rTOFEEERD YA EFAIShELT)
| T o—q208 0 TEEEK]T
03 Hitcows R TE DM
—RiR—b:  RFYrT—OEFER > V—X F—F
FEBETAka: Furo—2EE#K > Taran
AR rOY AANUKD - 5447 (Windows FAILA—1)20 0 TS5URI+—LDIAINE—RERINFELT) X IT7A4T7I+4—IL~ADERELEE Ik
"~ 4946 (Windows 2747 04— ILDBFIND—ENEBEINFELTZ) X T7ATI+—IL~DERFELEE R _
tXxalTqa
BRTATYRERTS BRI, LT ARRSNS
ARUHKD : 5156 (Windows T ILA—1) 2y T5ybT+— LT, EEAHFaISNFELS)
P r—a g TR
HRTEHNE )
CEEDAM: AyvAT—IEHK > A (TEET)
) —RIR—bk: RYrT—IEH > V—X F—F
Tk SRERAL: RUPT—IMEE > BEFFLR ()E—MERITORIR)
LR —b: RURT—IEEH > BEA—F - TOrI/L
AAN2KRID: 1 (Process Create)
5 (Process Terminated)
-Image : [t 1] “netsh.exe” “rundli32.exe”
AR kOY
- -FERRTESER WHE
Sysmon O ADOEE - T BE (UTC) : UteTime
TatROATURSAY: CommandLine 3¢ & ImageZ EIZETLI-RNAMNEHIN TS
R4 User
- 7O+ RID: Processld
T74IL4 : C:¥Windows¥Prefetch¥CMD.EXE-4A81B364.pf
EITERE C:¥Windows¥Prefetch¥[#&{K]1-[3CF F].pf
Prefetch R TEZHER (V—IILEFIBALTTEEZHERTES Y—IL:WinPrefetchView)
-REEITHE: Last Run Time
ETERE LOARJI 2R : HKEY_LOCAL _MACHINE¥SYSTEM¥CurrentControlSet¥services¥SharedAccess¥Parameters¥FirewallPolicy¥FirewallRules
- X BRAEETEICWindows 7747 04— ILDRENEEIND=H. LORAMN)DENEEIND -
LA IW—ILRIZ BADEFTI7AILEDREEND
<fEE>
REHOELDLNNTHAThS B
CI):i3:30F X ka2 =1r
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OV RET D winrmlZEB)E—REST

3.2.6. WinRM
<EXEH>
Y— LA F WinRM E
ATy O RELT -V H SRS 1E R
w—JL Y—ILEEE JE—FDIREKRINOTHEHREIERT 5 ARUKMND-IEB 4
Iﬂ%ﬂ#(-ﬁ(*é U:E_I‘:?)FE%???%%':EHE@TZ&)%BE?% '7{_/bﬁ‘g
mmrEp) | ETT WinRMY U RRATT - Tr—LFDIE”
- -ERRSE . WinRMaOTURIZE>T7 I REN =R
FERR EE1—H—
R 0S Windows
BEEH RAMo~ADS |-
WIE7Ora)L  [5985/tcp (HTTP) X I 5986/tcp (HTTPS)
H—EX BEfE ST . Windows Remote Management (WS—Management)
EI77§\B *ETEEEQE 'éjﬁ@ﬁ(Prefétch) E"E-I—
e~ T —— EHiT: E1TERE (Sysmon-BE &R —)
fondtEm | GMERE B BB OB -
= S — ERIT: LTOOYAHBHIEE . WinRMAEITSNI-ATHEEL H S
RTRMEIRETS SR AR RO TSysmon] DA R HID:1, 5Toscript.exe MEREICT I EALI-ATAERBEIN TS
<HEBRA
HiE OJOERBF | OJEN-EH AR R DR 48 =
ANUKID: 4688 (FHLWTOERAAERSHELT)
4689 (TOEAMETLELT)
TOEREH > TOERE: “C¥Windows¥System32¥cscript.exe”
R TESER X
TOEADORK-RTHE : a0 BT
TOEREETFLEA—F—4 WIS O > FHOIS
. TOvREEFLEA—F—OFRAAY . TS Or > FHI, FXL>
AR 09 TOERAERTROERFEROFE ! TOtRIEH > F—oEHDIELE
= TORRAODRYIE : TOEX 58 > KT HKE IWE
t&al)Tq
AN2UHMD : 5156 (Windows 7 ILA—1) T TS5 T+— LT, EHRMNFRISNELT)
PN r—S3208 - “¥device¥harddiskvolume 2 ¥windows¥system32¥cscript.exe”
-FERRTELIER
'5@1%0)755']: R (EET)
GEERRARR: RurT—IEH > BETFFLR
SEEER—b: FBHENR—F (759587 (HTTP) X3 “5986 " (HTTPS)). ZAkrI/)L (6" = TCP)
AAN2KRID: 1 (Process Create)
5 (Process Terminated)
Image : “C:¥Windows¥System32¥cscript.exe”
AR 04
- -FERRTESER WHE
Sysmon O ADOEE - THEUTC) :  UteTime
SRR, E2T70vR HRARAL 1 CommandLine
RT1—Y4 User
BT 7O+ RID : Processld
AN2UKAD ;166 GERSNF-FREIHE)
RETEHME _
RALAR: ZHE (FEIRIH - AEEIEL Kerberos TY)
AANND : 80 (121 Get DERZZEEFELTLETD)
Y=l
- HRTEHHE
FTI)r—iavé SEELAVEA—A—BXUR—F: "LARREIA—R]”
H—EX _
OS:Windows Microsoft¥Windows |4 ~NAID: 143 (YT —9 LAY —DBILEEZIELEL)
EEEL—Y— ¥Windows Remote
! Management -FERTESRR
0S:Windows “AT—HBR: PEE (200 (HTTP.STATUS. OK))
EEE1—H—
ANUND : 132 (WSMan DIEYE Get NIEFEIZSETLEL)
R TEHIER
52T BEF(UTC) : UteTime
FITERE T714IL% : C¥Windows¥Prefetch¥CSCRIPT.EXE-D1EF4768.pf
Pref_etch FERTEAER (V—IILEFIBALTTEREZHERTES Y—IL:WinPrefetchView) B
RREITHE - Last Run Time
ANND : 5156 (Windows A ILA—1) T TSR I+— LT, EHREHSHFRISNELT:)
T r—a fEK > T r—23204%: "SYSTEM”
- RYNT—OEH > A K-
- R T—OFH > V—RAF—F: "5985” (HTTP) XI& “5986” (HTTPS)
- RYRT—OMEE > FOranL 6" (TCP)
-FERTELER
EARSTRAR: AvhT— M > HEFFLR
ETTIR—h . RyrO—TEER > FEEA—F
ANUHMD : 4624 (FHOURNIEEICOT A LELT)
074> 817 737
i HETE SR
ik Ty ERENh=tFa)T74ID: FHLIVaTS> > F2U7rID HE
-AJ#ID: YISOk > AT FID
ThoUk: FHONE - FHON, FAL>
AANND : 4656 (AT ORI T BNURILAERSWELT)
4658 (AT UMIRT HNURILHBEHALCELTL)
- IO EE > TOEXE . "C¥Windows¥System32¥svchost.exe”
F IO, > F I ORE : "YREGISTRY¥MACHINE¥S OF TWARE¥Microsoft¥Windows¥CurrentVersion¥WSMAN¥Client”
T T Or > F T ORE  "YREGISTRY¥MACHINE¥S OF TWARE¥Microsoft¥Windows¥CurrentVersion¥WSMAN¥Service ”
R TE5ER
*\VFILID: FIZTO, > NRLID
TORRAERRANE: POCLREREHK > 71X
(“READ_CONTROL”, "F—{EMQRBK". "H 7 X —DHE", "F—EFBIZEEHT HEH")
X EHEICONIEBEFERT 5,
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OV RET D winrmlZEB)E—REST

B OJOERSH | OUm-AH REHEORE o
ANUKD : 5156 (WindowsTAILA—1)2 Y TSybT4— LT, EEAHFISNFELS)
s T r—Sq &8 > T o—3208  “Ydevice¥harddiskvolume 2 ¥windows¥system32¥sass.exe”
- FRYrT—OEE > A K- -
- R T—OEH > V—X F—F: 88"
OS:Windows - "
EHE I —— . . . . - TELHER
! S AN EGSTRAL: Ak T—SI88 - BEFFLI E
0S : Windows N =
IR — avkAa—5— txalTq
() ANUND : 4769 (KerberosH—E X FAybMBERINFELT)
s RYRT—OFE > 54T, PRLX . [T
-FERRTESIER
FAEShf=a—Y—: ZPHADONER > FHIU,E
<fEE>

8 ADEAIO i a kY (R
AREED HB IR Ay
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avY 2 REST > WinRS

3.2.7. WinRS
<EXIER>
Y — LA FR WinRS JER:I
ATy O RELT -SSR S 1ER
WL Y—ILIRE JE—FRRAFETORURERETT S ARUMND-HE 4
e — BITSHEIZKYY—ILEZEYAH, winrsFRAWLWTY—ILE)E—FINDEITT S - I4—RE
48 5 51| FB -JEfET: WinRSOYUREITRT T4 —LFDIE”
S SEES  WinRSTITURIZE-TT IR ENI-IE%
e g EEEL—Y—
X ZRO0S Windows
nteEl o ~ozm x=
BEZORIJL  [5985/tcp (HTTP) XIE 5986/tcp (HTTPS)
H—EX BEFRSE : Windows Remote Management (WS—Management)
P ‘WinRMDEFT0%5
oy mns AR - 217 B FE (Prefetch)
Bon3ER AR - E1TER (Sysmon- B &R —)
1= /Hax ‘Windows 24 JLA—Y) 5 TS5y I4—LE#EHBLI-. BIEDLEX
EITRINEICEZR TE SR ANUNATT 7T 7 =332 &5 —E X¥Microsoft¥Windows¥Windows Remote Management¥Operational |[Z, WinRSDE{TH RSN TLYIS
<HEBRAED
B NS DERBF | OSEI-BH T e
ANUKD : 4688 (HLWTOEAMNMERSNZELT:)
4689 (TOEAMNETLELT)
- TO+EREE > TOERE .  “C:¥Windows¥System32¥winrs.exe”
RETEHEE \
-JOEROBK-RTHE : 04 oA+t
TR RERITLEA—Y—4 WIS O > FHOIE
TORRZEFTLIA—YF—DFRAY . YISO, > FHII, FX1>
TOCRAERITRHOERFROFE - TOtRIEH > F—I 0 F#DIELE
-JOERORYIE : TOtXEE > B THE
. ANHD - 4648 (BATRMGERBEREEAL TOI T AR TEINELR)
AR 09 TOERESR > TOERE : "C-¥Windows¥System32¥%winrs.exe”
- WWE
X7« R TELHER
(FRENT=ThOoUb: EBEBIGEBINETHON > PHONE - PHOU, FXL>
- ERAR: F—oyp Y—/V— > Z—5Yp Y—/V—F
FERSh=TAraL: =5 ur Y—/N— > BER ((Zar)][8—T Yk Y—r—E]7)
s AARUND : 5156 (Windows T4ILA—1 24 TSR TA— LT, EHENHFAISNEL)
PN —qMEER > FIUr—23 08 0 “Ydevice¥harddiskvolume 2 ¥windoows¥system32¥winrs.exe”
- LY T—OEE > A EET
- RV T =GR > FENR—F: “5985” (HTTP) XI& “5986” (HTTPS)
- RV D—OfFEK > FOkan 6" (TCP)
b T -HERRTESHIER )
BERERRN: RorT—OMFH > BETFFLX
AA~N2KD: 1 (Process Create)
5 (Process Terminated)
-Image : "C:¥Windows¥System32¥winrs.exe”
Y=t
- R TEHIER WHE
Sysmon O ROEE - T BE(UTC) UtcTime
TAaEROATURSAY CommandLine % &GRSR AL, EHSNI=7HOU, EfTFEni-av R EMNREERINDS
R4 User
-7O+ZID : Processld
0S : Windows =l WinRSHEITSNI=ZEMNEBHE I TLS
A FIVr—ave
EEIEE g ¥Microsoft¥Windows
¥Windows Remote -REETELIER
Management JEBISERAN: F#ZT > EventData¥url
¥Operational ESSEAR— . BT - EventData¥port
ST ERE T714I)L% : C¥Windows¥Prefetch¥WINRS.EXE-483CEBOF .pf
S R TELER (VL EFALTTRERRTESD U—)L:WinPrefetchView) )
-RRERITHE : Last Run Time
ANUKD : 4688 (FHLWTOERANMERESNZELT:)
4689 (TOEAMNETLELT)
- TOEREE > TOERE:  “C:¥Windows¥System32¥winrshost.exe”
-FERTEHIEH
-JOEROBR-RTHE : 04 oA+t
TRt RERITLEA—Y—4 WIS O > FHOI S
TORRZEFTLIA—YF—DFRAY . YISO > FHII, FX1>
TOCRAERITRHOERFROFE - TOtRIEH > F—o 0 F#DIELE
-JOERORYIE : TOtXEE > B THE
ANUKID : 4688 (FHLWTOEZAAERSHELT)
4689 (ZFOEAMNRTLELT)
ARROS TOEXEH > TOERE . [HEETHSEESHEIVR]”
s - : BE
- R TEHER
EFaUTA TOEROME & T B ng o B+
-TAERERTLEZA—Y—4 YISO > FHOI
TORREZEZFTLIA—YF—DFAY . YIS IOr > FHO, FXAT>
-TAERRTHOEBRIEROEE - TOEXEH > F—O2FHEDIELE
-TOERORYIE : TOtX g > B TIKE
AN2UKD - 5156 (Windows F4ILA—1)2 S TS5YRI4+— LT, EHEAFAISNELTR)
T =23 M58 > T r—23204% 0 “System”
- RYPT—OMEER > FA K-
- KRR O—OMEEHR > V—RAF—F: 5985”7 (HTTP) X% “5986” (HTTPS)
- R T—OfEE > Fakan “6” (TCP)
R TELHIER
EBTRAN: RO, T—OFH > A TFLX
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a< U RZET > WinRS

B OJOERSH | OUm-AH REHEORE o
AAN2KAD: 1 (Process Create)
5 (Process Terminated)
«Image : "C:¥Windows¥System32¥winrshost.exe”
-FERRTESIER
JO XD T BE (UTC) UtcTime
TAaEROATURSAY CommandLine
RITI1—H4 User
ARROS -7a+XID : Processld
= WE
SHETE AA~N2KD: 1 (Process Create)
5 (Process Terminated)
OS:Windows -Image : [FERITHSIEEIHTVR]”
T —H—
l ok R TEHIER
OS :Windows (%%) JOEAOE-#TBE(UTC) :  UtcTime
EEEIL—Y— JAEROATURSAY CommandLine
(%5%) ‘RiTA—H4 User
7O+ XID : Processld
ANVRRT e O ITHET 5. WinRSDIMEAE TS i-C EAERS TS
TFI)r—aveéy—ER _
¥Microsoft¥Windows
¥Windows Remott.e ,f/\’“/ﬁ[D 81 (g;ka)mIE)
Management¥Operational
= (T R 74 ILA : C:¥Windows¥Prefetch¥WINRSHOST.EXE-ECE7169D.pf
Pref_etch R TEHER (V—IILEFIBALTTEEZHERTES U—IL:WinPrefetchView) -
RREITHE Last Run Time
<>

REOLDOLUNTHAZTHD
AREED H B IR O

WinRSIEHTEITENFITURIZES. AT AEASNEAREENAH D
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3.2.8. atavF

aOTURET D at

B
Y—ILB at FLBI
HTIV aORVRET -SSR S 1ER
WL Y— L= BRELEBZIZARIEETITS ‘ -ARUKND-IHE 4
W83 %&)770')’7'—93?{‘V3Z7'J7°|~€~ A—HIZRMAINBNKIICEEL. FEDFAZIVT TEITTH . Z»f—/lzﬁ‘ﬁ B
e SEEE . ataTURICEoTARI N BREN 15K
X JE—FRRAMDRARVEHRET DHEES. A—HILAIIFEE L —HF—TH
% 0S Windows 7 / Server 2008
BEEH X Windows 8LARE. B UServer 2012LUBE Tld, atav U RIEEIEELG-TLNVS
A ~DSM _|TE
\W{ETARTJL  [445/tcp
H—EX Task Scheduler
o\ B 86 3 S = '?ﬁff\ﬁi E1TIEFE (Prefetch)
. RREEE | g, aR9RTUa—5 (AU IZE IR DI ETBE
= " BANEERE - E2{7E R (Sysmon-BE&ER—)
BRI ARNURATICUTORI A HSIEE. IRINEFRINFEZEZAOND
ARRASTEF )T 1CatexeDANUKD 4689 (TOERXAETLEL) MERERIN ., EITHERE (RYE) AN "0x0"EiE->TLVS
RITHR B ICHER TE SR R ARURRTICUTORTBHRIGEE . FRIDREFTIN TS EEZLND
AR kA T¥Microsoft¥Windows¥TaskScheduler¥Operational J[Z4A XKD 106 (AR M B fFINEL-) AEREIhTLNVS
- AR kO T¥Microsoft¥Windows¥TaskScheduler¥Operational |[SA N MD 200 (Bt SN 7-124E) . 201 RIEMNSTETLEL) MRS, AXUKD 201ITHEIFEARYVIBEARINEASTLNS
<HEBRAB>
AiE OYDERBF | OTEI-EH RABER O o
ANUKD : 4688 (HLWTOEAMNMERSNZELT:)
4689 (TOEAMNETLELT)
- TOEREEH -> TOERE:  “C¥Windows¥System32¥at.exe”
e REETESIEH \ E
PPy -TAERADOBK-RTHE oy oBf
TR RERITLEA—Y—4 WIS O > FHOI S
TORRZEFTLIA—YF—DFRAY « YISO, > FHII, FX1>
TOCRAERITRHOERFROFE - TOEXEH > F—oFFDiERE
-JOERORYIE : TOtXEE > B THE
AN2KID: 1 (Process Create)
ot 5 (Process Terminated)
(Windows 7) Image : “C:¥Windows¥System32¥at.exe”
oAz RRTEHME -
s -TAERADOFE - THEWUTC) :  UtcTime
Lt TAERAOATUERESAY CommandLine
FEERZ., ET7O0RR WER KBRS 1 CommandLine % ')E—FRAMIFLTEITLI-ES. BBikshnb
RIT1—Y4 User
-Z7a+ARID : Processld
ST ERE T7A4IL4 : C:¥Windows¥Prefetch¥AT.EXE-BB02E639.pf
Prefetch FERTESHHM (V- LEFIALTTREREFE TESD Y—IL: WinPrefetchView)
-RERTHE Last Run Time
BROBHE N THON-EE. UTOOTAE SIS
ANUND : 4656 (AT ORADNURILDERESNWFELT)
4663 (A T UMADT I RADRHITINEL)
4658 (AT UNIRT HN\URILAELELT)
AT OR > F TS IORE . "C-¥Windows¥Tasks¥[ZRX 2 E ] job”
“C-¥Windows¥System32¥Tasks¥[#X 0 &]"
-FERTEHIEH
-N\VFILID (BT LT IFICERTS) « FTZToF > NFIID
NVEIWEERLETOERRADTORRID 1 TOEXEH > TOEIID (ANU688TEMESN=TOEADIDE—HT B)
LERE FOEXBRIGHE > FOER - FOEIERH ( WriteData (F7/-1& AddFile)”
0S :Windows 7 “AppendData (F/=/F AddSubdirectory E7=(£ CreatePipelnstance)”)
__'L_..j:_ "BAE F—0—F ("RDDEE")
l
0OS:Windows . o N X
ANUND : 4698 (R a—I)LEN=FRIDMERR SN ZFELT-)
SoRpia e SXOEH > SROE
-FERTELHEHR
AR DEEM FROFHN., ZRO a7 XMLIEK [CTEBREIh TULVS,
RfTMN)AH— Triggers
-BERELGEDERTE : Principals
-RITHAE Actions
RARIMETEINIGE. LTORTHAE ASND,
b3 b Y=t ANUND : 4688 (FHLLVTOEAMNERSNELT)
(Windows Server - O IERH > TOERE : “C¥Windows¥System32¥taskeng.exe” WE
2008 R2) X2«
FEBTELHIEHR
-JOEROBHABR ns oA+t
T REFETLFA—Y—4 HISL O, > FHOURE
TOVRZEFTLIEA—Y—DFRAY « TSI, > FHII, FXT>
- 70+ : TOEXEEH > FHLOTOEIID X RICERTINDSTOROBETOERELD
TOERERTHOIERFEOER TOEXEH > F—I 75 DFE5E
AANKD : 4688 (FHLWVTOERAEFHESNZFELT:)
4689 (ZFOEAMNRTLELT)
TOEXEH > TOERE  ZRAY)TERITENSTOER
-FERRTESIER
TJOERADBK-RTHE : a4 oAt
TRt REERTLIA—Y—4 . HISTIOr > FHIUF4
TORRZEFTLIA—F—DFA(Y « TSI, > FHI, FXA1T>
- 70+ RID : Ot E& > FHLITOEXID
X ARATHDFTALANETINSGE . COTAERAHTTAORELD
TOERERITHROIERFEOEE: TOEXEH > F—oFEDIESE
H7ALXID : TateRIEH > o2UT—5— TOEXID % FHTOLAN, £IZEITEIN Tl Staskeng.exeE’E b
-TOERDRYIE : IOt &K > BTHKE
ANURD : 4656 (AT UM THNAURILNBERSNELT)
4663 (AT ORADTIEADRITESNFEL)
AT Of > F TSI ORE . "C:¥Windows¥Tasks¥[ZX 2% ]job”
TFOCIEBREH > FOER - FOCIER : "WriteData (F7/=1% AddFile)”* "AppendData (F/=1% AddSubdirectory F7-I%
CreatePipelnstance)”
-FEBTEHER
“N\VFIUID : FTSTOr > NRFAID X oy LA FIZFERT S

22




aOTURET D at

s

A5 O & &R

A &R - A

Wi tEHRO

B h
BE

OS:Windows 7
a—H—

l
OS:Windows
Server 2008 R2
EEEILI—H—
(%)

Rk
(Windows Server
2008 R2)

(#0)

ARy

Sysmon

AR BFICEAL TR, ARABRITEHASNEN, FRIARTENEEICE, LTOOT B BRSNS,

AAN2KD 1 (Process Create)
5 (Process Terminated)
* Parentlmage & : “C:¥Windows¥System32¥taskeng.exe”

-FERTEHIEH
TOEZADEKR-#THR(UTC) : UteTime
TAatEROATURSAY CommandLine
-Z7a+ARID : Processld

X EITTOEXO5I MM R FEIND
XK BARYICEYRTEN-TOERRIZHT S, RIT-TIOLABEOREICFERATESD

ARy

FTI)r—iavé
H—EZRAY
¥Microsoft¥Windows
¥TaskScheduler
¥Operational

SROBFENMTIONIEE . UTOOTNH AN

ANUKD : 106 (RRUDEFSNFELS:)

-FERRTESIER
BRHEBE L= —Y— . MR T > EventData¥UserContext
RRY4 FHMZT —> EventData¥TaskName

BRYBNERITSNHE UTOATAHEAShD

ANKD - 200 (BAIASNT=184E)

-HERRTESHIER
BRYA M50 —> EventData¥TaskName
EfTEhfzavUR FH#3T —> EventData¥ActionName
RAYDAVABZURID : FRMAT —> EventData¥Taskinstanceld

AAUKAID: 129 (BRIDTAOEANEREhELT:)
- F#M 2T —> EventData¥TaskName H\, BAIRA Rk (AR KID 200) IZH HENTULNVS TaskName E—EF %

R TESER
RifTENTOtR - FMIT > EventData¥Path
-7a+ERID : F#M3T —> EventData¥ProcessID YA ALY RITEN=-TORRIZHTEERIT- TIO/ERABEORAEIZERTES

ANAD : 201 (RIEMNTETLELR)
- F#RT —> EventData¥Instanceld H\. FIRA N (A RKID 200) [IZH AASN TULNS Taskinstanceld - —E 3 %

-FERTESHER
RRYB FEM 2T —> EventData¥TaskName
EBfTEhf-avUR . #8520 -> EventData¥TaskActionName
RITHER(BYIE) : ##3T - EventData¥ResultCode Y RYIEDEKIL. EfTESN-NIBIZKYELS

<fEE>

REOLDOLSTHAETNhD
G} i 30) Y e ae ] N=1y 4

BRI MBFURHEN-aYURIZEEY S0 N DS S RN H D
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av 2 REST > BITS

3.2.9. BITS
<EXIER>
Y—ILE BITS IR
= DN ER S i — — — ‘ DB DS
wW—JL Y—ILE INVDTTIRTITFANEERET S (EZEDR. BABELEZHRTET S EMNAIEE) ARVMD-HR &
Iﬁt%lﬁ(’}b‘('}'é 1’@@551%&1:@55[;(5ﬁf:ﬁb‘ﬁfﬁ@%iﬁﬁﬁs 77’()b€%§1§j—6 '74—/1/#‘@
48 5 5] FB 481 HE#EIT: BITSICKoTI7AMIVERIE . RIELESET BimK - Tr—JLFDME”
- BT D7 MILDEREL
¥R ZE1—H—
¥R 0S Windows
BhiER M FAo~DSM |TE
BIEZFORTJL  [445/tcp
H—EX Background Intelligent Transfer Service
s -}t T . Background Intelligent Transfer Service DEITIREENEHSHET. BITSOFEAZHIBHE KL AIREENHS X {HL. BITSHBRICEMEL TV SIS X FIE TEGL
a4ghs max - ARGEREERSAGL ‘ ]
‘/ondER BN e JE#EIT: BITSICKUIERRSN D —B D7 AL "BITF[S2 LA F tmp” |IZX T H5EEAH D LRSI D
= -k ﬁﬁ@'l‘%#&li%ﬂﬁggl«gr = IE IR
4= - ARVRATIZUT ORI HHEBE. 771 L DEREHT )
RATR IR TE SR ARRAG T T T r— 3 &9 —E 204 ¥Microsoft¥Windows¥Bits—Client I/ N RD: 60AVEEEZSN THEY  IREETI—FMN"0x0" &> TLVS
<HEBRAED
Bl OSQERSFH | OJEH-&F T e
AANDND : 4656 (AT ORADNURILDEREShELT)
4663 (AT HORADTIERADAITESNFEL:)
4658 (AT Mt B/N\URILAEALCELT:)
X T TSO>S FTCIIORE : (771N RIS/ NRI¥BITF[ X LEHFE ] tmp”
2= X “BITF' CTRRBMIBESI—BHFI7AMILAIMERSNDZEMND, BITSICKDT7MIVERENREELI-ZEN DM D
- -FERRTESIER IR
t¥a)Tq sN\VEILID (MO T EQFIFICERT 3) : T2k > HNRILID
N\URWEERLETORAOTORRID: TOEXEH > TOEIID (ARNUM688THERSNI-TOEADIDE—HT D)
NERE: FOERERIGH —> FOER - FOEXEEH ( “WriteData (£7-13 AddFile)” -
“AppendData (/=1 AddSubdirectoryF/=IE CreatePipelnstance)”* "“DELETE”)
BRE F—O—F ("HIDEE")
AA~N2KID : 2 (File creation time changed)
AR raYy -Image % : “C:¥Windows¥system32¥svchost.exe”
_ IWE
Sysmon -HEETEHIER
BALARBTDNEBENT=—BETFAIV: [ITPAIEEE =/ S XI¥BITF S 5%L#FE tmp”
ANUKMD: 7036 (H—EZRDIKRENBITLELT)
- FFEM 3T —> System¥Provider¥Name H\ “Service Control Manager” 12> TUVS
- F#RT —> EventData¥parami hN “Background Intelligent Transfer Service” 1> TLVA
HEftoT AR kO -FERRTESER
- H—ERADEST: FMZT —> EventData¥param2 ( "FEfrs”) _
AT
OS:Windows
aA—H— EE ) o )
l IR EREZICEBILTHG., BITSEF AT HANEBEETLI-IENH LGS . AT BNHASINLEVLATEEELH D
OS:Windows (B Z X Windows Update TIEFAEN TUL VB T=8 . Windows Update TI7AILEA D A—KLESB S ITHE ANl gEEEAH D)
aA—H—
ARVRRT | xs D 60
el RECEHER -
¥Microsoft¥Windows HRITAI: HMST > ventData¥url
. x*=. y . L
¥Bits—Client RE: 2RET > LBEI—F
L AR IR HKEY_LOCAL _MACHINE¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥BITS
-FERRTELIER
EITREE H—EZADIKEE . Statelndex
LYARY)
- \
-BITSOARBEMNIEITH | LLGEHLETEEFHT S
ATV RETRICBITSHERCEITRETH--15E . ENEHLAL
ANUND : 5145 (DSAT UM EBER T ICAE S TEEINEINZDODNWT, RYNT—IOHEAF TR FvIEINZFELT)
- RUPT—OEEK > EETT /:‘Y/X : ,:'[f%ff'ifﬂ'f}(/*]:
ARUROY RPN T—OMEH > V—AFFLR: [T —R]
— § B
e RER REGH > HEE
F:T-VAVE HERH > HENX
‘BESN=T7AIVA: XEEE > HH—79rE
<fEE>
LB I G AT OHEHRYITHT BEBERBLISE RSN IT7 AVITHT SHAMYBREEND
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INAT—K, /w22 AF > PwDump?

3.3.1. PwDump7

<EXKIEFH>
Y—IJLB PwDump7 Bl
A7) INAT—F. 1\ a1DAFE -G H kSRR
w—L YV—)LEE DRATLADINRT—F/N\Yy1—EEZRTT S -ARUKND-IHE 4
WREITHTD  |q, - i : IA— IR
4852 1] FB 451 WML\ a@HRERAV. thDImRICH T S505 4 RBEEETHES - Tr— LR DIE”
¥R EEEIL—Y—
¥R 0S Windows
BhiER M FAo~DSM |TE
BEZOora)L |-
H—EX -
g hn EERTE - E17E FE (Prefetch)
BohdiER ENERTE - E£47ERE (Sysmon-BE &R —)
EITR B ICRERR TSR ARNUOT ETBREETEHEIB TEEL
<HEERAB>
B OSDERSH | OTEH-LH T TR o
ANUKD : 4688 (FHLWTOEAMNMERSNZELT:)
4689 (TOEAMNETLELT)
- TOEXEHR -> TaOERE . [H#EPwDumpl.exe)]”
AT e .
NPy -TOtE RO - T HE: 05 oAt
TRt RERTLEA—Y—4: HISL O, > FHO,E
TORREZEEFTLIEA—YF—DOFRAY: TSI, > PHOU, FXAT
TOERAERITROERFEOFE: TOtRIEH > F—I 0 F#DIELE
TOrRORYIE: TOtXEH > BTHE
e AA~N2KID: 1 (Process Create)
- (Windows) 5 (Process Terminated)
-Image : [t 1K (PwDump7.exe)]”
ARvraY
- R TESER WWE
Sysmon O ZADOEE - T BB (UTC) : UteTime
JAaeRAOATRSAY: CommandLine ¢ EHINF=-ATLarh5|HELTREFEIND
R4 User
- 7O+ ARID: Processld
= (T R E T74IV4 . C¥Windows¥Prefetch¥[3{T77 4 JL (PWDUMPT7.EXE) ]-[3XF Fl].pf
el -FERTELR|M (V—ILERALTTREERER TES Y—IL:WinPrefetchView) -
RRETHE: Last Run Time
<LfEHE>
REDLDOLSNTHAThD B
AREE D HH IR 0y
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INATT—R ., 1\wia® AF > PWDumpX

3.3.2. PWDumpX
<EXKIEFH>

Y—IJLB PWDumpX Bl
HT3aY INA)—K. W 2DAF -V H SRS 1E R
Y— LEE DE—FRAMDS/INRT—F/\w 1 ZBET 5 Ryl g8
WEEIZEITS BRELfz/\waZFLVT, pass—the-hashZEEDEEFH TS . Z’f_/l’pﬁ )
*gi;*ﬁﬁw - 345 T . PWDumpX3E{TIT i

= EEE S PWDumpXIZk- TS 1 ant-5%
&R B B —Y—
—= B BEEL—Y—
XZFRO0S Windows
BiiE i i~ e
@{EJAkaJL  [135/tcp, 445/tcp
H—EX -
B -MRAN: EITERE (Prefetch)
Ay mhs s B8R SE . PWDumpXY—EZANRA U AL—)LEah, EfTShf-CEMNiEiishd
BondfmE® e | ESLA SRS~ PWDumpX T —E A AGEIS AL, RSN T A EBENS
BAERE YA ERO KR 2T TERNIZAARBAIN TV RS ENREIND
RITHI R ICHERTELEMR BRI TURADNRINIESEE T KL R]-PWHashes txt " BME SN TLNDIGE . ETARIILI-LDEEZ NS

<EERBRAE>
B OJOERSH | OUE-AH REHEORE o

Y=

AANUKID: 4688 (FHLWTOEAAERRSNELT)
4689 (ZFOEAMNRTLELT)
Ot ER > TOEXE: 7 [#E1EK (PWDumpX.exe)]”

-FERRTESIER
TJOERADORK-ETHRE : a4 oAt
TRt REETLEA—Y—4 . YIS Or > FHIUFE
TOVREEFTLEA—F—DFRA(Y . BT Or > PHII, FX1>
TOERETHROIERFEOER TOEXEH > F—o o FHEDIELE
-TOtERORYIE : Ot EH > B THKE

—BI7MILIMEREND

ANUND : 4663 (AT HORADTHORRADRAITSNFELT)
O ER > TOEIE: 7 [#E1E (PWDumpX.exe)]”
AT Or > F T ORE 7 [F KD/ VR FES TR L X ]-PWHashes.txt”

P X EHE LRI 7 LIS TREABERET 5

BXAVTA | nopiD: 4663 (F TSI HRADT I ERDBRITENELE)
- TOEXEER > TOEXE: 7 [# 1K (PWDumpXexe)]”
T T O, > F T ORE 7 [ KD/ VI J¥ 555 7L X J-PWHashes.txt.Obfuscated”

-FERRTESIER
N\VEIID:  FTSIOR > NR/LID X tOT EQRBTITICERT S
i X EHRE LR I7AIIZRHLTEESAHEZERT S
1ML

dl

—FI7AILDEIBREN S

ANUND : 4663 (AT HORADTHIRRADRAITEINFELT)
Ot ER > TOEIE: 7 [EE (PWDumpX.exe)]”
~F TSI O, > FITCTORE 7 [ D/ R ¥ FE5E TR L X J-PWHashes.txt.Obfuscated”

R TEAER
“IN\URIVID: TSIk > NIRLID X% OS5 QAT ITIZERT S
WEBAR: FOCIBREH > 721X ("DELETE”)

AAN2KID ;1 (Process Create)
5 (Process Terminated)
«Image : “[FE1K (PWDumpX.exe)]”
0S:Windows Y=

aA—H— -FERRTESIER WWE
l Sysmon ORI - TBRUTC) :  UteTime
0S:Windows TAaEROATURSAY CommandLine > EFERANOCERAINI=THOUIHBIHIZAS
EHEEL—H— -RIT1—Y4A User
-Z7a+ARID : Processld

=T BE T774 )4 : C:¥Windows¥Prefetch¥[1#&{Kk (PWDUMPX.EXE) ]-[#&{&].pf
S R TELMER (VL EFALTTRERRTES U—)L:WinPrefetchView)
-RRETHE - Last Run Time

ANKD : 4688 (FHLWLWVTOEZAAEFRENZELT:)
4689 (FOEAAKRTLELE)
O EH > TaeXE . [#EE (DumpSve.exe)]”

-HERRTESHIER
-JOEROBK- KT B : a4 o84+
TOEREFETFLEA—Y—4 YISO > FPHO,E
TORRZEFTLIA—YF—DFRAY . YISO > FHII, FX1>
TOCRAERITRHOERFROFE - TOtRIEH > F—o 0 F#DIELE
TORORYIE : TOtXEH > B THRE

ANUND : 5145 (DSAT UM EBER T ICAF S TEEINEINZ DT, RYNT—IOHEF TR FyIEINZFELT)
s R T—OIFE > EETTFLX : [EHET]”
-REEH > REFE: “YYRYADMINS
- REIEH > HAMI—TIFE “system32¥DumpSvec.exe “* “system32¥DumpExt.dil”

1 AN s s WE
b X274 ANZUHND : 4663 (AT IOMADTIRADHITENELT)
- TOEREER > TOERE:  “C¥Windows¥System32¥sass.exe”
T O, > F T IORE - "C-¥Windows¥System32¥PWHashes.txt”
“C-¥Windows¥System32¥PWHashes.txt. Obfuscated”

-FERTEAER
N\VRIVID (R T LT FIZERT ) : T2 ok > NRL ID
X EHE LR I7AIIZRHLTEESAHEZERT D

ANUND: 4663 (AT ORADTHORADRITESNELT)
- TOEXEEH > TOEIE: “C¥Windows¥System32¥sass.exe”
A IO, > F T IRE - "CH¥Windows¥System32¥PWHashes.txt.Obfuscated” = “C-¥Windows¥System32¥PWHashes.txt”
“C:¥Windows¥System32¥DumpExt.dll” = “C:¥Windows¥System32¥DumpSvc.exe”

-FERRTESER
N\VEIVID:  F TSI, > NRLID X AT EQRTITICERT S
SLERNE: FOCREREH > PO+ ("DELETE”)
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INATT—R ., 1\wia® AF > PWDumpX

s

A5 O 4 pi s R TER - &R

Wi tEHRO

B h
BE

OS:Windows
aA—H—

l
OS:Windows
ERE1L—Y—
()

e VIN=l

Sysmon

BT

AAN2KAD: 1 (Process Create)
5 (Process Terminated)
«Image : "C:¥Windows¥System32¥DumpSvc.exe”

-FERRTESIER
ORI - TBEUTC) :  UteTime
TAaEROATURSAY CommandLine
RITI1—H4 User
-Z7a+ARID : Processld

AAN2KRID ;: 8 (CreateRemoteThread detected:)
- Image : “C:-¥Windows¥System32¥DumpSvc.exe”
« Targetimage: “C:¥Windows¥System32¥/sass.exe”

(#t)

AR kOY

VAT L

AAN2KD : 7045 (H—E ANV AT LIZAVA—ILENFELT:)
N & ( “PWDumpX Service”)
H—EX TrPLINE  (“Gwindir$¥system32¥DumpSve.exe”)

ANZRD : 1036 (Y —EZRDREANBITLELT)
- H—ERE ( "PWDumpX Service”)
X H—E X "PWDumpX Service DS, ) E—FTALRREITRIIZ "EfT LY 2T

RICTBIUL E1RD

EITERE
Prefetch

74 IL4 : C:¥Windows¥Prefetch¥DUMPSVC.EXE-DB3A90FA pf

FERTEAER (V—IILEFIBALTT R EZHERTES Y—IL:WinPrefetchView)
RRETHE - Last Run Time

<fEE>

REOLOLSNTHATIhS
AREEDH B IR b0y
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INATD—R . /vwia®AF > Quarks PwDump

3.3.3. Quarks PwDump

ERER

Y—IJLB Quarks PwDump LB
HhT3ay INAT—K 1\ 2D AF RS H k215 R
w—JL Y JLE A—AI - FALTAIVEDNTLMAAY D 20 Ty aSNIZF AL NRAT—FZRIGT S ARUKD-BE&
IR N DIERICINZ , NTDSDITI7A IV EIETEL THEMT S S &3 AT RE Tr—NFE
AETLESD (AL v WRERL  ORKIHT 5054 BEEES T iz o/ 2l 2)
HERR EHEEI—H—
¥R 0S Windows
EhiE R AL ~DSIM |[FE
BEJoraL |-
H—EX -
~ EERTE - E£1TEFE (Prefetch)
?E Ezg\;ﬁ ‘Ehugn.l-i '%ﬁ?EE(Sysmon-%Ef‘ﬁU"/—) .
v " =R =B DT AV (CSAM-[52 8 L F ] dmp ") BMERR SN -C LD ERER
EITREICHERE TS SR - — BT AICSAMA 2 Z L F  dmp ) BMERLEN , BRI TLNS

BRI
BiE 0% 0% S =Dk IREE B RO B4 ;;E”E”

ANKD : 4688 (FHLWVTOERAEFHENZFELT:)
4689 (ZFOEAMNRTLELS)
TOEXER > TOEXE:  [#1E (QuarksPwDump.exe)]”

-HERTESHER
-JOEROBRE-#T HE : = XOX=R0]
-JO0tREXRTFLEEA—Y—4£ - YISO > PHOUFB
TARREZFTFUIEA—F—OFA(Y © $TITIF > FHIU, FA1>
-TOERARITHOERFEDOEE TOtXEH > F—IFHOEE
-TOERADORYIE : TOXEH > BTRE X RIDBEILX0x0", KBDOBZE T T UNDIELLES

ANUND : 4656 (AT IRADNURILHDERSINELS:)
4663 (AT HRADTIERADRITESNFEL)
4658 (AT HMxT BN\URILAELELT:)

Ot ER > TOEIE : [HE (QuarksPwDump.exe)]”

oo BT SR

T BRI FAIV: FISTO, > F TSI ORE ("C:¥Users¥[ 21—+ —F J¥AppData¥local¥Temp¥SAM-[5 5 L #F ] dmp”)
N\VEIID:  FTSzOF > NRFAID X 0T EQORRFITIZERT S
LA FOCRERGEH —> 71X ("WriteData (F7-1% AddFile)”)

ARy

AANXDRD : 4656 (AT ORADNUKRILDEREShELT)
. 4660 (J7 1/ ILMHIBRSNELD)
- (W.“Z ) 4658 (AT IMIRT BNURILAELELE)
indows - TOEXIER > TOEXE - [#EE (QuarksPwDump.exe)]”
- TOEXEHR -> TOEXID:  [EEDTOEIID]”
FTSCTOR > FTSCTORE . "C:¥Users¥ 1 —1F—F J¥AppData¥local¥ Temp¥SAM—[S> 5 L #F ] dmp”

R TEAER
*\VFRJLID: IO > NFA D X OS5 EQOMMAITIZERT S
ERIN-WE: POCREREH > FOER - FOEIER ("DELETE”)
“BRE F—O—KF (C"RYDEE")

AA2KRD: 1 (Process Create)
5 (Process Terminated)

-Image . “[1% 1% (QuarksPwDump.exe)]”

-FERTEDHIER HE
Sysmon O ADOEE - T BE (UTC) : UteTime

JAeRAOATIRSAY: CommandLine % EESNI=A T ay (@GSN =/IRAT—FOFELE) NI HFIND
RITA—Y—4: User

-7a+RID: Processld

FGaViN=l

=R T74 4% : C:¥Windows¥Prefetch¥[#2 & (QUARKSPWDUMP.EXE)]-[3X = 5I].pf

Prefetch FERTESHM (V- LEFIALTTREREFE TESD Y—IL: WinPrefetchView)
-BRBRITHE : Last Run Time

&>

&

EHoboLsNTHAThS
AREEDH DI hAT
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INAT—K /P aMAF > mimikatz
*mimikatz > sekurlsa:logonpasswords
*mimikatz > Isadump::sam

3.3.4. Mimikatz /SR —K/\wLa AF)

AR
Y L2 mimikatz > sekurlsa::logonpasswords FLBI
mimikatz > Isadump::sam -G H kA5 1ER
WL =] NZAT—K, WP aDAF ARUMD-IHE %
T UBE [ RESh - S A ZrWFE
Iﬁ%géﬁggjé INAT—REEIFLIZY . RAS U AdministratortE[RIZF &I BIRIZEITT S e /2oL 24
HERR EHEEI—H—
¥R 0S Windows
BhiER M FAM~DSM [F&
BfEZoka)L |-
H—EX -
g hn BEERTE - E1TE FE (Prefetch)
BohdiER EBNNERTE - 21T FE (Sysmon- B &R —)
AR RRECEoE I N F0) . SR BREE CELIBCERL
<HEERAB>
B OYQERSH | OTEI-LH BB MO o
ANAD : 4688 (FHLWTAERAERESNELT:)
4689 (TOEAMNETLELT)
- TOEREEHK > TOEXE . [EEE (mimikatz.exe)]”
AR REETEHER ‘ E
ka5, -TOERORE - T HE: =l RoY=EG)
TOERERTLEA—F—4: WIS, > FHIUIA
TORREEFTLIA—F—DFRA(Y: TS O, > PHOU, FXAT
TN REITHROIERFEOER: TOEEH > F—oFHDiERE
TOrRORYIE: IOt E#H > BTHKE
e AN2KID: 1 (Process Create)
= (W.Jﬂﬁd ) 5 (Process Terminated)
indows -Image: “[#E1K (mimikatz.exe)]”
Y=t
- -FERRTESIER WHE
Sysmon Ot RADOEE - T BE (UTC) : UteTime
TAaERAOATURSAY: CommandLine > RSN =ATLarh5IHELTEREFEIND
BT —Y—4: User
-7Aa+RID: Processld
=T T74 4 : C¥Windows¥Prefetch¥[E1T77 4 JL (MIMIKATZ.EXE) ]-[3XF5I[].pf
P f_ toh PR TESRM (V- IILEFIALTCTREHETESD Y—IL :WinPrefetchView) -
retete RREITHE: Last Run Time
<LfEHE>
REOEOLSNTHATHS _
ARE D H B 0T
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INAT—K /w2 AF > mimikatz

mimikatz > sekurlsa:tickets

3.3.5. Mimikatz (v AF)
<ERIEH>

Y— )L FR mimikatz > sekurlsa:tickets JL
A7) INAT—F. 1\ a1DAFE -G H kSRR
w_ Y—ILIRE RN ETDEYIVDFIILEREBTS ARUMND-HE 4
—Ib - Tr—/LRE
BERISHIS | gL o RERATAEBISFrybElET S Y
HERR EHEEI—H—
R 0S Windows
BhiER M FAo~DSM |TE
BfEZoka)L |-
H—EX -
g hn EERTE - E17E FE (Prefetch)
BohdiER BINERTE -E4TER (Sysmon-BEER) S —) X FHryrEHALET7AIILDAERSIN-CEAEIRIND
EITR B ICRERR TSR FrybEHALEZI7AIILDNERSN -GS . MENRIILI-EDEEZSNS

<HEERAB>
i OYGERSH | OUEA-BH REEROEE e

ANUKD : 4688 (FHLWTOEAMNMERSNZELT:)
4689 (TOEAMNETLELT)
- TOEREER > TOERE . [EEE (mimikatz.exe)]”

R TESIER
TOADBKR-ET HE: mEAY=EE)
TRt RERTLEA—Y—4: YIST IR > FHIUI R
TOVREEFTLEA—F—DRAAY: TSI O, > FHI, FXLS
- JOERAETHOEERKRDOERE: TatEH > F—o FHDIEE
JOtZAORYE: TOtXE#H > B THKE

EFryhENIETEETUTAAUKRD:4656., 4663, 4658 N ALIEL#EL IR T

ANRUKRID : 4656 (AT ORI TBNAURILNEREINELE)
O ER -> TaeXE - [#EE (mimikatz.exe)]”

- -HERRTESHIER WHE

tXalT4 WRIFAIV: FITSTOr > FITSLIORE ([FororZ71/)LE]7)

N\VFIVID:  F TSSO, > NRAID X tOg OB FIZERT S

LA FOECREREH -> PO ("READ CONTROL ", "SYNCHRONIZE", “WriteData (F/=I% AddFile)”, “AppendData (F/=I%
AddSubdirectory F7/=I& CreatePipeinstance)”, “WriteEA”, "ReadAttributes”, “WriteAttributes”)

AR ay

ANUKND : 4663 (AT OTHOMADTHOEANHITESNZELT)
imR
(Windows) -HERTEHER X
IN\VFJVID: FTSTO, > NR/LID X 05 EOMTIFICERT S
MIBRAR: FOEIXEBRIEE > FO1X ("WriteData (F7/-13 AddFile)”, “AppendData (¥7=/% AddSubdirectory F/=IE
CreatePipelnstance)”)

ANUKID : 4658 (AT HMIHTBNAURILAEFALELT)

FEETESIER
N\VEILID: F TSI, > NWR/LID

AAN2KAD: 1 (Process Create)
5 (Process Terminated)
-Image : “[#E1K (mimikatz.exe)]”

-FERRTESIER WE
Sysmon JOADEE-# T B (UTC) : UtcTime

TAatEROATURSAY: CommandLine > FRINTF=FATarh5|18ELTREFSIND (ARUKD 1I2EE RSN D)
RF1—Y—4: User

-7a+RID: Processld

e YViN=t

= IEE 7744 : C:¥Windows¥Prefetch¥[SE1T77 4 )L (MIMIKATZ.EXE) ]-[3X=FFI].pf

Prefetch HERTESER (V—IILEFIRALTTEEFHEZETES Y—/JL :WinPrefetchView)
retete RREITHE: Last Run Time

<EE>

RHobLOLSATHATHhS
AREED HH IR 0y
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INAT—K /\vwia®AF > WCE (Windows Credentials Editor)

3.3.6. WCE (Windows Credentials Editor)

ERER

Y=

Y—ILZFE

WCE (Windows Credentials Editor)

AT3Y

INAT—R . /\WWoaDAF

YV— LR

O BRDIEIAIGET B "RT—F o BRERET 5

WEFIZHITS
BEFI A

BMBLIz/\wI M ERALT, pass—the-hash’i & DB EENET S

JER.]
-V H SRS 1E R
ARUKD-IHEE 4
- Tr—/LRE
- Tr—LFDIE”

BERH

HER

BEAEI—H—

R 0S

Windows

KAL~DS

=

BIEETORa)L

H—EX

a4ghs

JBondiEH

1REEER T

- E£1TEFE (Prefetch)

EBANEEE

-BRADETINFIE RUBAKRETHICERINI=A T3> (Sysmon)
FR{KIZ&B. Isass.exeMZ B (Sysmon)
- I7 AL DYERK - Bl (BEEAR) S —)

ET R IEF (CHER TE SR

- "CHUsers¥[1 —1'—%& J¥AppData¥local¥Temp¥wceaux.dll "I 7 A ILDMERL, HIBRSN TLVS

SEEERAE>

H{E

A5 O &£ EmR

R TER - B ¥R MEHEROFH

B
RE

im R
(Windows)

ANIKID : 4688 (FHLLNVTOERMERENELT-)
4689 (TOEAMETLELT)
O IER > TORE . THEEK (wceexe)]”

-HERTELHHER
-JOERORE -8 T HEF aJ oA+
-JO0tREXETLEA—Y—4 - YIS OF > FHOUFR
TORREZFGFUEA—YF—OFA(Y © $TIIF > FHIU, FAL>
-TOERARITEOERFBOEE TOtEH > F—o2FDESE
-TOERADORYIE : TOtX1§8H > B THE

ANUKND : 4656 (AT HORADNURILRERSNZELT)

4663 (AT OADTIEANRITESNELS)

4658 (AT IMIRTBHNURILHBACELT)
TOERIER > TOERE: [ (weceexe)]”

e R TE DN
Ay SRR IFPAIV: TSI, > AT O,E - ("C¥Users¥ 21— —E J¥AppData¥l ocal¥Temp¥wceaux.dll”)
T sINURIVID:  FTSzok > NIFAID X DT EQRTIFIZERT S

“ReadEA”. “WriteEA~. “ReadAttributes”. “WriteAttributes”)
"HE: F—0—F ("HDEE")

JLEBRAR: FOEREBREH > 7O ("READ CONTROL”. "SYNCHRONIZE”. “ReadData (¥£7/-1% ListDirectory)” .
“WriteData (F7=/ZAddFile)”. "AppendData (F7=/% AddSubdirectory F/=1% CreatePipelnstance)”

AANUKID: 4656 (AT ORI TBNURILNEREShELT:)
4660 (AT UMM HEIBRSNFELT)
4658 (TN xtT BNV RILHEALELT:)
Ot ER > TOEIXE: [EE (wece.exe)]”

-FERRTESIER
WBEITFAIV: FITSTO, > F TS ORE - ("C:¥Users¥ a1 —+H—F J¥AppData¥local¥Temp¥wceaux.dll”)
I\VEIVID:  FTZTO > NRLID X 0T LR IFICERT S
MEBRNE:  FOEIREREHE > 7O14X ("DELETE”)
A F—0—F ("HDEEZ")

AAN2KRID: 1 (Process Create)
5 (Process Terminated)

-Image : "[#%1&X (wce.exe)]”

R TELHER
-TAERADORKE - THEWUTC) :  UtcTime
TAaERAOATUEESAY CommandLine
ARbaYg ‘RTA—Y4H User
= -Z7a+ XD : Processld
Sysmon

AAN2KID: 8 (CreateRemoteThread detected)

- Image : Tt & (wee.exe)]”
» Targetimage : “C:¥Windows¥System32¥/sass.exe”

R TEAER
- JOERADOEEEE (UTC) : UtcTime

=1 R 74 ILE . C¥Windows¥Prefetch¥[#& {4 (WCE.EXE) 1-[3X=5].pf

Prefetch FERTESHHM (V—LEFIALTTREREFE TED Y—IL: WinPrefetchView)
-RBRITHE : Last Run Time

&

&>

EHoboLNTHAThS
AREEDH DI hAT
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INATD—R 1w aDAF > gsecdump

3.3.7. gsecdump

<EK{ER>
Y— LA FR gsecdump JER:I
H731) INA)—K. W 2DAF -SSR S 1ER
“_ Y—ILRE SAM/ADYOT Aty avhn. Ny aZHET 5= ARUMD-IHE %
o= WEFIZHITS s Jr—ILRE
18 i‘*ﬁﬁw WMLz \vwiaEREAV. hDImRICHLTRT AT S - Tr— LR DE”
¥E[R BEEI—H—
X & 0S Windows 32Ewk (64E YNREBETHMET SRIKRITKIER
BIESRH AL ~DSIM |[FE
BfEZoka)L |-
H—EX -
a4 his EERTE - E£1TEFE (Prefetch)
BondiER ENERTE - E1TEE (Sysmon-EE &R —)
RITREICHERE TSR AR ETEREZE TR TELL
<HEERAB>
B OYQERSH | OTEI-LH BB MO o
ANRKID - 4688 (FHLWLVTOEIMEREShELT)
4689 (ZFOEAMNRTLELT)
- TOtXER > TOEIE: TRE]7
AN RETEHME DE
Py -JOEROFE-#ET BE: oy 0B
TOEREFETFLEA—Y—4: YIS Or > FHIU N
TORRZEFTLIEA—YF—DFAY: TS O, > PHOU, FXATY
TORERITHROERAEOEE: TOtXEH -> F—IFHEDES
TOERAORYIE: IOt &K > BTHKE
ja A~N2KD 1 (Process Create)
= (Wi:ﬁdows) 5 (Process Terminated)
-Image : “[#E1£]”
AR rOY
= R TEAER WHE
Sysmon O ADOEE - T BE (UTC) : UteTime
TatROARRSA: CommandLine % {FRHINT=-ATLarnN5I¥ELTEEFRIND
RITA—Y—4: User
7O+ XID: Processld
=B 74 IV4 : C:¥Windows¥Prefetch¥[# #A(GSECDUMP.EXE)]-[3XF 5l].pf
p f_t h R TESLER (V- IILEFALTTEEZHERETES Y— /L :WinPrefetchView) -
retete RRERITHE: Last Run Time
<fEE>
RBOLOLNTHAZID _
AREDH LI AT
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3.3.8. Islsass

INAT—K /v a AZF D Islsass

<EXEH>
Y—IJLB Islsass FL
HT3l) INAT—K, Wi a AF e ESER
) Y—ILEE Isass7AEAMND, EHEAT Aty avDINRT—R/N\yL 2 EWMET S ARURD-IHBE 4
N WEBFIZHITS - Tr—/LRE
’@i*ﬁﬁﬁ@] BGL/ Wi ERERL., thDIHRIZHT 2054 RBAEE THS " T— LR DIE”
¥R EEEIL—Y—
¥R 0S Windows
BhiER M FAM~DSM [F&
BfEZoka)L |-
H—EX -
g hn EERTE - E17E FE (Prefetch)
BondiER ENERTE - E17ERE (Sysmon-7 7t X EFE)
EITR B ICRERR TSR ARNUNOT ETBREETEEIBTELL
<HEERAB>
B OSQERSF | OJER-BFH e T o
ANUKD : 4688 (FHLWTOEAMNMERSNZELT:)
4689 (TOEAMNETLELT)
- TOEREE > TOEXE . I (Islsass[E ] exe)]”
T YN=0
- -HERRTESHIER WWE
txal)Tq -JOERDOBAKR- T BE: Ag o B
TRt RERTLEA—Y—4: HISL O, > FHO,E
TORREZEEFTLIEA—YF—DOFRAY: TS O, > PHOU, FXAT
TOERAORYIE: TOtXg# > B THKE
AAN2KID ;1 (Process Create)
- iR 5 (Process Terminated)
(Windows) ~Image : "[#E 1K (Islsass[EvF#]exe)]”
ARvbOy
- -FERRTESIER WWE
Sysmon O ADEE - T B (UTC) : UtcTime
At ROATURSAY: CommandLine > ERSIN=ATLarh5HELTEREFEIND
BT —HY—4: User
-7a+RID: Processld
T74 L% : C:¥Windows¥Prefetch¥[R{T77 4 )L (LSLSASS[E v #1.EXE) 1-[X = 5] pf
EITERE
Prefetch HERTESER (V—IILEFIRALTTEEEFHEZRTES Y—/JL:WinPrefetchView)
-REERITHE: Last Run Time
<fEE>

REOLDOLUNTHAZTHD
AREED H B IR Ay

33



INAT—F /v a2MAF > Find-GPOPasswords.ps|1

3.3.9. Find—-GPOPasswords.ps1

<EXEH>

Y—IJLB Find—GPOPasswords.ps1 JL4|
A7) INZAT—KR, 1\ aDAF -G H kSRR
W—L Y—ILEEE TIN—THRIS—DIFANITNRT—RDREAAHDIEE. TNERET S - ARUMD-HE £
WEFIZHITS , o X N _ 'Z»f—/lzﬁ“ﬁ B
4852 F| F 6 BBLINRT—FZANT, i RARADEALGEZH A D (Active Directory E TEITT 5) T — LR DB
YERR EHEEI—H—
Windows Server
HROS | mas (3R A bO—5— TEI
AL ~DSM | &

BEZOML |-
H—EX -
s - E1TFERE (Prefetch)

Ay T X BE BN DPowerShelZE AL TL\BIBAIESE (DA
BoNS1EHR BN ‘PowerShell Z&F L-CEMNEEERSND
i - INRAD—K%H > FL1=774 )L (GPPDataReport-[F A1~ & 1-[B B lcsv) #H ALI=CEMN RSN D
EITRDBICHERTEZLEMN - INAT—REFUTLI=$EE DT 74 )L (GPPDataReport-[K A/~ & 1-[B Efl.csv) BAHE S TLVS

BBRAN
i OYDERER | OUEA-BH RAERORE o

BERE

AANUKID: 4688 (FHLWLWTOEAMERRSNELT)
4689 (7OERAHTLELT)
- TOEXEE > TOERE:  “C:-¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe”

-FERTELER
T RADBK- KT HE : aso oAt
T REFETLFA—Y—4 YIS OF -> FHIUFE
TORRZEFTLIEA—Y—DOFRAY . YISO, > FHII, FXTY
TOERAERITHROIERFEROERE TOEXEH > F—o2 FHDiELE
-TO+RORYIE : TOeX 8 > K THE

ANUND : 4656 (AT UMIRT HNURILHBERSINELS)
O ERH > AL “C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe”

-FERTEHIEH
BRI FAIV: FISTO, > F TSI ORE - ("C:¥Users¥[ 1 —+H—£ J¥AppData¥local¥Microsoft¥Windows¥SchCache
¥R AL T2 ,O—Z—FQDN]sch”)
sI\NVEIVID:  FTZzOr > NRFAID X 0T EORAFIFICERT S
SMBRE:  FOEIERIEH > 7O ("READ. CONTROL ™ "SYNCHRONIZE ", “WriteData (F7=1% AddFile)”,”
AppendData (F7=I£AddSubdirectory F7=I% CreatePipeinstance)”, “WriteEA” "ReadAttributes”, “WriteAttributes”)

ANUKND - 4663 (AT OADT AN EHITEINELS)
TOEXEER > TOEIE:  C¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe”

-FERRTESIER
sINVRIVID: TSz Ok > NIRL D X DT EQOFITIZERT S
EBRE: FOCIERFER > 7O (“WriteData (F/=1F AddFile)”. “AppendData (F/=1% AddSubdirectory
F 7=/ CreatePipelnstance)”)

ANUND : 4658 (AT HOMITBNAUEILAEALELT:)
- TOEXEEH -> TOERE: “C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe”

i ETESHHER S
Aol sNURIVID: FTSTOFR NI ID X EITH NSNS, ARV MB63TIRRSNDNFLID ERL

Active Directory ANUND - 4656 (AT ORI THNAURILOAERINFELT:)

KAS>avkO— - TOEXEEH -> TOERE:  “C:¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe”
R

(Windows Server) R TESHIER

WRIFAIV: FITSOF > FTZTORE  ("GPPDataReport—-[FX1>E]-[HFE]csv”)

N\VERIVID:  FTSIO, > NRALID X oS EDORFIFIZERTS

SLVIBRE: FOBIEREH -> FOHEX ("READ.CONTROL” “SYNCHRONIZE ", “WriteData (E/-13 AddFile)”,”

s 17, Vs Vs

AppendData (F7-/FAddSubdirectory F7-/F CreatePipeinstance)”, "WriteEA ", “ReadAttributes ”, “WriteAttributes ™)

ANUKD - 4663 (AT HOADTHORANEITEINZELS)
-TOtREH > TOERE: “C¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe”

R TESER
B IFAIV: IO, > F TS ORE - ("GPPDataReport—[F X1 >Z]-[HE ] csv”)
“IN\VEILID:  FTSZTOr > NFLID X 0T EQORMAFFICERT S
IBRAA: FOCIREBREEH > PO ( "WriteData (F7/=1% AddFile)”, “AppendData (F/=1% AddSubdirectory
FE/=I£ CreatePipelnstance)”)

ANUKD : 4658 (AT HMIRT BN\ RILABELCELT)
- TOCtXER > TOERE:  “C¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe”

-FERTELER
"NVRIVID: Tk > NP D ¥ EITHASHhS, ANV ME63TRERSNDH/NVFLID ERILC

ANUKAD 4689 (TOEAMNERTLELT)
- TOCtXER > TOERE:  “C¥Windows¥System32¥WindowsPowerShell¥v1.0¥powershell.exe”

-HERTELHHER
0RO THE: OV OB
-TOERORVIE: TOEXEH > R THKE

AAN2KRID ;1 (Process Create)
5 (Process Terminated)
- Image : “C-¥Windows¥System32¥Windows PowerShell¥v1.0¥powershell.exe”

Svemon WETEHEE

v TOEADEE -2 T B (UTC) : UteTime
RiTA—H—4: User
-7a+RID: Processld

FGaVIN=L

<JgE>

REOLDOLUNTHATHD
AREED H B IR Oy
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3.3.10. Mail PassView

ERER

INAT—K 7\ a®AF > Mail PassView

Y—IJLB Mail PassView JL
A7 INAT—F. 1\ a1DAFE -G H RS 1HR
w—JL Y—ILEEE MARLEDA—IWIFATURDEREIZRBESINTVSTZAO U MEREZHMET S "f’*“JHD“'IE B4
REB(H175 |£Y—LEEALTRBLLEREALT, A= LEEFETS g
A8 %E FI| A5 BLA—HY L - NRAT—FAMIFACHERINTLSIEE. FIASNLTEEE L H D
¥R ZE1—H—
¥R 0S Windows
BhiER M FAM~DSM [F&
BfEZoka)L |-
H—EX -
g hn EERTE - E17E FE (Prefetch)
BohndiER ENERTE '%ﬁ@ﬁ(\Sysmon'EEﬂ'ﬁU:/—)
T FRESNTOVDIERICHTE/IRT—FREVH LG ELE IR RATRE TETLELV O, ETORINEIFMINED I E I L —HLAL
<KFEBERAE>
iR OYDLERSH | OIS EH RS HEOH i
ANKD : 4688 (FHLWVTOERAEFHENZFELT:)
4689 (ZFOEAMNRTLELT)
O ER > FHLIVTOEXE . [ (maipv.exe)]”
B TE S ‘
TJOERADBK-RTHE : mE YR D)
TRt REERTLIA—Y—4 . WIS Or > FHI A
TORRZEFTLIEA—YORAY . BISTOF > FHO, FXL>
| T REABORBREOEE.  TOCINGH > o B O
PG VIN=L -TOERORYIE : TOtXGH > KR THE
- WWE
t&alT4
ANUND : 4663 (AT RADTIRADRITSNELT)
4656 (AT IRADNURILHRERINELT:)
4658 (A Tz UMIxT H/N\URILHEALELT)
- TO+EREER > TaEXE . [EEE(maipv.exe)]”
-FERTEHIEH
B R WRIFAIV: FITSTOr > FTSTORE  [5/1#THEELETF1IL]”
(Windows) N\VEIID:  FTSIO,F > NDRAID X 05 EOMATHFIZFERT S
LA FOCRERGEH —> 71X ("WriteData (F7-1% AddFile)”)
AA2KRD : 1 (Process Create)
5 (Process Terminated)
Image : [t /&K (mailpv.exe)]”
a2 N=1v)
- REETESER WWE
Sysmon JOAORE- TR (UTC): UtcTime
JOeRAOATIRSAY: CommandLine ¢ HNGEEREDTXRANI7AILEE. 5IBTIEET S
RTaA—Y—4: User
-7a+RID: Processld
=T T74IL% : C:¥Windows¥Prefetch¥[#{&(MAILPV.EXE)]-[3XF5!].pf
Pref_etch R TESER (V- ILEFIHALTTEREHEZETES U— /L :WinPrefetchView) B
-RETHE: Last Run Time
<fEE>
LR e Mail PassView SR L TL B A— LI TAF DT OT7 A ILIZ BAIY T I L AR LS HABEMA DS
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INAT—R,7\vwia®D AF > WebBrowserPassView

3.3.11. WebBrowserPassView

<EXEH>
Y—IL BT WebBrowserPassView FLBI
A7 INAT—F. 1\ a1DAFE -G H RS 1HR
. Y—ILE IR DWeb I ZOHICHRFSNTVNASAL—H—Z-NRT—FZHHTS ARVKND-THE 4
o T~ IFE
BEBISBTD | (| Sxubomms—ERER SAHT BT YU MEREREL, B IR DLE”
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3.3.12. Remote Desktop PassView
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3.4.1. Htran
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3.4.2. Fake wpad
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3.5.1. RDP (Remote Desktop Protocol)
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- RYFT—OMFEHR > V—X RAvFT—20 FPFLX : ARNUNS156I1ZET5. BHETFFLX
74 R B F R, T—OMFER > V—X F—F: ARUNS156IEERSNT=. AR —F
AR - MRS > 04> JO#X . "Kerveros” WHE
EE 2|, —
sl AR RRETEHNE
TR AR RYPT—OfEH > V—X Ly, T—OFFLX
FRINEA—Y—: L asa> > FHOURE - FHO, FXAL>
-FLhaJF oD (ns Lot FIZER) . Floasdsd> > arFip
R TESER
V=l vl ar OEGREBE: aJ oAt
- "BTAVSNT AV A RV A——%: 21— —
TI)r—avk EHTIPZRLR Y—=XFYFT—OFFLX
H—EX By _
¥Microsoft¥Windows
¥TerminalServices— |A_A2KID:24 (J)E—FTRIMYT yia Yl
LocalSessionManager
¥Operational R TEDER
-yl a OB ARUND:21D £y 3 IDHRCA R NOT D aJdD A fif
O A ENEFTHOUMRA O RS A—F—F: 12— —
EHTIPZRLR Y—RFEYFT—OFRFLX
<EE>
= R - BEHREDANNIOTTEX 1) TAZIFBBIZE > TTENDATNE ASh DA HEENH D
ﬁ?g@ggﬁ;ﬁ,ﬁ@é ANZHD : 4624 (FHO UM ERICAT AU LELLR)
= -Ou3> 847 127
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pass—the—hash, pass—the-ticket > WCE (JE—rAT 1Y)

3.6.1. WCE (JE&—FOT 1Y)

<EXIER>
Y—ILE WCE (UE—FOT 1Y)
HF3l) pass—the—hash, pass—the—ticket -INfGH RS 1EER
Y—)L V— LR RELIE-N\RT—FD/\y 21 ZF AL, EEERTITUREETT S -ARURD-IHEBE 4
KR =512 ADICFTET 2B EBEIL—THERD/\v1%F AL, hinXRIZ)E—FTITURETEITD . 74-/#/’%
48 5 1] FB 481 R WCERfTT - T — IR DME”
- -ERRSE . WCEICE-TadAvahnt-%
R A—HILDEEEZEIL—F—
XL 0S Windows
e FA(o~DSM |TE
BEZORI)L  |5UF LESHTDHR—F (WMIC)
H—EX -
s -HEift ot . EITIRRE (Prefetch)
as hi e WCESERVICEAS AV RAb—)LEh, BITSN TSI EDELER
"o biER BN WAl WMIDZETERE. RUWindows7(I)ILE—1Jo T TS5y I4—LDAY
i R UE—MALOTAURRELTNSIE
-$&MEIT : WCESERVICEAA Y AR— )L - RITSNICEA R HIN TS
ETREFICHEBTESRM SJEHE VE—RRRAMOSAT AU LI-CED RSN TINVS
-l WMIZAWTEELECEARFESN TS
<HEERAB>
B OYDERSH | OTER-LH A RO o
ANURD : 4656 (AT ORADNURILDEREShELT)
4663 (AT HOMADTHEANEHITEINELS)
4658 (AT Dz UMIH T HN\URILHBEALELS)
T TSI Or > FTOTIORE - “(C-¥Windows¥Temp¥wceaux.dll)”
s POERERIGH > FOCR-FOEXER : ("WriteData (¥7=ILAddFile)”)
R TESER
TOtvR4E: TEEE (wee.exe)]”
sI\VEID: TSI, > NWRLID
ANUND : 4656 (AT ORADNUKRILDEREShFELT)
4660 (ﬂ'j“)l?l‘?ﬁ%‘”ﬁéﬂibf:)
4658 (AT Oz UMIH T HN\URILHBEALCELS)
F TS > FTSTIORE “(C:-¥Windows¥Temp¥wceaux.dll)”
s FOUCXEBRIEE > PO FOEIERH  ("DELETE”)
-FERRTELIER
TOtvR4&: [EEE (weeexe)]”
sI\VRID: TSI, > NWRLID
2=l
= .. . _ —p= IR
Ty A ~N14656-4663-4658DANIEZE  EH T 7 A ILICHLTE LD
ANUND : 4656 (AT ORADNUKRILDEREShFELT)
4663 (71'7:917I*’\0377‘i'_'175“§i\‘.ﬁé#’b$b7‘:)
4658 (AT Oz UMIH T HNURILHBEACELS)
F TS > FTSTIRE (C:¥Users¥ 21—+ —& J¥AppData¥l ocal¥Microsoft¥Windows¥
Temporary Intemnet Files¥Content.IE5) ”
- POCRERIEH > PO - FOEIER : ("SYNCHRONIZE™ . “WriteAttributes”. “WriteData (F/=/ZAddFile)”)
- TOEXIER > TOEXE “C-¥Windows¥System32¥wbem¥WMIC.exe”
B TEEE ‘
*IN\VERIVID: TSk > NRAID X thpOd LD FIZERYT S
ANR2UHMD : 5156 (Windows T ILA—1) 2 TS5 T+— LT, EHEMNHFAIINELT)
PN r—SqMNEFR > TP r—2308 0 (TCAAWindows¥System32¥wbem¥WMIC.exe ")
- R T—OIEE > A EE”
R TE5ER
BEHERAN BEFFLR
EREAR— . mEAR—F
OS:Windows
EIEEL—H— b T ANUKMD : 7045 (H—E ARV RTLIZAVA—ILEhFELT:)
) e ';“7'3 ) - H—EX# : “WCESERVICE”
0S: Windows INAoOWs
EEE1—— RETEHEE ‘
'jEIt‘ZG)Faﬁ?ﬁ‘Elﬂ#: mEyY=ED)
AR ROS H—ER J7PAIVE: [EEE (weeexe)] -S”
VAT A AANKRID : 7036
-EH3T —> System¥Provider¥Name : “Service Control Manager”
- FR2T —> EventData¥paraml : “WCESERVICE”
R TESER X
H—ERADEST: FEMHET —> EventData¥param? ( "EfT” ) ("fZLL")
AAA2KRD: 1 (Process Create)
5 (Process Terminated)
-Image : “[1#E1K (wece.exe)]”
Image : “C:¥Windows¥System32¥wbem¥WMIC.exe”
-FERRTESHIER
TOCAOBE T BRUTC) :  UteTime
TAatEROATURSAY CommandLine
BT —Y4 User
-7a+XID : Processld
4&‘>_H37‘ AN2HD : 8 (CreateRemoteThread detected) WE
S - Sourcelmage : [t 1K (wece.exe)]”
ysmon « Targetimage : ( "C:¥Windows¥System32¥/sass.exe”)
-FERRTESIER
- 7O+ ADOBBBE (UTC) : UtcTime
AAN2KRID: 9 (RawAccessRead detected)
«Image : "C:¥Windows¥System32¥cmd.exe”
-FERRTESIER
- 7Ot ADOBBBE (UTC) : UtcTime
TR Device
T74IL4E : C:¥Windows¥Prefetch¥[#2{K (WCE.EXE)]-[3X=F5I[].pf
EITERE C:¥Windows¥Prefetch¥WMIC.EXE-A7D06383.pf
LYARY R TEZAER (V—IILEFIBALTTEEZHERTES Y—IL:WinPrefetchView)
-REERTHE Last Run Time
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pass—the—hash, pass—the-ticket > WCE (JE—rAT 1Y)

B OJOERSH | OUm-AH REHEORE o
ANKD : 5156 (Windows FAILA—1) T TSV I+— LT, ERHSFRISNELS)
s T r—Sq &R > TP or—o3208 0 ("¥device¥harddiskvolume 2 ¥windows¥system32¥svchost.exe”)
- RPN T—OEE > A 25
-FERRTESIER
ERITTRAN: BEFFLX
ESTTAR—~ . EEA—F
ANUND : 4624 (FHOURNIEEIZAT A LELE)
4634 (7hooekmhOs 4+ ILELE)
X R TESHER
ARvbOsY -JREAOEFBBE: OV 0B
- ST THIOUNA: FLiOdT> > FHAINE -FA1E WWE
txal)Tq T Ly T—L1&#K > V—X Fy,T—2 PRLX
AANUKID : 4688 (FHLWLWVTOEAMERRESNELT)
4689 (ZFOEAMNRTLELS)
- TOEXEER > TOERE:  C:¥Windows¥System32¥wbem¥WmiPrvSE.exe”
HETE D ‘
TJOERADBK-RTHE : a4s o a1+t
OS :Windows TAERERTLEZA—Y—4 YIS Or > FHOI
EEEL—Y— TORRZEEFTLIA—YF—DFA(Y . YISO > FHI, XL
! Rk TOCRARITHROERFEROFE - TOtREH > F—IF#DIELE
0S : Windows (Windows) JOERORYE : TOtXEH > B THE
ﬁéﬁ%?_ﬁ_ -HE70+€X ID: TOtX g > oJT—4— FO£X D
(#%)
AAN2KAD: 1 (Process Create)
5 (Process Terminated)
«Image : "C:¥Windows¥System32¥wbem¥WmiPrvSE.exe”
-FERRTESIER
JO XD T BE (UTC) UtcTime
TAaEROATURSAY CommandLine
G YiN=l -RIT1—Y4A User
- -7A+ XD : Processld IHWE
Sysmon
AANKD: 9 (RawAccessRead detected)
-Image : "C:¥Windows¥System32¥wbem¥WmiPrvSE.exe”
-HERRTESHIER
O ZADEEBE(UTC) : UtcTime
TFOvR5%E: Device
TR T714I)L% : C¥Windows¥Prefetch¥WMIPRVSE.EXE-1628051C.pf
Pre;atch FERTEAER (V—IILEFIBALTTEREZHERTES Y—IL:WinPrefetchView) B
RREITHE Last Run Time
<fEE>
REHOELDOLINNTHAThS B
AREED HB IR nd
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pass—the—hash, pass—the—ticket > Mimikatz (1) E—rAS A>)

3.6.2. Mimikatz (') E—FAST 1))
CHE AR

Y—ILE Mimikatz (JE—FBT 1) JERT
HTF3) pass—the—hash, pass—the—ticket NG HEDIFR
V— LR WEBLEAART—RD/\w a1 FFEL MA——DHERETIIUFEETTS ARUMND-IBEEH 4
W43 %ﬁ%‘_ﬂ-—"f—@m@/_\‘y:/l%*lﬁﬁLs fhim=RIC) E—FTATUREITEFITD . Z»f—/lxﬁ“ﬁ B
48 i*ﬁﬁﬁﬁ“ HESEIT . MimikatzZE21TIT ) - Tr— LN DE
" FERESL  MimikatzIZ&->TOT A Ehi=5%

Y=

Bk N\l arFf ARSI —Y—DER
& 0S Windows
MHEE  TTr~ozm [FE
BEZTOrIIL  [S5UF LIE5HIDHR—K (WMIC)
H—EX Windows Management Instrumentation

Oy A BRERTE - RITFERE (Prefetch) _ _
BL N2 ER AR E—MERBOBEORERT
i " =e SEENRA LIBEDOOYS .
= - EGSE ARNUROTICUTORI AHDSIEE.VE—I SO/ ENTWSEEZEZLND
R AL ARNAYGTEF ) TAISANUMD 46240 5 8RN ERILBVEHRETALT I RSN TNVS

BBRAN
i OYDERER | OUEA-BH RAERORE o

AANDRD : 4688 FHLWVTOERAEREINZFELT:)
4689 (7OERAHTLELT)
Ot IERH > TateXE:  [EEE (mimikatz.exe)]”
“C-¥Windows¥System32¥cmd.exe”
“C-¥Windows¥System32¥wbem¥WMIC.exe

-FERRTEDER
TOERADRFE-RTHE : aos o8Bt
TRt REFEITLIA—Y—4 . HIST O > FHIU 4
TORREEZEFTLEA—Y—OFA(Y . HISCTIOF > FHI, FXL>
TOERAETHROIEBRFEOEE ! TOtREH > F—IFEHEDIES
TOERORYIE : TOtX g > BT RE

Y=t AAR2KD : 5156 (Windows T4 )LEA—) 2T TSYRT4+—LT, EEMSFAIINELSR)
- s FIUYr—23 M58 > FTYor—2328F 0 “C:¥Windows¥System32¥wbem¥WMIC.exe” HE
tXalT4 s RURT—O1EER > HA EE

R TEAIEER
SEEITAR— . Y—X F—F
BEEETRAN . WEFFLR
SEGER—N . BEAR—F GHODR—LELES)

ANUKD 4648 (BARMAEREREZFEALTOTFUARTENELT)
- TOEtXEHR > TOEXE . “C:¥Windows¥System32¥wbem¥WMIC.exe”

-FERTESER
OO BB a4 oAt
EBREMKRICEBWTIORRERTULIThIOU NG EBITHSEEIAETHIN > FHONPE FALE
-HEM ST E—LYp —/N— > G—5Yp —/V—F

BT

AAN2KRID: 1 (Process Create)
5 (Process Terminated)
-Image : "C:¥Windows¥System32¥at.exe”
“C:¥Windows¥System32¥cmd.exe”
AR ray “C:¥Windows¥System32¥wbem¥WMIC.exe”

Sysmon -FERTELER
OS: Windows O RAORE-R T BE(UTC) : UtcTime
EEEIL—Y— O ZRAOATIRSAY CommandLine
! -RfTA—HY4 User
OS: Windows -7a+ XD : Processld
a—+H—

T74IL% : C:¥Windows¥Prefetch¥GMD.EXE-4A81B364.pf
S ERE C:¥Windows¥Prefetch¥[#&{& (MIMIKATZ.EXE) ]-[3C=31[].pf
EEE C:¥Windows¥Prefetch¥WMIC.EXE-A7D06383.pf
o | . ) ]
AR FERTELHER (VI EFIALTTRZHETES Y—IL : WinPrefetchView)
RREITHE Last Run Time

AANDRID: 4624 (FHYOURAERICAY A LELE)
-Og7> #2147 73”7

R TESIER
O AOKBEE: 0 0BR
BERITTAOUNG . FLOOTF > > FHIONE FALE
REREIT: LR T—OEH > V—X Fv,T—0 PRLX
AR rOY

tXalT4 AARKD : 5156 (Windows T4 )LE—) 2 TZYRT4+—LT, EEMNFAIINELSR)
P r—S3 88 > P or—32048 0 “Ydevice¥harddiskvolume 2 ¥windows¥system32¥svchost.exe”
- AR T—OEE > T 25

FEBTESER

SEBTTRAN: METFRFLR
EHEk SERTAR—N BEAR—F XK EHREITRRANMIEFDEY—X F—,E—BTD
SEGER—L V=X A=, X EHRITRRNMIBITEEER—E—HT S

AA2KRD: 1 (Process Create)
«Image : "C:¥Windows¥System32¥wbem¥WmiPrvSE.exe”

'EEEF%%T%#E L[Z\g
- TAEADEEBE(UTC) : UtcTime
-7Aa+RID: Processld

FGaVIN=L

Sysmon

F B 774 I)L4 . C:¥Windows¥Prefetch¥WMIPRVSE.EXE-1628051C.pf

LSRR R TEHER (V—IILEFIBALTTEEZHERTES U—IL:WinPrefetchView)
RREITHE Last Run Time

<fEE>

8 ADEADIO i i a kY (R
AREED HB IR Oy
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3.7.1. MS14-058 Exploit

SYSTEMAERRIZF4#& > MS14-058 Exploit

<EXIER>
Y— LA F MS14-058 Exploit JER:
A73Y SYSTEMIERIZF 1 -G H RS 1HR
w_ Y—ILEEE IBELI-OY K%, SYSTEMERTER T3 -ARUMD-TEE 4
o= WEFIZHITS - Tr—/LRE
@i*ﬁﬁﬁﬁﬂ AKEBEEERSADELOTURE ZEERLMMEF BN I—Y—TETTH s T—LRDE”
¥R ZE1—H—
¥R 0S Windows
BhiER M FAM~DSM [F&
BfEZoka)L |-
H—EX -
g hn EERTE - R{TFEE (Prefetch)
BohndiER ENERTE R, RUBREIZEY SYSTEM*EBE'C*‘%FI'&‘#’LT:?"DtZO)thZ% 5|3 (Sysmon-7 Ot REBFDEEE)
= TR B TR AR ARRATIZUT ORI HHL5E . ERFELARIILTNSEEZLND
i =AU 4688(CH LV TSYSTEMERTETEINTLSTALRICENT, FTOELRABELZOTOLRADRELYFLEVNLDELOTLNS
<KFEBERAE>
& OYOERSF | 0SB WA R B DR i
ANKD : 4688 (FHLWVTOERAEFHENZFELT:)
4689 (7OEAMRTLELT)
-TOtXER > TOEXE:  [H#E]7
R TEHIER
-TRERDOEE-RT B Ry o84+
TRt REETLIA—H—4 . WIS Or > FHI A
TORREZEFTLIA—YORASY . BISTOF > FHO, FXL>
TORAETEHOERERIEOERE . TOEIEH > F—I FE0OESE
AR ROS TRERORYIE : TOtXGH > BTRE
M2 sy
- WHE
BXAVTA | xspip: 4688 (FHLLNTORRBMERENELL)
4689 (TOEAMETLELT)
- O EE > FHLVTOERE: [SYSTEMER CETEALTOER]”
-RERETELHIER
T RADBK-RTHE : a4 oAt
TRt REFETLFA—Y—4 BHISCT IO, > FHONR ([32E2—525]87)
TORREZEFTLEA—YORAMY . IS OF > FHOU, XL
TOCRAETEOEREROERE . TOtIEH > F—0 FHDESE
TOERADORYIE - TOEX g > B TKE
AAN2KAD: 1 (Process Create)
_ m R 5 (Process Terminated)
(Windows) -Image : “[FEHK]”
-FERRTESIER
7Ot ROBK-RTHE(UTC): UtcTime
TAERDATURSAY: CommandLine ¢ SYSTEM#E[R TEITESN =T M, 5IHIZREHFEIND
RFa1—Y—4: User
-Z7a+RID: Processld
Y= .
S s_mon AAN2KRID: 1 (Process Create) BE
v 5 (Process Terminated)
-Image : “[SYSTEMIER CETESH/-TOEX]”
R TEHIER
- O ROBKBR(UTC) : UtcTime
TAaEROATURSAY: CommandLine 3¢ AR 55| 8AEERIND
BT —Y—4: User ("NT AUTHORITY¥SYSTEM”)
7O+ XRID: Processld
BFOeRE - Parentimage ( “[#2/%]")
HIOvRICHEEESNT=aY RS54 . ParentCommandLine
=15 B E T74IL4 : C:¥Windows¥Prefetch¥[#&{K1-[3 = 5|].pf
P f_t h -FERTESRR (V- IILEFIALTTREHETES Y—IL :WinPrefetchView) )
retetc ERRETHE: Last Run Time
<fEE>
R e SYSTEMIEIR CRATEN 1T AL R ISBET 5. OOY B NSNS T B3
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SYSTEMAERRIZF4#& > MS15-078 Exploit

3.7.2. MS15-078 Exploit

CEAER
Y — L& b MS15-078 Exploit
AT3Y SYSTEMERRIZF 4% - IR H RS 1R ER
w—L Y— )L E IBELF-OYUR%E, SYSTEMERTETT S A XUMND-THE £
REGISTS | sk emeERARELIT L, EEERLAREANL—F— TR TS T e
FERR EE1—H—
%2 0S Windows 7+8-2008
B X ARREIIRE Tl&. Windows Server 2012 CIXETAA]
* FAAo~DEM |[FE
®BEZOML |-
H—EX -
a4 his EERTE - £1TEFE (Prefetch)
BohdiER ENEETE -RRIK, &Uf#ﬁ{?klzé:'dS\(STEM*EBE’GiﬁéerT:?"EItZO)?"l:ltx% 5% (Sysmon- 7Ot RXEFHNDEEE)
T R R T 2 A ARROTIZUTORIT AHA5E . ERFEILIRIILTWVSEEZLND
e AR 4688IZHLVTSYSTEMIER TEITESNTWWATAORRIZEWT, HTOEAABRAEOFDTOLANDRELYBLHENEDELESTLNVS
<HEBRA
i AYDERSF | AIE-BH RBHBOHE =
ANUKID: 4688 (FHLWTOERAAERSHELT)
4689 (TOEAMETLELT)
-TOtRESH -> FHLiTOEIE: TEE]
RBTEHER ‘
TOERADRE-RTHE : a4 o8+
TOEREETLEA—F—4 HISTOr > FHIOUI,E
IOV REEFLEA—TORAY « #TSIOF > FHO, FXAL>
TORREFTEHOEREROEE . TOEBIEH > F—02FH80ELHE
SRrOS TOERADORYIE : TOEX g8 > B TKE
- WWE
BXIVTA | pp: 4688 (FHLLOTORRAERSNELE)
4689 (FOERAETLELT)
- JOCXEEH -> FHLIOWVTOEXE: “[SYSTEMER TETEALTOEX]”
-HEETELER ‘
TOADOBKR-RTHE : as oA+
TOEREETFLEA—Y—4 BHISCTOF > FPHONSR ([2E21—525]87)
TORREEFLEA—TORAY . HITZTOF > PHIU, FXL>
TOREFTEHOERESEKROER . TOEIEH > F—I FHE0OESE
TORORVIE : TOtXEH > B TKE
AAN2KD: 1 (Process Create)
_ iR 5 (Process Terminated)
(Windows) ~Image : “[FEHK]”
R TE5ER
JOtERADEE-#&THE(UTC):  UtecTime
TOERDATURSAY: CommandLine ¢ SYSTEMIEFR TEITSNI=a< kA, 5IIZEEEHRIND
BT —Y—4: User
-7Aa+XID: Processld
AR kOY .
Sys_mon AAN2KD 1 (Process Create) WE
5 (Process Terminated)
-Image : “[SYSTEMIEIR CE/TEh/-TO+X]”
R TESER
7Ot ROBEBR(UTC) : UtcTime
JatEROATRSAY: CommandLine > ATUFIZXT A5 EMEREFESND
‘RBITA—Y—4: User ("NT AUTHORITY¥SYSTEM”)
-7a+RID: Processld
FEIO0ERE - Parentlmage (“[#E1K]")
H7OvRICEEEESN-a9UF54> : ParentCommandLine
EITERE T714IL4 : C¥Windows¥Prefetch¥[#&{&]-[3C=F1].pf
- B TELEE (V— LEFALTFRERETES Y—IL: WinPrefetchView) )
retetc RRETHE: Last Run Time
<EE>
L g G SYSTEMIEIR TRITEN 1T DR IZBHET 5. fOOY B DS B TN B
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1EFRF 4 > SDB UAC Bypass

3.8.1. SDB UAC Bypass

<EXIER>
Y—IJLB SDB UAC Bypass -
ATIY HERFE _ -INAE Sk 2SR
Y—)L V— LR TI)r—a BT —AR—2Z (SDB) Z#HAVT., RNFUACIZKYHIHEINA T ITUr—L a3 2 BB EIER TETT 5 "f’?“/HD'IEﬁE %,
WEFIZHITH 557%"0)77")’7'—°/33/’é¥?1j"3'6$5(:ﬁﬁ7’3\l7'c~ 1&@77{)’7‘-939_’&%??3'&6 T URE
A8 7€ F A 451 CDE. KREIFEBEERNVELT I )r—a vk, A——(CLBREFRDHEHSETTED S LR DE”
SEIFH https://www_jpcert.or.jp/magazine/acreport—uac—bypass.html =
1R EHENRAT—RFEANTHEL UACICKY BB EEREZFIRT A ENAIRELHERZFE DA —H —
(OSAT7rREFRIZEITS. AdministratorsT )L—FZFiE T 51—H-)
y XE&0S Windows
WXt o ~ozm 1=
wETaka)L |-
H—EX -
EERTE - £1TEFE (Prefetch)
=l g ] - RATIERE (Sysmon- B &R > —)
BonSiER BINERTE HJoOERAIZ, 2F5Eli%ﬁjﬂtZ&@\BfJL\Ctb‘\ﬁiéﬂé'?j')"7'—’/3‘/’&"333“ TOvANEIRESND
TEBICERTEZ7 IV —av I RUTEEERfTSA =TT r—av b itiksnd
EITRINEICHEZR TE AR BIAERAIC, ARIFEITOLRELGOBVWCENBESNET IS —aa a0, TOEANETShi-CEM RS TS
<HEBRA
A NS QERBF | OJER-2H A DT i
SDBI7AILINA UV AR—ILENBIE. LITHFEERSND
ANUKID : 4688 (FHLWTOEZAAERSHELT)
4689 (7OEARMNERTLELT)
TOEREH > TOERE:  “C:¥Windows¥System32¥%sdbinst.exe”
R TESER X
TOEADORK-RTHE : a4 oA+t
TOEREETFLEA—F—4 WIS O > FHOIS
TOVREEFTLEA—F—OFRAAY . TS Or > FHIO, FXL>
TOERAERTROERFEROFE ! TOtRIEH > F—oEHDELE
TORRAODRYIE : TOEX 58 > KT HKE
AANUKID: 4656 (AT ORADNUKRILNERESWELT:)
4663 (AT HOMADTHEANHITINELS)
4658 (AT Dz UMIHT HN\UFILHEALCEL)
- TOEXER > TOEXE . C-¥Windows¥System32¥sdbinst.exe”
-HEETEHIER
*SDB77AIL: F IOk -> F TS OrE (7 C ¥Windows¥AppPatch¥Custom¥[GUID]} sdb ™)
“\VEJID: FITZTOr > NRFAID X RS EQRAFIFIZERT S
SO N\VRIEERLE-TORAOTORRID: FOEXEH > TOEIID (A N8 THERIN-TOERDIDE—ET B)
- LERR: FOCXRERGH > FOX - FOCIERH (“WriteData (£7-1¢ AddFile)” - HE
o yT, “AppendData (F7=/# AddSubdirectoryF 7=/ CreatePijpelnstance”)
7 A F—T—F (HHDEE")
BEETNINTI=IEE . LTHAREIND
AANUKID: 4688 (FHLWLWTOEAMERSNELT)
4689 (7OERAHETLEL)
O ER > TOERE: [EHEETESASTIVR]
RETEHEE \
-TOERDOBE- KT BE: =R AI=EG)
TOvREETLEA—Y—4: HISCTOF > FHI,E
TOVREEFTLEA——DORAAY: TSSO, > FHI, FXLY
TOERAERITROERFEOEFE: TOtRIEH > F—o Ef#DIELE
COT7 TV r—avEEFTLE, BBRICERSN 7TV r—av070wRID: JatX & > oJr—s— JOEID
EEIZERINET7 ) r— 3y 1070 RIDE—ET 5,
JOERORYE: TOLXEH -> B THKEE
BRIDBEEIE 00" L% B, RBDEBEE . T5—IZELTEREGSENAS, AR TOV TR ETEITTHLDOHE,
. i R EEIZFERAINDITITVr—avIZ&-o T, BEBYICETLEETTIEIRVIED 0x0" L5 ATREE A H S
(Windows) = BEIZE->TITHEHMFEIETHIEAATEE,
¥ TEIWMETEINFE=TIVr—230 |1 TREIZFEREINE T TV —ay | &YRICHIBENSN, B TIZTDOWTIEMEUHLAIZEL T, BiEEE
NDANBEDLLAREELH S,
SDBI7AILINA U AR—ILENBIE. LITHFRERSND
AAN2KRID: 1 (Process Create)
5 (Process Terminated)
Image : “C:¥Windows¥System32¥sdbinst.exe”
R TESER
-JOEADEE - TBHEWUTC) :  UtcTime
JaeROATUESAY CommandLine
FIAESN=SDBI7AMIL : CommandLine
RIT1—Y4 User
7O+ XD : Processld
AR raYy EEETNSINT=IEE . LTHAREIND
_ WE
Sysmon
AAA2KRD: 1 (Process Create)
5 (Process Terminated)
-Image : “[[EI#ETEIN/-TTR]”
-FERRTELER
- 7Ot ADEEBE (UTC) : UtcTime
JatROARIRSA: CommandLine
RT1—Y4: User
7O+ XID: Processld
S ik FEX Parentimage ¢ SDBRNTIEESN TSR 7 TUr—3>
AEFIATOCAOEELESHENWCENBEENDI T TV r—2avh KTAADOEHEES
H7A+XID: ParentProcessld ¢ FEIZE{TaN =, [SDBATHEESIN TS 7 IUr—i 3> 107w RIDE—HT S
X ZDTACADNYFREDRY)TRRI7ZAILTH5E. COTOELANRTOCRELGE>TEICFITOCLANETINDS
IEFIZT O RIDFEHTHIET, BITSNET7IVr—2a0DTAAY—5HERTHIEMNTTHE
TIVTZELE | AAD: 500 (BREEETOYS ADEREATOET)
weoinion | sz | —
Epp ; CEESN=-TO55 L F#RT -> UserData¥CompatibilityFixEvent¥ExePath
¥Progr);r:sil'?glfe emetry EBETOYSL: E#MRT —> UserData¥CompatibilityFixEvent¥FixName

47



1EFRF 4 > SDB UAC Bypass

s A5 O 4 pi s RJ &R - B

Wi tEHRO

B h
BE

RITERE

Prefetch

T714IL4 : C:¥Windows¥Prefetch¥SDBINST.EXE-5CC2F88B.pf
HERTELER (V—IILEZFIRALTTEEFHERETES Y—IL :WinPrefetchView)
RREITHE Last Run Time

)
- LRI, BEIERENT TV r—ary RURTENET IV r—2avcE T 5 REEITERAEILLT S

_ : i R

+ Windows)
(%5%) (i)
EITERE

LYARR)

LY AR I M) HKEY_LOCAL_MACHINE¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Uninstall¥{[GUID]}.sdb

R TELHER .
-SDBMDINZE: DisplayName (EI#IEREINZTTI)r—av & hA%)
-BlIga<>F: UninstallString ( “%windir%¥system32¥sdbinst.exe —u “C:¥Windows¥AppPatch¥Custom¥[GUID]}sdb™)

LY ARJI2M): HKEY_LOCAL_MACHINE¥SOFTWARE¥Microsoft¥Windows NT¥CurrentVersion¥AppCompatFlags¥Custom¥

{[UACEIZI=FERSh BT TV r—avill

-FEEETESIER
-SDBEAVA—ILUT=8A LsA% T DatabaselnstallTimeStamp (16D EELES)

LU ARM) TR HKEY_LOCAL_MACHINE¥SOFTWARE¥Microsoft¥Windows NT¥CurrentVersion¥AppCompatFlags¥InstalledSDB¥{[GUID]}

R TELHER
*SDBI77AILDINR: DatabasePath ( “C-¥Windows¥AppPatch¥Custom¥[GUID]}sdb”™)
-SDBDFEL: Database Type
SDBORE: DatabaseDescription (B#IZ{FERAINETT)5r—a & HAB)
“SDBEAVAL—ILLT=BA LARE2T . DatabaselnstallTimeStamp (16D {E, Li2 "Custom" B2 T D{ELRIL)

X £
- FEELC AR DIEIX. SDBIFAINET VAV AN—ILT BLHIBRENDE=O . T LEEGFET HEIEESEL
RIMEIBREL T, SDBI7AINET VAV A= LT BIRAELFERINTILNS

<EE>

RHobLOLSATHATHhS
AREED HH IR 0y

- BRSNS TEEHICERESNET TV r—2av IRVTRBERTEN-T TV —2av JIC& AT A RRENDAREEAH D
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3.9.1. MS14-068 Exploit

RASVEBEER. 7HOUDEER > MS14-068 Exploit

<EXKIEFH>
Y— L& Fh MS14-068 Exploit
AT3Y FAVEBREER. THOUEDER -G H K SH1ER
YV— LI E FAMV I —D#ERZ. DI —H—ICEFTD -ARUKND-IHE £
Y—JL AFLIZR A A—HFDTHIUNERAWT, EEBEFICTHEYTEL. ERADERREEZH IS - Tr—ILRFE
WEBEICHTD | TIL., ExplotZERALT7ZHIURDTGTFrvhEAFL. mimikatzZFIALTYE—FOST 1L TLVS) - Tr—LFDJE”
187 F B -3 IT . Exploit=E{TIT
SERSE . B EINEFIYMNMILoTYE— AT 1o ENT=iTE
¥ERR ZE1—H—
3T E0S Windows
BhYERE KA ~DSM &
B{EZ7ORaJL  |88/tcp, 445/tcp
H—EX Active Directory Domain Services
Qg Mo EELT - 38T . E1TERE (Prefetch) ]
?E Bné,lasﬁ ~EI||]§Q7€ - %ff\)t'l'.i %??@E(Sysmow%ﬁ?[’x')’/—) )
~ R =A SRS . AKDIERLLE DEHES . DT H YU L TR TLAIE(BEERYL )
ET R IEF (CHER TE SR B AN NOTTEXR ) TAIDANUEID 4672(12H VT REI—H—(THL TEEDRFENR TSN TS
<HEBRA
iR NYDERBF | OTEI-BH RAEROHM =
FryrDERIZEL, U TOTOEANETEINS
ANKD ;4688 (FHLWLWVTOERMNMERESNELT:)
4689 (FOEAARTLELE)
-TOtRIEH -> TOtRE: [ (ms14-068.exe)]”
-FERRTESER
TOERADRK-RTHE : ag @Bt
TRt REFETLFA—H—4 YISTOr > FHOUF4
TORRZETLEA—Y—ORAY . HITSIIO, > FHII, FXL>
TOERAERITHOERIEROEE TOEXEH > F—oFHDIELE
TOERAORYIE : TOtXgH > B THKE
ANUKD - 5156 (Windows F4ILA—1)2 S TS5YR D4+ — LT, EHEHAHFAISNELTR)
- FIYr—oq 88 > FTUS—S308 0 “Ydevice¥harddiskvolume 2 ¥[#% 1K (ms 14-068.exe)]”
- T r—a3 /&8 > TOEXID [A N 4688 TEEERE /=T OERID]”
- RYRT—OEEH > T EET
s RYFT—OIE5H > EETFFLX TRAL> T O—SDIPFRLX]”
- RYRT—ONEER > BEAR—F-TOrIIL: 887 67 (TCP)
-FERTELER
FEFTAR— V=X F—F, X A avO—SEIOS EOMBMASITIZERT S
WMELEFryb2ERATAEEIC. UTOTOEANETEINDS
AANUKAD 4688 (FHLWWVTOEAMNERESNELT)
4689 (FOEAMNRTLELT)
O ERH > TaeXE . [EEE (mimikatz.exe)]”
-HERRTESHIER
TOADBKR-RTHE : mAY=EG)
TOEREEFLEA—Y—4 YISO > PHIAE
TORREEFTLEA—F—DRALY . HITSTIOr > FHI, FX1>
TORAERITRHOERFROFE - TOEXE#H > F—o FHEDIELE
TORORVIE : Ot E#H > B THKE
OS :Windows
1= FRIIS:Y)
l T _ ANRRD - 4656 (AT RADNURILNERSINELT:) WE
OS :Windows L Ao, 4663 (AT HORADT AT ITENZELT)
Server 4658 (AT I T B/N\URILMEFALCELT)
EEEIL—Y— - TOERIER > TOEXE - [1EE (ms14-068.exe)]”

FEETELER
"HWEDIFAN: TSk > 4TI ORE

A AUKAID : 5156 (Windows T ILE—12s TS5y IDH— LT, EHENEFITShELR)

T r—Sq 088 > P r—23204 0 “System”

- RYPT—OEER > FA EE

s RYPT—ONEER > FBHETFFLX TRAL T O—SDIPFRLX]”
s RYPNT—DNFER > FEHEANA—F,-TOrII . “4457- 767 (TCP)

ETE SR ‘
EFTTR—k . Y= F—F X RA(L AV O—SENY LORHICERTS

-\VFJLID: FTSTO, > NRFAID X 0T LD FICERT S
SLIBARA: FOECRBRIEH —> FO1ERX ("WriteData (F7/=/FAddFile)” * “"AppendData (F7=/FAddSubdirectory /=%
B F—T—F ("HDEE")

AN2UKD - 5156 (Windows F4ILA—1)2 S TS5YRI4+—L T, EHEAHFAIShELTR)
PN r—Sq M R > T r—23 08 - “[¥device¥harddiskvolume 2 ¥windows¥system32¥sass.exe”
- R T—OMFE > A EE
- R T—OEER > FHETFLX TRAL 2T, A—SDIPFRLR]”
s R T—OfEER —> FEEN—F-FArTI . 887 767 (TCP)

R TEHIER
ERTAR b =X A=, KA avbO—ZAIRT LORBFIFHIZERT S

mimikatz.exeDIHFE . FLI-F 7 b EE AT AR ITHFEFI R (KB A KA TS (BEEEB TEITLTWSIGEEIERELELY)

ANUKHD - 4673 BFHEDH ST —EZXNIFEUHEINZFELT)
- TOERIEER > TOERE : [EEE (mimikatz.exe)]”
O g -> TaOERID: [iEEDTOEXID]”

Y —EXBERIEEH > {FHE:  “SeTcbPrivilege”
- F—T—K" EHMDEE"
-FERTEHIEH

- LEEDEMEZEEA=ThOUE: ThOUME
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RASVEBEER. 7HOUDEER > MS14-068 Exploit

s

A5 O 4 pi s R TER - &R

Wi tEHRO

B h
BE

OS:Windows
aA—H—

l
OS:Windows
Server
EEEL—Y—
(#t)

ARrOy
Sysmon

BT
(#0)

AAN2KAD: 1 (Process Create)
5 (Process Terminated)
«Image : “[#E1K(ms14-068.exe)]”

-FERRTESIER
ORI - TBEUTC) :  UteTime
TAaEROATURSAY CommandLine
RITI1—H4 User
-Z7a+ARID : Processld

AA~N2KD: 1 (Process Create)
5 (Process Terminated)
-Image : “[FEHK(mimikatz.exe)]”

-FERRTESIER
IO ROBE- ¥ T BE(UTC) : UtcTime
TAaEROATURSAY CommandLine
-RIT1—Y4A User
-7O+ZID : Processld

RITEE

Prefetch

T7A4)L4 : C:¥Windows¥Prefetch¥[#&{& (MS14-068.EXE) ]-[3C=F5Il].pf
C:¥Windows¥Prefetch¥[#&{k (MIMIKATZ.EXE) ]-[3X=5|].pf

R TESER (V—ILEFIHALTTEREHEZETES Y—/L:WinPrefetchView)
REETHE Last Run Time

AR kOY
EHk -
txalTqa

FrobDERIZERL, LT OBE-FBIAELRET S

AAN2UKD - 5156 (Windows F4ILA—1)2 S TSYR I+ —LT, EEMFRISNELTR)

P r—3 2088 > TOEXID [A N 4688 TEEERE A /=T OERID]”
- RYFT—O158 > A EET

s RIRT—OIEER > FEHETFFLX TRAL T O—SDIPFRLX]”

s RPN T—ONFE > FBHEANA—F,-TOrIIN: 887 767 (TCP)

-FERTEAEHR
HEFRITAR— V=X F—F, X A avrO—SAI05 QM ITIZERT S

s T r—Sq 88 > T o—32048 0 “[¥device¥harddiskvolume 2 ¥windows¥system32¥sass.exe”

ANKRID : 4768 (KerberosERSEFyNMTGT)MEREINELT)
- H—ERIGH > —ERXE : Tkebtgt”
- BIEER > Fovk 4752 “0x50800000”

-HERTELHHER
RITThOUN: PHOUMER > FHIAE
BT AN . AR T—OGE > 51/ FF FFLX
BTt RoRT—OFE > IS/ TFTR F—F

ANKRID : 4769 (KerberosH—E R FAHrybhBEREINFELT:)
- H—ERIGH > —ERE: Tkebtgt”
- BIEER > Fovk 4732 “0x50800000”

R TEHIER
“RITTFTHIOUN: FPHADNEER > FHINE - FHON, FX1>
ERTRAN: RYRT—IEE > O514/FF PFUR
ERTAR -t R, T—IFEH > 51T R,

RELEFIIMEERTHRIC. UTOBEENRET D

AN2UKD - 5156 (Windows F4ILA—1)2 T TS5YR D4+ —LT, GRS ELTR)
s FI =358 > T r—232048 0 “System”
T r—q 088 > TO#XID TA NN 4688 TIEERE N /=T OERID]”
- RN T—OEH > A EET
s RYFT—OIEH > EETFFLX TRAL T O—SDIPFRLR]”
- Ry T—OfFER > ZENR—F, - TOrIN . 74457 767 (TCP)

R TEAEER
SEETTR—R . Y—X F—, X KA O—SAIOY QT ITIZERT S

AN2MD : 5156 (Windows TAILA—2 T TSR T4+ —LT, EHEHAHFAIEINFELT)

P r—q 08 > TOEXID T4 Nk 4688 TREREA /=T OEXID]”
s RYPT—OIEER > T EE

s RYPT—OIEE > BHETFFLX TRAL T, O—SDIPFRLR]”

- R, T—OfFE > FBER—F,-FOrIN: 887 767 (TCP)

R TESIER
SEHTTAR—R . V=X F—, X AV —SAIOS LT IFHIZFERT S

s T r—Sq &8 > T or—308 0 “[¥device¥harddiskvolume 2 ¥windows¥system32¥sass.exe”

AANND : 4769 (Kerberos H—E X FAoybhEREINZFELT)

R TEAER
DFATUNPFPRELAR: Ry, T—OMG8 —> 547>~ PRFLX
FhryrEROEE (ELGdntnh2oH hENn)
- H—ERFEH: FIAETS”. Foryvk 77232 “0x40810000”
s —ERGH: kevtet”, Fovks A T3>0 “0x608100107

ANURD : 4672 (FHLWOT AU ITHENEIY B TONELR)

-FEETEHER
HERDNFELITHOUN: YTILOf > FHOINE - FHOS FA1>

FI AT BB ISHE - $FHE ( “SeSecurityPrivilege ”* “SeRestorePrivilege ”* “Se TakeOwnershipPrivilege "+ “SeDebugPrivilege "
“SeSystemEnvironmentPrivilege ”+ “Sel oadDriverPrivilege ”* “SelmpersonatePrivilege ” = “SeEnableDelegationPrivilege”)

ANRURD: 4624 (FHYOURAERICAY A LELE)
-OoF> #1417 737

-FERTELER
FEREN-EF)T4ID: FLOTF> > ¥z T7ID

ThoUN: PHORE - FHON, FXL>
O FFBERLIRAL: Ry, T—00MF8H > V—X Ky, T—2 FPFLR

X FERIN-EX ) TAIDETHIVINELZIGE . COEXERSINETHIOU DX 1) T4IDERLD

<JgE>

REObLOLSATHAZTHhS
AREED H B IR Ay

FELIERZAVWTETINOTUROOT N EREISEFRINSAREENHD
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KA EBEWER. 7HOFDZEEL > Mimikatz (Golden Ticket)

3.9.2. Mimikatz (Golden Ticket)

<EXEH>

Y—IJLB Mimikatz (Golden Ticket)
ATl ALV EHEEER. 7HADOFDER - B 7B H 3k B 1 4R
Y—ILEEE R, FED B THEZGKerberosF 7 ybaRITL. BE QRS LLGEREZRAISES ARVND-IEEA
Wt k(42 R RDERERBT HRAMTL T, Golden TicketE ALV THEMERAISE D Tr—AFE
*EfE;ﬂﬁﬁﬁﬂ -3 IT . Mimikatz3E4TJT \ TR DB
- SEHFE: MimikatzIC&k->TAT A EnT=%
FHEI—H—
Z‘E KEA 2 £ Dkrbtgt 7 HI D NTLM/SRT—R/N\Y 2 ZRGFEH THAHE
. ¥ ZR0S Windows
MR TF~0zm 72
BEJora)L |-
H—EX Active Directory Domain Service
BERTE -1t . E1TE R (Prefetch)
a4y mns 3ot EITERE (Sysmon-E &R —)
BohbIER BINERTE 7 7t AFEFE (Sysmon — RawAccessRead, B5 &R — - EELEHEDHER)
= - SERRSE . ARNRATICUTOOI M 8. MEOTAURETINTL Ab
RITRIEIHRTE SR ~ARNOGTEX ) TAIDANUND 4672, 4624, 4634 T, FIELGRAMEF DT AIUNC LS00 AU A RESA TS

Y=

<HEERAB>
EiE A5 D% piiE A7 &R - & IMEERO M

B

ANUKD : 4688 (FHLWTOEAMNMERSNZELT:)
4689 (TOEAMNETLELT)
- TOEREEK > TOEXE . [EEE (mimikatz.exe)]”

R TESIER
TOADBKR-ET BE: mEyRY =Ry
TRt RERTLEA——4: YIST IR > FHIU, R
TORREEFTLEA—F—DRAAY: TSI O, > FHI, RS
- JOERAETHOERRKEOEHE: TOatXEH > F—o2FHDIEE
JOtZAORYIE: TOtXE#H > B THKE

ANUKHD - 4673 BFHEDH S —EZANIFEUHEINZFELT)
- TOERIEHR > TOERE : [iEE(mimikatzexe)]”
O EE -> TaOERID: [iEEDTOEXID]”
ARy - —ERERIEH > IFHE: “SeTcbPrivilege”

- F—J—K" EMDEE" HE

-HERTEHER
- LEOBEERA =T HOUN: FhHAOURE FEL—Y—)

tXa)Tq

s ANURID : 4663 (AT HMADTIEANHITEINELS)
4656 (AT HRADNUERILHAERINELT:)
4658 (A Tz UMIRT BN\ RILAELELT)

TOtRIER > TOaeRE : [EEE (mimikatz.exe)]”

R TESER
SHEDITFAI: TS or > FTSTIRE
“\VEJLID: FTSTOr > NIRFNID X 0T EORAFIFICERT S
BRAA: FOCLREREH > FOER ("WriteData (F7-/LAddFile)”* "AppendData (F7=/£AddSubdirectory
FE/=I£CreatePipelnstance)”)

e

dl

"BE: F—T—F CRIDEE")

AAN2KD: 1 (Process Create)
5 (Process Terminated)
Image . “[# 1K (mimikatz.exe)]”

-HERRTESHIER
TOEADEE-#2 T B (UTC) : UteTime
AR Ay 'thZU_')fJ7>F54>: CommandlLine
Wi - -EfTa—Y—4: User WE
0S .Wmc:lows Sysmon -7Ja+XID: Processld
d—H—
l
OS'SVGV;CSI?WS ANKID ;9 (RawAccessBead detected)
fEIEE ) —H— - Process : ANV TiReExSNT=. Processld
~Image: “[#ELK (mimikatz.exe)]”
* Device : “¥Device¥HarddiskVolume 2

=R 774IV4 . C:¥Windows¥Prefetch¥[SE{T77 4 JL (MIMIKATZ.EXE) I-[3X=FFI].pf

Prefetch R TEAER (V—ILEFIBALTTEEEZHERTES Y—IL:WinPrefetchView)
RRERITHE: Last Run Time

ANKID - 4769 (Kerberos H—E X FA v DIE4E)

-HERRTESHIER
DSAFTUMPFRLR: Ry, T—IE8 > 5172~ PRLX
FrybEROER (BRGS0 0MN2DOHE SN D)
s —ERGH: TFIFETS”. Forvk 77232 “0x40810000”
- P—ERGH: kevtet”, Fovb A T3> “0x608100107

ANRIAD : 4672 (FHLWLNOST AU ITHENEIY HTONELS)

R TESER
*Golden TicketZEW G EsN=7hor: ZHOI, (RETHTHIOUMEA)
KA TFHOU, FAL> (RIETREETD)
0454 ID: OJ#2ID X thod &R IFIZER
AR Oy -FIFATT BB AE - €

tXal)T4

3T

ARUKND : 4624 (FHOURNEEICOT A LELE)
-OJ4> 17 737
ELOOTH> > FHINE - FHIU, FALS . (AN 4672 TEEERENT= FHINE - FHION, FXL ]
-EFLasF> > O5F2ID TANU, 4672 TREREN /=05 F2ID]”

-HERRTESHIER
ERESN=EF)TAID: FLaTF> > FaYTrID
-RIIEREFEALEZEER: RyrT—OFH > V=X FvrT—0 PRLR

A AURD : 4634 (OS5 A D)
-OJ4> 17 737
EFLUVOTF > FHINE - PHIU, FALS . AN, 4672 TEREREINS= PHINE - PHII, FAL2]”
-FrLiasF> -> OoF 2D TANN 4672 TEEEREA /=007 2ID]”

&>

&

B e L Golden Ticket& LN T7 7 £ ABRASNIARMIBN T, RITENIATURITB—T S04 A AT BT A S
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KA EBEWER. 7HOFDZEEL > Mimikatz (Silver Ticket)

3.9.3. Mimikatz (Silver Ticket)
E AR

Y— LA FR Mimikatz (Silver Ticket) JL4|

AT3Y FAVEEHEER. 7HOUEDEER -BHEDIER
Y—ILEEE R FED B THZ GKerberosF 7 ybERITL. BEDRIZR S LLGIEREZRAISED ARUKD-ITHBE 4
wrss | BEEROREEERT STANILT. Siver TioketZ LN CEREZASE 5 D WFE

*8 Hﬂ*ﬂﬁ%”ﬁ'] '?%ﬁ"ﬁj‘l: MlmlkatZ%?‘fE . . 7{—/&#@@_

R B MimikatzIZ&k>TOY (VN =%

HEIR L b
KAV EDHY—ERFHIVED  NTLM/SRT—K/\y a1 ZRGFH THBE
& 0S Windows

G L S PN T

BEJOora)L |-

H—EX Active Directory Domain Services

v BERE |-G EABE (Prefetch)
Boh 315 BInEE ot %ﬁl@ﬁ(sysmon'ﬁﬁﬂ'\')’/—) .
v : i - giﬁ% T~IE72;|~‘>¢«r>§¢¥r3773rbpl_gz(l‘):i;;_té|:|/7‘7r>/77Jk S
= B SRR ARNVRATIZUTORT A 8. AEOT A UNEST T AB
S BRI F G ARAOI 2T 11D HD 4672 4624, 4634T. FEBF A S EHOT AU MZEBOT AL BEEEN TS

Y=

BBRAN
i OYDERER | OUEA-BH RAERORE o

AANDRD : 4688 FHLWVTOERAEREINZFELT:)
4689 (7OERAAHTLELT)
- TOEXEER > TOEXE . [EEE (mimikatz.exe)]”

-HERTELHHER
-TOEROBAE - T BHE: =B AR=RE}
-JO0ERERTLLA—Y—4: YIS Or > PHOU 4
TARREFERFTULA—Y—ORASY: TSI, > FHI, FXL>
SRoROY -TAERARTHOIERFEOEE: TOEXEH > F—IOF#DIELE
’ TOERDORYIE: TOtX g > BTHE HEE

tXal)Tq

ANND : 4673 (FHEQOH LY —ERXDNFEUHIAELT)
- TOEREEK > TOEXE . (&K (mimikatz.exe)]”
- JOEXER > TOEID: THEEDTOEIID]”
Y —EXERIEH > (FHE: “SeTcbPrivilege”
- F—TJ—K" EHMDEE"

R TEHER
- LEREDEEEERA T HOUN: FhHOURE FEL—H—)

ot
AAN2KD ;1 (Process Create)

5 (Process Terminated)

-Image : “[#E1K (mimikatz.exe)]”

-FERRTESIER
O ADE-# T B (UTC) : UtcTime
AR rOy TAatEROATURSAY: CommandLine
- -RfTA—Y—4: User HE
Sysmon -Z7a+RID: Processld

0S - Windows ANKD ;9 (RawAccessBead detected)
o H * Process : ”/f NUM 'C‘*Eﬂﬁ'c"*bf:; Processld
l ~Image: “[#E1K (mimikatz.exe)]
. *Device : “¥Device¥HarddiskVolume 2 ~
OS :Windows

Server

;fjj_ ,;ﬁ =15 B T74 4 : C:¥Windows¥Prefetch¥[E{T77 4 )L (MIMIKATZ.EXE) I-[3X=F5].pf

Prefetch PR TEZHER (V—IILEFIBALTTEEEHERTES Y—IL:WinPrefetchView)
-REEITHE: Last Run Time

Golden Ticket& X ERY . FrybEE IR A/ OV MO—SADBEEIFFRELLL
LTI FryrAVWTERENBELEEOOY

ANUHND : 4672 (FHLWLAT AV ITHENEIVETONELD)
- 5FHE . “"SeSecurityPrivilege "+ "SeBackupPrivilege "+ “SeRestorePrivilege "+ “Se TakeOwnershipPrivilege ” = “SeDebugPrivilege ” -
“SeSystemEnvironmentPrivilege ”+ “Sel oadDriverPrivilege ”* “SelmpersonatePrivilege ” = “SeEnableDelegationPrivilege ”

-FEBTESER
EWMEINE=THhIOUNE: FhHAOU, (BRETDHTHOURER)
KALY: FHOU, FAL> (RIEWEERED)
‘A5 FVID: A4 ID X oy LD (FIZER
-FIFA T REAHHIE - 1

V=l

&Rk -
X274 ANUKND 4624 (FHOURREEICOT A LELE)

074> 17 737

FLOTF> > FHINE - FHII, FALS . T[4 4672 TEEERENT= PHINE - FHON FAL]”
-FFLLasF> -> 072D TANU, 4672 TREREN /=05 F2ID]”

R TEHIER
FERHEN =X )TAID: FFLiasSt> > EFaYTrID
RIHMEREFEALRR: AvrT—OFH > V—X Ly, T—20 PFLR

AAUND : 4634 (O5 A7)
-aoF 847 37
EFLOTF > > FHOURE - FHO, FAL . T[4 N 4672 TERERENT= FHONE - FHO N, FXL2]”
E L asF> -> agF D TANN 4672 TEEEREN /=074 2ID]”

&>

&

B e L Silver Ticket# AN T7 7L A DR ASNIARZ MBI T, RITENI-ATURICEES B0 M NSNS AR B

52



Active Directory T—HR—XDELGF > ntdsutil

3.10.1. ntdsutil

<EXEH>

Y— )L FR ntdsutil
H73Y Active Directory T—2X—XDEE -G H RS 1ER
W—JL Y—ILEE Active Directory T—AR—X &R 3 HaIUFK -ARVKD-IHBE 4
KEHITHH S ARz ) SN - s gl A
smwEp  |NTPSPT—IN—ATHAHNTDSDITEHMEL. thDY—ILEANT/ART—FE#HT T D(Active Directory TRAT) LR DfE
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3.10.2. vssadmin

Active Directory T—AX—XDEL1F > vssadmin
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A—Ah)LaA—H—0EM-HIk. FIL—TDEM-HIE > neta< K (net user)

3.11.1. net user
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3.12.1. net use

T7AILEE > neta~< K (net use)
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3.12.2. net share

T7AILEE > neta< K (net share)
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T74ILEE > icacls

3.12.3. icacls
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3.13.1. sdelete

IRERDHEIER > sdelete
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3.13.2. timestomp
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WEEMNFBLIECETRA LRIV T IZEEBNEELI-T7AILIZDWT ZA LRIV TERT ZET, T7AINITHLTT I RALI=CEEERKT S

JRENDHEIFR > timestomp

JERT
-V H SRS 1E R
ARUKD-IHEE 4
- Tr—/LRE
- Tr—LFDIE”

BERH

HER

BEL—Y—

R 0S

Windows

KA ~DS M

BIEETORa)L

=

H—EX

a4ghs
B/BoNSER

1REEER T

- E£1TEFE (Prefetch)

EBANEEE

-E4TIERE (Sysmon- BT &ER > —)
-7 A IVERR BT AT EDES

KT IZRER TE DR R

ARVNATICUT OO W58 BA LRIV THAERSN-EZEZ NS
ARNOYTEF )T AISARNUND 46630 RSN TEY  MEIFAIVIZHY B WriteAttributes D F—T—F B BUDEZ "L15oTLNS

SEEERAE>

H{E

A5 O &£ EmR

R TER - B ¥R

MEHEROFH

B
RE

I R
(Windows)

ARy
tXa)Tq

ANUKAD 4688 (FLWLWTOEAMNERESNZELT)
4689 (ZFOEAMNRTLELT)
- TOtREH > TOERE:  [#1E (timestomp.exe)]”

R TESER
O ROBK- KT AE :
TRt REFETLFA—H—4
O REEFLEA—Y—DORALY -
TOERAERITHOERIEROEE
TOERADORYIE :

mAY=EG)

YIS OF > FHOUF4
YISL O, > FHOU, FXAL>
TOtREH > F—I2FHDIES
TOtXIEH > BT HREE

AANUKID: 4656 (AT ORI T BNURILNEREShELT:)
- TOEXEEH > TOERE . [1EHE (timestomp.exe)]”

-FERTELHIER
WEIFAIV: FITST O > FTSTOFE
“I\VEIVID:  FTSTOf > NRFAID X 0T EQORMFIZERT S
SLIBARA: FOERBRIEH —> Fo1ERX ("SYNCHRONIZE” ., “ReadAttributes”. “WriteAttributes”)
"R F—T—F ("RDEE")

AARURD: 4663 (AT HORADTORADRITESNELT)
TOEXESH > TOERE . [1EHE (timestomp.exe)]”

R TESER
HBEIFAIV: FTSTor > FTSTIOrE
sIN\VERIVID: A TSTO, > NRAID X S EQRRTITIZERT S
BRAA: FOCREBRIEH —> FOR (WriteAttributes”)
"BRAE F—T—F ("RDDEE")

AN2ND : 4658 (AT HOMITBNAUEILAEALELT:)
TOEXER > TOERE . [1EHE (timestomp.exe)]”

-HERTEHER

“INVRIVID: ZFTZx Ok > NIRFAID X FITHIENSD AR M4663 K% 4656 TERRERSNDNFALID EREL

AR Ay

Sysmon

AA2KRD: 1 (Process Create)
5 (Process Terminated)
-Image : “[#E 1K (timestomp.exe)]”

-RERETELHIER
TOEADEE-&THE(UTC) 1 UteTime
JAeROATIRSAY CommandLine
¥ AXURTAVRDSIHIC WHEITFAIL. EERZOTONT A EBEDEA LRAZVTHREIND
RfT1—Y4 User

AA2KRID: 2 (File creation time changed)
- Image : [ (timestomp.exe)]”

R TESER
FTEMNFELEL-BEWUTC):  UtcTime
EEHINF-T77MIL4: TargetFilename
FEREEDOZALARZT(UTC) : CreationUtc Time
EHERIDEALAST (UTC) : PreviousCreationUtc Time

MK ARV (FT7AINERBEOEREZRI N, TEIN-FA LRIV TOREWER-EE-77EX) ICEADLLTHASIh S
R BEUSNDIEEEZEBL-IGE. ERAEDZM LRIV TIZIZEICHE (Gto BE) HERiEkshd
X ERBEUNDEALRZUT(E, AR AT ZIXEEFEESNAL

AAN2KRID : 9 (RawAccessRead detected — TA RV DEEFZATYZEEEN)
- Image : [ 1K (timestomp.exe)]”

R TESER
WEIFAILDTFEET BT INAAL : Device ( "¥Device¥HarddiskVolume2 ")

RITEE

Prefetch

744 . C:¥Windows¥Prefetch¥[# 4K (TIMESTOMP.EXE) I-[3X = 51].pf

R TEAER (V—ILEFIBALTTEEEHERTES Y—IL:WinPrefetchView)
RREITHE Last Run Time

<fEE>

REOLDOLSTHAETNhD
G} i 30) Y e ae ] N=1y 4
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AR RO DHEIER > wevtutil

3.14.1. wevtutil
<EXIER>
Y—ILA TR wevtutil JLI
h7a) A~ OTOER B DEE
J—L Y— )L E WindowsDARUROSZHIRT S ARUND-EE%
W43 WEDRWNZHIRT 5 s ) 7»{—/le~“£
s mEl | T wevtutin Y RRATRE - T — LR DIE”
- RS wevtutil AV U RIZE Y TFZ I EAESN=imEK
¥R EEEIL—Y—
¥R 0S Windows
BhiER M FAM~DSM |[F&
BEZOraJL [135/tcp
H—EX Event Log
g hn EERTE ARVROT AEESNE-CEN EESNF-RRANDZOT(2ES
BohndiER ENERTE . Eﬁ?}ﬁfl:ﬁﬁﬁé*;f:?ﬁ'?)l*isgélgéﬂgz Fb;%)ﬁgg;:ﬁfx Fﬁ‘%ﬁ_ﬁﬁf ﬂ*fl‘i
e 4= - ERIT: AANVROSIZUTOOIN 5e . 09 hH “CEBADL
RTRAEIHETE SR ERBRDARIAOTZA R HD: 104 AEEENTLS
<KFEBERAE>
&l OYDERSF | OIEHEH RS HEOH i
ANKD : 4688 (FHLWVTOERAEFRENZELT:)
4689 (ZFOEAMNRTLELT)
- TOCtXEHR > TOERE:  “C¥Windows¥System32¥wevtutil.exe”
R TEHER
TOERADRG-RTHE : a4 oAt
-TAERERTLIA—Y—4 YISO > FHOI
TORREZEZFTLIA—YF—DFAY . YIS IOr > FHO, FXAT>
SR ROY TOERRTEHOERFEOEE .  TOLXFH > F—I2FH0EE
d TOEROREYE - TOtX g > B TIKE HEE
t&al)Tq
AARUKD - 4648 (BARMIGEREREFEAL TR AUARITEINELS)
- TOEXEH > TOERE : "C:¥Windows¥System32¥%wevtutil.exe”
- TOEREEH > TOEXID: ARNH4688TiRiksn -7 OERIDERIL
o
-FERTELHIEH
A—HIVThOoUb: HIOL O, > FPHOURE - FHO, FXAT>
ERETERASN=TAIU L EBEEIRBSHETHIN > FHONE - FHIN, FXAL>
- SE R AR F—GYf Yf—rV— > Z—5Y, —/V—F
AAN2KRID ;1 (Process Create)
5 (Process Terminated)
-Image : "C:¥Windows¥System32¥wevtutil.exe”
OS:Windows AR O
a—4— - -FERRTESHIER WWE
l Sysmon TOCADOBE T BRUTC) :  UteTime
OS:Window§ JAERDATURSAY CommandLine
EEEIL—Y— RT1—Y4 User
-Z7Aa+ARID : Processld
ANUKAD 104 (/5] 0T T7AILhHEESNELTR)
Y=t
- R TESER -
£xtg0y EBFTLEa—Y—: FE#2T —> UserData¥SubjectUserName - SubjectDomainName
XRATH: G T —> UserData¥Channel
ANDMD : 4672 (FHILWLNDT A UITHENEIY S TORELT)
R TESER
b o FERMAERLIE=THIUN: TS OR > PHAONE - FHO, X1
L - F| AT BE7R S {FHE ( “"SeSecurityPrivilege ”* “SeRestorePrivilege ”* “Se Take OwnershipPrivilege ”* “SeDebugPrivilege ” -
“SeSystemEnvironmentPrivilege ” = “SelLoadDriverPrivilege ” = “SelmpersonatePrivilege ” = “SeEnableDelegationPrivilege”)
Y=
- WWE
&Xa)Tq ANND : 4624 (FHOUINEEIZAT A LELE)
-Oo4> s&17: 737
-FERRTESIER
fFHENW=tX2)T4ID: FLvaTF> > ¥ 77D
FhIoUE: FHONE - FHON, FXAL
O FVFBERLIRAL: Ry, T—00MF8H > V—X Ky, T—2 FPFLR
<fEE>
REObLOLSATHAZTHhS _
gD H IR0 AT
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THIUMERDES > csvde

3.15.1. csvde
<EXIER>
Y— LA FR csvde
A73Y TAIUMEHRDERF -G H RS 1R
w—)L YV— LI E Active Directory E D7 hHO U MEHRECSVIERTH DTS “ARUND-EHE 4
WEE=E2 FETHTH "7‘/?*@1‘%#&%?13 HLU, HBRZRELTHBARREGRI—Y —0IS5/T7 UM EEIRT S . 2{—/##'% B
*gﬂ;*ﬁﬁﬁﬁu EHEIT: csvdedYURETT T — LR DL
e RS osvdea YU RIS o TIEHRAINES LIt E
¥ERR ZHEI—Y—
¥ R0S Windows
. S =
MRl | FAODI | FLNBEEEREANT AL FAUICSML TR R DY E—CERERET 5oL LT
WBEIOraJL [389/tcp
H—EX Active Directory Domain Services
BERTE -¥EfEoT . E1TEFE (Prefetch)
a4ghis JEHETT: csvdeexelZ&Y . CSVIFZAILAERENT=C &
BohdER BANERTE CSVIFAIVERBEI D —B D7 A ILEL T, "C¥Users¥[ 21—+ —& J¥AppData¥Local¥ Temp¥csv[ 5 5L FE ] tmp “DMERSNT-C&
-JERESE: 389/tcpDEIEE. Kerberos(:ctéDg"f‘/h‘\ﬁﬂﬁ'c"hé
= —rEs -HEHEIT: csvde.exeMEITEINTHY ., "F A TLav THRESNFEI7AILNMERSNTINVS
RATR ISR TE DR - "C:¥Users¥[1—H —& 1¥AppData¥Local¥Temp¥csv[T R LEF ] tmp” AMERL. BIfRE=N TLVS
<HEERAB>
AiE OYDERSF | OTEI-EH RABER O o
ANUKD : 4688 (FHLWTOEAMNMERSNZELT:)
4689 (TOEAMNETLELT)
Ot ER > TOEXE : [E/TI7741/L (csvde.exe)]”
-FERTEHIEH
-JOEROBK-RTHE : R4y oA+t
TR RERITLEA—Y—4 HIST O > FHO,E
TORRZEZEFTLIEA—YFORAY . BISTOF > FHOU, XL
TOCRAETEOERSEEOERE . TOtXIEH > F—I FBNDELE
-JOERORYIE : TOtXEEH > B THRE
ANND : 5156 (Windows T ILA—1) T TS9N I+— LT, EHRHHFRISNELT:)
P —Soq 58 > P r—o308 0 TETT71/L (csvde.exe)]”
- LY T—OEH > A EE
- RYPT—OIEE > FBHETFFLX TRXL>a>,O—>DIPFRLX]”
s R T—ONEER > FEHEA—F-TOrIN: “3897 6”7 (TCP)
-FERTEHIEH
BESTAR— . V=X A=, X KA O O—=SAI0T EORFFIZERTS
ANUND : 4663 (AT ORADTHORRADRAITESNFELT)
4656 (AT HRADNUERILAERINELT:)
4658 (A TINS5V RILAELELT)
JOtRIEHR > TOERE . TETT771/L (csvde.exe)]”
R TESER
2=l REDIFAIL: FITSTOk > AT IrE ("CHUsers¥[ I —1—% J¥AppData¥L ocal¥ Temp¥
- csv[SFLEF tmp”) WHE
t¥al)Tq -N\VRILID (MO T EQF IFICERT S) : T2k > HNRILID
-LERE: FOUCXEREH > PO+ ("SYNCHRONIZE - “WriteData (F7=/£AddFile)” -
“AppendData (F7=IZXAddSubdirectory /=% CreatePipelnstance)* “WriteEA "+
"B F—0—F ("HDEE")
ANUND : 4663 (AT ORADTHORRADRAITESNFELT)
b 4656 (AT HRADNUERILAEREINELT:)
b 4658 (A Tz UMK HNURILAELELT)
TOEXIEEH > TOERE:  [FETT71/L (csvde.exe)]”
F TSI, > FITSLIRE . “[esvde.exe EITHEIZ " I T3 THEELIET7AIL]”
FEBTELHIER
-N\VFILID (MRS DT IFICERT S) . TS oF > NUFILID
SIBRE: FOCRERIEH —> FO1R ("WriteDataF/=I£AddFile "+ "AppendData /=%
0S : Windows o B AddSubdirectory 7= (% CreatePjpelnstance ™)
:I;—"j*‘— "R F—T—F ("RDEE")
l
08 Mindows AR : 4663 (1T STIADT I ABRRHITENELL)
KAL) — e 4656 (T?")I?F’\O)/\‘/F)lx?ﬁ‘gﬁééhibf:)
4658 (A Tz UMIRT HN\URILHEALCELT:)
Ot ER > TORE:  TETTF1IL (csvdeexe)]”
FITSTOr > F T ORE ("C¥Users¥ 1 —+F—F J¥AppData¥local¥Temp¥csv[ 55 L#HFE]tmp”)
R TESER
sN\VFRIIVID: TSz Or > NIRAID % DO EQFIFICERT S
MBRNE: FOCIXERGHK > 7OEX ("DELETE”)
A F—T0—F ("RDDEE")
AAN2KID ;1 (Process Create)
5 (Process Terminated)
Image : "[FE1T7 71/l (csvde.exe)]”
AR 0y
- R TELHER WHE
Sysmon Ot ADEE-#T BE (UTC) : UteTime
JaeROATESAY: CommandLine Y 1—H 077 ILEZEIEEL-IBE. 51 RHEIND
BT —Y—4: User
-7a+RID: Processld
= (T R F74 4 : C:¥Windows¥Prefetch¥[321T 77 4 )L (CSVDE.EXE) ]-[ X F 51l].pf
Prefetch TR TESRM (V- IILEFIALTCTREHRETES Y—IL :WinPrefetchView)
-RRETHE: Last Run Time
ANUHD : 5156 (Windows T ILA—12 TSYhTA— LT, ERMSHFAISNELTZ)
s FINr—Sq &8 > P r—o3 08 0 “¥device¥harddiskvolume 2 ¥windows¥system32¥sass.exe”
- RYNT—OEH > A -7
- R T—OMFER > V—R F—F-FOra)L . “3897 67 (TCP)
- R, T—O1EER > FEEA—F “lesvde.exe FFEITLI=O54 T2 TaiRE Nz V—X K—F+]”
-FEBTELHIER
SEGITTRAN . EESR—F
ARvbOy
Rk - WHE
t¥a)Tq ARUND : 4624 (FHIUIMNIEREICOT A LELE)
4634 (7Hhoo kO A ILFELT)
-Oo4> s&17: 737
s RYNT—IEHR > V—X FIFT—2 PRLR: [ANF5156 125178, SBHEFRFLR]”
- RYPT—OEE > V—X F—,: TANN 5156 [Z588RE /=, FBIEAR—F]”
-FERTEDHIER
fERESN=A—Y—: FLATS> > FHONE - FHIN, FX1>
HLWOSFUID: Lol Fy > asFoIp X toos EORFFIZERTS
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THIUMERDES > csvde

<gEE>

REOLOLSNTHATIS
AREEDH B IR b0y
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3.15.2. Idifde

ERER

Y=

Y— LA T Idifde

A73Y) FTHhOUMERDOEE

W— LI AD EDT7HOUMNMERZLDIFIERTH AT S

WERIZHBITS

FHEIATHIOUVIDEHREFHBEL, REXRELTHHATRELEI—F —OISMT7UMNEIRT S
R IT: IdifdeaT U RETT

BEFAB | i | | difdenv RIz ko CIEBRAIES M- 185

THOUMEBRDENE > Idifde

JER.]
-V H SRS 1E R
ARUKD-IHEE 4
- Tr—/LRE
- Tr—LFDIE”

BERE

HER BEL—Y—

¥R 0S Windows

A E

AL = . = I L - , — N
FALDADBIM | F NSBB8 A T L. A ITS ML TN R S | E— CREEIET 5 &4 A8

BIEZARa)L |389/tcp

H—EX Active Directory Domain Services

b 1>}
JohbHiEH

REEERTE - $EfEoT . E1TE R (Prefetch)

BEHEIT : Idifde.exelZ&kY . LDIFZ7 A )LAMER SN = DR SRS B

BIMEE |4z 380/topDEIEL. Kerberosl=k 505 A A S ERENS

ETREICHERE TE SR -HE#EIT : Idifde.exeMEITSNTEY, "' AT ar THRESNIZIZAILABERSN TS

SEEERAE>

H{E

05 0 &R AJ &R -4

MEHEROFH

B

0OS:Windows
a—H—
l
0OS:Windows
Server

FAS A—H—

G YVIN=l
tXal)T«

e

dl

ANRD : 4688 (FHLWLVTOERAERENELT:)
4689 (TOEAMETLELT)
-TOEXE#H -> TOEXE . [FEIT771/L (ldifde.exe)]”

-FERRTESER
TOERADRE-RTHE : as o4t
TRt REETLFA—Y—4 . HISTOr > FHIOUI,E
TOCvREZZFTLIEA—YORAY . IS oF > FhHO, FXL>
TORREFTEHOEBREROEE . TOLIEH > F—o2FH0OESE
TOERAORYIE : TOEX g8 > B TKE

ANUKAD - 5156 (Windows F4ILA—1)2 S TS5Yh D4 —LT, EHEHNFRISNELTR)
T o—Sa g8 > T or—o3208 0 TETI71/L (ldifde.exe)]”
- RYRT—OEE > A EET
s RYPNT—OIFH > FEHETFFLX TRAL T, O—SDIPFRLX]”
- Ry T—OEE > FHEASA—F-FOrTIL: “3897- 767 (TCP)

-HERTEHER
EBRAAR k. V=X A=, XK RA oo ho—ZAI0nT LORFITHIZERT S

ANRURID : 4656 (FTTHRADNURILNERESNWELE)
4663 (AT ORADTIERANRITEINELS)
4658 (AT IMIRTBNURILHEFCELT)
JOEXEH > TOERE:  [ETT771/L (Idifde.exe)]”
~F IO, > FTTORE . [ldifde.exe EFTEEIZ "~ F TS5 TEELET71/L]”

R TEAER
“I\VEJUID: FTSTOr > NRAID X oS e IFICERTS

"BE: F—T—F CHHDEE")

MIBRE: FOELIXERIEH > 7o ("WriteDataF /=1 AddFile " “AppendData F7-(FAddSubdirectory /=11 CreatePjpelnstance”)

G ViN=l

Sysmon

AA2KRD: 1 (Process Create)
5 (Process Terminated)

-Image . [E7T771 /L (ldifde.exe)]”

-REETELIER
TJOERADEE-RTHE(UTC) :  UtcTime
TAeROATIESAY CommandLine 3% 1—H—X0TJ7A4)LZEIEEL-ISGE. SIHA RTINS
RIT1—Y4 User
-Z7a+ARID : Processld

RITERE

Prefetch

T74IL4 : C:¥Windows¥Prefetch¥[3E{T77 4 JL (LDIFDE.EXE) I-[3X=F5].of

R TEAER (V—ILEFIBALTTEEEHERTES Y—IL:WinPrefetchView)
RREITHE Last Run Time

2=l
Rk -
t&al)Tq

ANND : 5156 (Windows T ILA—1) 2T TS9N I+— LT, EHRHHFRISNELT:)
PN r—SqMNEER > P r—2308 0 “Ydevice¥harddiskvolume 2 ¥windows¥system32¥sass.exe”
- R T—OIEE > A -7
- RYRT—OMEER > V=X FK—,-FarI)L: 3897 67 (TCP)
- RYRT—ONEE > AR —F “[ldifde.exe ZEFTLI=054 T TEEREN /= V—X K—F]”

-FEERTESIRR
ESITRAL: EEAR—F
"BE: F—T—F

AANDRD : 4624 (FHOURAERICOT A LELE)
-Oo4> 217 “3”
s RYFT—DfEER > V—X R, T—2 PRLR: [4ANXF5156 (2H 178, ZBETFRLR]”
s Ry T—OMFE > V—X A—F: TANN 5156 [Z508RE /= TR —F]”

R TEHER
EREhf-O—Y: LI aTFt > FHONRE - FHI, RS
LW AUID: Bl asFd> > asF D X oS e IFIZER

ARUHKD : 4634 (FH OO TATLELT)
s YTZIOR > FHDOINE - FHON FAL2 -ATFUID . [ANf 4624 TEEEREN/EDEEIC]”

<fEE>

8 ADEADIO i i a kY (R
AREED HB IR Oy
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3.15.3. dsquery

THOUMEBRDEE > dsquery

<EXEH>
Y—ILZ dsquery
AT TAMEBOIE ‘ ‘ -G H RS 1FER
Y—L YV—ILE TALIMN)HF—ERLY . A—HF DT V—TREDERERETS “ARUND-EHE 4
W E+5 7?7:1_:3'_%)773 '7‘/?*0)1'%#&%?@5_:'&\ WERNFRELTHAMRELRL—Y—OUS/T7UMEZEIRT D . 2{_/LI‘:£ 3
*EHE:'*UFHW] FERRIT: dsquerya Y REITIT \ - "T4—/LFDME
- LS dsqueryaA YU RICE S TIERARES NI R
ZEI1—H—
ER NACLDBE =& T . 2% 1 —F— R TR EBH A VVEEAEET S
¥R 0S Windows
S
BERE | faroAosm % ABBREAOUNO—5 TR
ELWEEHEHRE A DT NIE, FACUIZES ML TOEWNERNS Y E—FTIHEREMG T S ATHE
BiEZORIJL  [389/tcp
H—EX Active Directory Domain Services
Da‘b\g *%ELEEQE - %%ﬁiﬁ %ﬁ'@ﬁ@refetch) -
BN e B -HET: RITHERE (Sysmon-BEERYS—) _
= " e M S 389/tcpDBIS L. KerberosIZ&BOY 1M iEREN S
EITR B ICRERR TSR ANV ETBEEETEHEMTELAL X MHLETAVNMERNMRESNTLAISEIE, BIIL- LI TES
<HEERAB>
B OSQERSF | OJER-BFH BB MO o
ANUKD : 4688 (FHLWTOEAMNMERSNZELT:)
4689 (TOEAMNETLELT)
Ot ER > TOEXE : [E/TT7741/L (dsquery.exe)]”
-FERTEHIEH
-JOEROBK-RTHE : R4y oA+t
TR RERITLEA—Y—4 HIST O > FHO,E
TORRZEZEFTLIEA—YFORAY . BISTOF > FHOU, XL
TOCAETEDIERSEOEE . TOtIEH > F—o F#00E
TO+RORVIE : TOEXEHE > #ETHKE
ANZND : 5156 (Windows T ILA—1) T TSR I+— LT, EHRHHFRISNELS:)
P —Soq 58 > P s—o3208 0 TETT71/L (dsquery.exe)]]”
- LY T—OEH > A EE
AR OY - RYPT—OIEE > FBHETFFLX TRXL>a>,O—>DIPFRLX]”
_ - R D—OfEFER > FEHENR—F-TOarT) . “3897- 67 (TCP) HE
=
T R TESHNE
BESTAR— . V=X A=, X KA O O—=SAI0T EORFFIZERTS
ANUND : 4663 (AT ORADTHORRADRAITESNFELT)
4656 (AT IRADNUFILHRERINELT:)
4658 (A Tz UMK HNURILAELELT)
BT TOEREHR > TOERE: TETITFA/L (dsquery.exe)]”
T T O, > FITOTORE . "C¥Users¥ 1 —1F—E J¥AppData¥l ocal¥Mirosoft¥Windows¥SchCache¥[F X1 £ ]sch”
-FEBTEHER
sIN\VFRIVID: TS OF R NRFAID % 05 QBT IFHIZERT S
SMIBRNE: FPOCLRERIEFHN. PO ( "WriteDataE/=(ZAddFile "~ "AppendDataF7=IFAddSubdirectory E7=/F CreatePipelnstance”)
"HRAE F—T—F ("RDDEE")
0S :Windows ¥ AU RID 4656-4663-46581% . BEICH M EschI 7 ILATFEET BHE EE hSNBLATEEEAH D
a—H—
l
OS:Windows AAN2KRID: 1 (Process Create)
Server 5 (Process Terminated)
a—H— Image : "[FE1T7 71 /L (dsquery.exe)]”
ARbOy
- -FERRTESIER WHE
Sysmon O RDOEE - T BE (UTC) : UteTime
TAaEROATURSAY: CommandLine ¢ 1—HXRI7A(ILAEIRELI-ES. 5I8HA RIS
‘RiTaA—H—%: User
7O+ XID: Processld
= (5 R T7A )4 : C¥Windows¥Prefetch¥[3{T77 4 JL (DSQUERY.EXE) ]-[3X *F 3Il].pf
Prefetch -FERTESER (VL ERALTTREEREFE TES Y—IL: WinPrefetchView)
-REERTHE: Last Run Time
ANZKD : 5156 (Windows FAILA—1) T TSR T+— LT, ERHSFRISNELS)
T r—Sq g > TP or—308 0 “¥device¥harddiskvolume 2 ¥windows¥system32¥isass.exe”
- AR T—OIEE > A EE
s RYNT—OEHR > V—X F—,-FarT): 3897 767 (TCP)
- RYPT—OEE > FEHEAR—F: “[dsquery.exe #FEITLI/=0F4 T+ TEEERENT= Y—R K—F]”
-FERTEDHIER
SEGITRA R EEASA—F
¥ =t
iRk - WHNE
t¥al)Tq ANUND : 4624 (FHOUINIEREICOT AU LELT)
4634 (7HhoobhOog A I7LELT)
-OoF> 2147 3”7
s RYNT—OMEHR > V=R R, T—2 PRLR: [ANF5156 125178, FEFEFRFLR]”
- RYFT—OFER > V—X F—F: T4 N, 5156 (ZG2EREN =, FESEAR—F]”
R TESER
FEREN-A——: L OTF> > FHONE - FHIA FXL>
FHLWBSAUID:  FLoasFdr > asFip X thoodEORFFIZERTS
<fEE>
REOLOLSNTHAZIhS 3
AR D H B I T
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3.16. Y—ILBE LVATUFDEITHIIBEIC RSN SR E

TRIF,Y—ILEXVATUENEITEIN . KENRYIL-CLEHRT HHIMEEZELHT 5.
BE. 0T DFMICEL T, 2 —MMIE&HL TS,

X5 SRE X % TS D I B
LA R TE-I5E . PsExecMEITEIN-A[REEN H D
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