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1 INTRODUCTION

1 Introduction
There is a growing number of XMPP Extension Protocols (XEPs) that provide different build-
ing blocks for XMPP-based applications. XMPP software developers are confronted with the
challenge of finding the right combination of XEPs for a given application profile. Users need
a way to compare applications without resorting to comparing for individual XEP numbers.
This document defines XMPP application Categories based on typical use cases (Core, Web,
IM, Mobile) and Levels (Core, Advanced) based on functionality in the respective category.
For each combination of those, the required XEPs are referenced. As the protocol landscape
changes over time, this document is updated roughly once a year.
For developers, this document provides guidance on which specifications they need to
consider when implementing an application of a certain kind. By completing a compliance
test or performing a self-assessment, they can advertise their implementation as compliant
with a given Category and Level.
For users, this provides an easy way to compare implementations based on their respective
advertised compliance levels and year.
Unless explicitly noted, support for the listed specifications is REQUIRED for compliance
purposes. A feature is considered supported if all comma separated feature providers listed in
the ”Providers” column are implemented (unless otherwise noted).

1.1 Changes since 2021
The following changes were made to the Compliance Suites since XMPP Compliance Suites
2021 (XEP-0443) 1:

• Renamed ”Core Client” and ”Core Server” to ”Client” and ”Server”

• Web category:
– Client: required Connection Mechanism Discovery.

• IM category:
– Advanced Group Chat: replaced Bookmarks Conversion (XEP-0411) 2 with PEP Na-

tive Bookmarks (XEP-0402) 3 conversion

1.2 Changes since 2020
The following changes were made to the Compliance Suites since XMPP Compliance Suites
2020 (XEP-0423) 4:

1XEP-0443: XMPP Compliance Suites 2021 <https://xmpp.org/extensions/xep-0443.html>.
2XEP-0411: Bookmarks Conversion <https://xmpp.org/extensions/xep-0411.html>.
3XEP-0402: PEP Native Bookmarks <https://xmpp.org/extensions/xep-0402.html>.
4XEP-0423: XMPP Compliance Suites 2020 <https://xmpp.org/extensions/xep-0423.html>.
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1 INTRODUCTION

• Introduced new category for A/V Calling.

• IM Category:
– Specifications of note: added Message Styling (XEP-0393) 5, Extended Channel

Search (XEP-0433) 6, Message Retraction (XEP-0424) 7, and Message Moderation
(XEP-0425) 8

1.3 Changes since 2019
The following changes were made to the Compliance Suites since XMPP Compliance Suites
2019 (XEP-0412) 9:

• IM Category:
– Client: added The /me Command (XEP-0245) 10

– Client and Server: added HTTP File Upload (XEP-0363) 11

– Advanced Client: added Jingle File Transfer (XEP-0234) 12, Jingle In-Band
Bytestreams Transport Method (XEP-0261) 13

– Advanced Client and Server: added Bookmarks Conversion (XEP-0411) 14

– Specifications of note: added In-Band Registration (XEP-0077) 15 and Contact Ad-
dresses for XMPP Services (XEP-0157) 16, Consistent Color Generation (XEP-0392)
17, Out-of-Band Data (XEP-0066) 18 and Stateless Inline Media Sharing (XEP-0385)
19

• Mobile Category:
– Specifications of note: added Mobile Considerations on LTE Networks (XEP-0286)

20

• Web Category:

5XEP-0393: Message Styling <https://xmpp.org/extensions/xep-0393.html>.
6XEP-0433: Extended Channel Search <https://xmpp.org/extensions/xep-0433.html>.
7XEP-0424: Message Retraction <https://xmpp.org/extensions/xep-0424.html>.
8XEP-0425: Message Moderation <https://xmpp.org/extensions/xep-0425.html>.
9XEP-0412: XMPP Compliance Suites 2019 <https://xmpp.org/extensions/xep-0412.html>.
10XEP-0245: The /me Command <https://xmpp.org/extensions/xep-0245.html>.
11XEP-0363: HTTP File Upload <https://xmpp.org/extensions/xep-0363.html>.
12XEP-0234: Jingle File Transfer <https://xmpp.org/extensions/xep-0234.html>.
13XEP-0261: Jingle In-Band Bytestreams Transport Method <https://xmpp.org/extensions/xep-0261.html>.
14XEP-0411: Bookmarks Conversion <https://xmpp.org/extensions/xep-0411.html>.
15XEP-0077: In-Band Registration <https://xmpp.org/extensions/xep-0077.html>.
16XEP-0157: Contact Addresses for XMPP Services <https://xmpp.org/extensions/xep-0157.html>.
17XEP-0392: Consistent Color Generation <https://xmpp.org/extensions/xep-0392.html>.
18XEP-0066: Out of Band Data <https://xmpp.org/extensions/xep-0066.html>.
19XEP-0385: Stateless Inline Media Sharing (SIMS) <https://xmpp.org/extensions/xep-0385.html>.
20XEP-0286: Mobile Considerations on LTE Networks <https://xmpp.org/extensions/xep-0286.html>.
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2 COMPLIANCE CATEGORIES

– Advanced Web: added Discovering Alternative XMPP Connection Methods (XEP-
0156) 21

2 Compliance Categories
2.1 Core Compliance Suite

Feature Server Client Advanced
Server

Advanced
Client

Providers

Core features � � � � RFC 6120
RFC 6120:
Extensible
Messag-
ing and
Presence
Protocol
(XMPP):
Core
<http://tools.ietf.org/html/rfc6120>.
RFC 7622
RFC 7622:
Extensible
Messag-
ing and
Presence
Protocol
(XMPP):
Address
Format
<http://tools.ietf.org/html/rfc7622>.
is not listed
due to the
unclear
interop-
erability
impact
of using
PRECIS and
Stringprep
in the same
ecosystem.

21XEP-0156: Discovering Alternative XMPP ConnectionMethods <https://xmpp.org/extensions/xep-0156.htm
l>.
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2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

TLS � � � � RFC 7590
RFC 7590:
Use of
Transport
Layer
Security
(TLS) in the
Extensible
Messag-
ing and
Presence
Proto-
col (XMPP)
<http://tools.ietf.org/html/rfc7590>.

Direct TLS � � �Server
support of
XEP-0368
means
having
the ability
to accept
direct TLS
connec-
tions.

� SRV
records
for XMPP
over TLS
(XEP-0368)
XEP-
0368: SRV
records
for XMPP
over TLS
<https://xmpp.org/extensions/xep-
0368.html>.

Feature discovery � � � � Service
Discovery
(XEP-0030)
XEP-0030:
Service
Discovery
<https://xmpp.org/extensions/xep-
0030.html>.

Feature broadcasts � � � � Entity Ca-
pabilities
(XEP-0115)
XEP-0115:
Entity Ca-
pabilities
<https://xmpp.org/extensions/xep-
0115.html>.
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2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

Server Extensibility � N/A � N/A Jabber
Com-
ponent
Protocol
(XEP-0114)
XEP-0114:
Jabber
Com-
ponent
Protocol
<https://xmpp.org/extensions/xep-
0114.html>.

Event publishing � � �While
’Personal
Eventing
Protocol’
does not
require
all the
features of
’Publish-
Subscribe’
to be avail-
able on the
users’ JIDs,
and nor
does this
suite, it is
desirable
for this to
be the case
and it is
expected
that this
will a re-
quirement
of future
Com-
pliance
Suites.

� Personal
Eventing
Protocol
(XEP-0163)
XEP-0163:
Personal
Eventing
Protocol
<https://xmpp.org/extensions/xep-
0163.html>.
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2 COMPLIANCE CATEGORIES

2.2 Web Compliance Suite
To be considered XMPP web compliant, all features from the core compliance category must
be met, as well as all features in this suite.
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2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

Web Connection Mechanisms �Support
can be
enabled
via an
external
com-
ponent
or an
internal
server
mod-
ule/plu-
gin. If
claim-
ing
com-
pliance
using
such
an ad-
dition,
the nec-
essary
compo-
nents/-
mod-
ules/-
plugins
MUST
be
detailed.

�Only
one
of the
recom-
mended
providers
must be
imple-
mented
for com-
pliance.

�Support
can be
enabled
via an
external
com-
ponent
or an
internal
server
mod-
ule/plu-
gin. If
claim-
ing
com-
pliance
using
such
an ad-
dition,
the nec-
essary
compo-
nents/-
mod-
ules/-
plugins
MUST
be
detailed.

�Only
one
of the
recom-
mended
providers
must be
imple-
mented
for com-
pliance.

RFC
7395
RFC
7395:
An Ex-
tensible
Messag-
ing and
Pres-
ence
Protocol
(XMPP)
Subpro-
tocol for
Web-
Socket
<http://tools.ietf.org/html/rfc7395>.,
XMPP
Over
BOSH
(XEP-
0206)
XEP-
0206:
XMPP
Over
BOSH
<https://xmpp.org/extensions/xep-
0206.html>.
(See
also:
BOSH
(XEP-
0124)
XEP-
0124:
Bidirectional-
streams
Over
Syn-
chronous
HTTP
<https://xmpp.org/extensions/xep-
0124.html>.)
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2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

Connection Mechanism Discovery � � N/A � Discovering
Alter-
native
XMPP
Con-
nection
Meth-
ods
(XEP-
0156)
XEP-
0156:
Discov-
ering
Alter-
native
XMPP
Con-
nection
Meth-
ods
<https://xmpp.org/extensions/xep-
0156.html>.

2.3 IM Compliance Suite
To be considered XMPP IM compliant, all features from the core compliance category must be
met, as well as all features in this suite.
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2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

Core features � � � � RFC
6121
RFC
6121:
Ex-
ten-
sible
Mes-
sag-
ing
and
Pres-
ence
Pro-
tocol
(XMPP):
In-
stant
Mes-
sag-
ing
and
Pres-
ence
<http://tools.ietf.org/html/rfc6121>.

The /me Command N/A � N/A � The
/me
Com-
mand
(XEP-
0245)
XEP-
0245:
The
/me
Com-
mand
<https://xmpp.org/extensions/xep-
0245.html>.
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2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

User Avatars N/A � N/A �Not
re-
quired
for
com-
mand
line
or ter-
minal
based
inter-
faces.

User
Avatar
(XEP-
0084)
XEP-
0084:
User
Avatar
<https://xmpp.org/extensions/xep-
0084.html>.
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2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

User Avatar Compatibility � � � �Not
re-
quired
for
com-
mand
line
or ter-
minal
based
inter-
faces.

User
Avatar
to
vCard-
Based
Avatars
Con-
ver-
sion
(XEP-
0398)
XEP-
0398:
User
Avatar
to
vCard-
Based
Avatars
Con-
ver-
sion
<https://xmpp.org/extensions/xep-
0398.html>.,
vCard-
Based
Avatars
(XEP-
0153)
XEP-
0153:
vCard-
Based
Avatars
<https://xmpp.org/extensions/xep-
0153.html>.
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2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

vcard-temp � � � � vcard-
temp
(XEP-
0054)
XEP-
0054:
vcard-
temp
<https://xmpp.org/extensions/xep-
0054.html>.

Outbound Message Synchronization � � � � Message
Car-
bons
(XEP-
0280)
XEP-
0280:
Mes-
sage
Car-
bons
<https://xmpp.org/extensions/xep-
0280.html>.

User Blocking � � � � Blocking
Com-
mand
(XEP-
0191)
XEP-
0191:
Block-
ing
Com-
mand
<https://xmpp.org/extensions/xep-
0191.html>.

12



2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

Group Chat �Support
can
be en-
abled
via an
exter-
nal
com-
po-
nent
or an
inter-
nal
server
mod-
ule/-
plu-
gin. If
claim-
ing
com-
pli-
ance
using
such
an
addi-
tion,
the
nec-
essary
com-
po-
nents/-
mod-
ules/-
plu-
gins
MUST
be de-
tailed.

�Support
for
the
Entity
Use
Cases
and
Occu-
pant
Use
Cases
is RE-
QUIRED;
sup-
port
for
the
re-
main-
ing
use
cases
is
REC-
OM-
MENDED.

�Support
can
be en-
abled
via an
exter-
nal
com-
po-
nent
or an
inter-
nal
server
mod-
ule/-
plu-
gin. If
claim-
ing
com-
pli-
ance
using
such
an
addi-
tion,
the
nec-
essary
com-
po-
nents/-
mod-
ules/-
plu-
gins
MUST
be de-
tailed.

�Support
for
the
Entity
Use
Cases
and
Occu-
pant
Use
Cases
is RE-
QUIRED;
sup-
port
for
the
re-
main-
ing
use
cases
is
REC-
OM-
MENDED.

Multi-
User
Chat
(XEP-
0045)
XEP-
0045:
Multi-
User
Chat
<https://xmpp.org/extensions/xep-
0045.html>.Implementations
should
take
note
that
future
ver-
sions
of
these
com-
pli-
ance
suites
may
rely
on
Medi-
ated
Infor-
ma-
tion
eX-
change
(MIX)
(XEP-
0369)
XEP-
0369:
Medi-
ated
Infor-
ma-
tion
eX-
change
(MIX)
<https://xmpp.org/extensions/xep-
0369.html>.
in-
stead.,
Direct
MUC
In-
vita-
tions
(XEP-
0249)
XEP-
0249:
Direct
MUC
In-
vita-
tions
<https://xmpp.org/extensions/xep-
0249.html>.
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2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

Advanced Group Chat � � �Support
can
be en-
abled
via an
exter-
nal
com-
po-
nent
or an
inter-
nal
server
mod-
ule/-
plu-
gin. If
claim-
ing
com-
pli-
ance
using
such
an
addi-
tion,
the
nec-
essary
com-
po-
nents/-
mod-
ules/-
plu-
gins
MUST
be de-
tailed.

� Bookmark
Stor-
age
(XEP-
0048)
XEP-
0048:
Book-
mark
Stor-
age
<https://xmpp.org/extensions/xep-
0048.html>.,
Mes-
sage
Archive
Man-
age-
ment
(XEP-
0313)
XEP-
0313:
Mes-
sage
Archive
Man-
age-
ment
<https://xmpp.org/extensions/xep-
0313.html>.Support
for re-
quest-
ing
his-
tory
from
aMUC
archive
as op-
posed
to
from
the
user’s
ac-
count.,
PEP
Na-
tive
Book-
marks
(XEP-
0402)
XEP-
0402:
PEP
Na-
tive
Book-
marks
<https://xmpp.org/extensions/xep-
0402.html>.Usage
of
which
should
only
hap-
pen
when
the
’urn:xmpp:bookmarks:1#compat’
is ex-
posed
by the
server,
other-
wise
Pri-
vate
XML
Stor-
age
(XEP-
0049)
XEP-
0049:
Pri-
vate
XML
Stor-
age
<https://xmpp.org/extensions/xep-
0049.html>.
should
be
used
in-
stead.,
MUC
Self-
Ping
(Schrödinger’s
Chat)
(XEP-
0410)
XEP-
0410:
MUC
Self-
Ping
(Schrödinger’s
Chat)
<https://xmpp.org/extensions/xep-
0410.html>.
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2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

Persistent Storage of Private Data via PubSub � � �Support
can
be en-
abled
via an
exter-
nal
com-
po-
nent
or an
inter-
nal
server
mod-
ule/-
plu-
gin. If
claim-
ing
com-
pli-
ance
using
such
an
addi-
tion,
the
nec-
essary
com-
po-
nents/-
mod-
ules/-
plu-
gins
MUST
be de-
tailed.

� Best
Prac-
tices
for
Per-
sis-
tent
Stor-
age of
Pri-
vate
Data
via
Publish-
Subscribe
(XEP-
0223)
XEP-
0223:
Best
Prac-
tices
for
Per-
sis-
tent
Stor-
age of
Pri-
vate
Data
via
Publish-
Subscribe
<https://xmpp.org/extensions/xep-
0223.html>.
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2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

Private XML Storage � � �Support
can
be en-
abled
via an
exter-
nal
com-
po-
nent
or an
inter-
nal
server
mod-
ule/-
plu-
gin. If
claim-
ing
com-
pli-
ance
using
such
an
addi-
tion,
the
nec-
essary
com-
po-
nents/-
mod-
ules/-
plu-
gins
MUST
be de-
tailed.

� Private
XML
Stor-
age
(XEP-
0049)
XEP-
0049:
Pri-
vate
XML
Stor-
age
<https://xmpp.org/extensions/xep-
0049.html>.
(only
rec-
om-
mended
for
legacy
book-
marks
sup-
port)
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2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

Stream Management � � � � Stream
Man-
age-
ment
(XEP-
0198)
XEP-
0198:
Stream
Man-
age-
ment
<https://xmpp.org/extensions/xep-
0198.html>.

Message Acknowledgements N/A � N/A � Message
De-
livery
Re-
ceipts
(XEP-
0184)
XEP-
0184:
Mes-
sage
De-
livery
Re-
ceipts
<https://xmpp.org/extensions/xep-
0184.html>.
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2 COMPLIANCE CATEGORIES

Feature Server Client Advanced
Server

Advanced
Client

Providers

History Storage / Retrieval � � � � Message
Archive
Man-
age-
ment
(XEP-
0313)
XEP-
0313:
Mes-
sage
Archive
Man-
age-
ment
<https://xmpp.org/extensions/xep-
0313.html>.

Chat States N/A � N/A � Chat
State
Noti-
fica-
tions
(XEP-
0085)
XEP-
0085:
Chat
State
Noti-
fica-
tions
<https://xmpp.org/extensions/xep-
0085.html>.
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Feature Server Client Advanced
Server

Advanced
Client

Providers

Message Correction N/A � N/A � Last
Mes-
sage
Cor-
rec-
tion
(XEP-
0308)
XEP-
0308:
Last
Mes-
sage
Cor-
rec-
tion
<https://xmpp.org/extensions/xep-
0308.html>.
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Feature Server Client Advanced
Server

Advanced
Client

Providers

File Upload �Support
can
be en-
abled
via an
exter-
nal
com-
po-
nent
or an
inter-
nal
server
mod-
ule/-
plu-
gin. If
claim-
ing
com-
pli-
ance
using
such
an
addi-
tion,
the
nec-
essary
com-
po-
nents/-
mod-
ules/-
plu-
gins
MUST
be de-
tailed.

� �Support
can
be en-
abled
via an
exter-
nal
com-
po-
nent
or an
inter-
nal
server
mod-
ule/-
plu-
gin. If
claim-
ing
com-
pli-
ance
using
such
an
addi-
tion,
the
nec-
essary
com-
po-
nents/-
mod-
ules/-
plu-
gins
MUST
be de-
tailed.

� HTTP
File
Up-
load
(XEP-
0363)
XEP-
0363:
HTTP
File
Up-
load
<https://xmpp.org/extensions/xep-
0363.html>.
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Feature Server Client Advanced
Server

Advanced
Client

Providers

Direct File Transfer N/A � N/A � Jingle
File
Trans-
fer
(XEP-
0234)
XEP-
0234:
Jingle
File
Trans-
fer
<https://xmpp.org/extensions/xep-
0234.html>.,
Jingle
In-
Band
Bytestreams
Trans-
port
Method
(XEP-
0261)
XEP-
0261:
Jingle
In-
Band
Bytestreams
Trans-
port
Method
<https://xmpp.org/extensions/xep-
0261.html>.

Further specifications of note, which are not required for compliance:

• For public IM networks: In-Band Registration (XEP-0077) 22 (should be supported, but
not enabled in default server configurations) and Contact Addresses for XMPP Services

22XEP-0077: In-Band Registration <https://xmpp.org/extensions/xep-0077.html>.
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(XEP-0157) 23

• File uploads should be indicated using Out-of-Band Data (XEP-0066) 24, optionally also
using Stateless Inline Media Sharing (XEP-0385) 25

• Consistent Color Generation (XEP-0392) 26 for cross-client consistency of user names

• Message Styling (XEP-0393) 27 for simple styling of plaintext messages that is loosely
compatible with legacy IM networks

• Extended Channel Search (XEP-0433) 28 to improve the discovery of public rooms hosted
on a domain

• Message Retraction (XEP-0424) 29 and Message Moderation (XEP-0425) 30 for managing
misbehavior in public rooms

2.4 Mobile Compliance Suite
To be considered XMPP mobile compliant, all features from the core compliance category
must be met, as well as all features in this suite.

Feature Server Client Advanced
Server

Advanced
Client

Providers

Stream Management � � � � Stream
Man-
agement
(XEP-
0198)
XEP-
0198:
Stream
Man-
agement
<https://xmpp.org/extensions/xep-
0198.html>.

23XEP-0157: Contact Addresses for XMPP Services <https://xmpp.org/extensions/xep-0157.html>.
24XEP-0066: Out of Band Data <https://xmpp.org/extensions/xep-0066.html>.
25XEP-0385: Stateless Inline Media Sharing (SIMS) <https://xmpp.org/extensions/xep-0385.html>.
26XEP-0392: Consistent Color Generation <https://xmpp.org/extensions/xep-0392.html>.
27XEP-0393: Message Styling <https://xmpp.org/extensions/xep-0393.html>.
28XEP-0433: Extended Channel Search <https://xmpp.org/extensions/xep-0433.html>.
29XEP-0424: Message Retraction <https://xmpp.org/extensions/xep-0424.html>.
30XEP-0425: Message Moderation <https://xmpp.org/extensions/xep-0425.html>.
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Feature Server Client Advanced
Server

Advanced
Client

Providers

Client State Indication � � � � Client
State In-
dication
(XEP-
0352)
XEP-
0352:
Client
State In-
dication
<https://xmpp.org/extensions/xep-
0352.html>.

Third Party Push Notifications � � �Support
can be
enabled
via an
external
com-
ponent
or an
internal
server
mod-
ule/plu-
gin. If
claiming
com-
pliance
using
such an
addition,
the nec-
essary
compo-
nents/-
mod-
ules/-
plugins
MUST be
detailed.

�Only
on plat-
forms
that
disallow
long-
lasting
back-
ground
connec-
tions.

Push
Notifi-
cations
(XEP-
0357)
XEP-
0357:
Push
Notifi-
cations
<https://xmpp.org/extensions/xep-
0357.html>.
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2 COMPLIANCE CATEGORIES

Further specifications of note, which are not required for compliance:

• Mobile Considerations on LTE Networks (XEP-0286) 31

2.5 A/V Calling Compliance Suite
To be considered XMPP A/V calling compliant, all features from the core compliance category
must be met, as well as all features in this suite.

Feature Server Client Advanced
Server

Advanced
Client

Providers

Call Setup N/A � N/A � Jingle
RTP
Ses-
sions
(XEP-
0167)
XEP-
0167:
Jingle
RTP
Ses-
sions
<https://xmpp.org/extensions/xep-
0167.html>.,
Jingle
Mes-
sage
Initi-
ation
(XEP-
0353)
XEP-
0353:
Jingle
Mes-
sage
Initi-
ation
<https://xmpp.org/extensions/xep-
0353.html>.

31XEP-0286: Mobile Considerations on LTE Networks <https://xmpp.org/extensions/xep-0286.html>.
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Feature Server Client Advanced
Server

Advanced
Client

Providers

Transport N/A � N/A � Jingle
ICE-
UDP
Trans-
port
Method
(XEP-
0176)
XEP-
0176:
Jingle
ICE-
UDP
Trans-
port
Method
<https://xmpp.org/extensions/xep-
0176.html>.

Encryption N/A � N/A � Use of
DTLS-
SRTP
in
Jingle
Ses-
sions
(XEP-
0320)
XEP-
0320:
Use of
DTLS-
SRTP
in
Jingle
Ses-
sions
<https://xmpp.org/extensions/xep-
0320.html>.
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Feature Server Client Advanced
Server

Advanced
Client

Providers

STUN/TURN server discovery � � � � External
Service
Dis-
covery
(XEP-
0215)
XEP-
0215:
Ex-
ternal
Service
Dis-
covery
<https://xmpp.org/extensions/xep-
0215.html>.
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Feature Server Client Advanced
Server

Advanced
Client

Providers

Quality and Performance improvements N/A � N/A � Jingle
RTP
Feed-
back
Nego-
tiation
(XEP-
0293)
XEP-
0293:
Jingle
RTP
Feed-
back
Negotiation<https://xmpp.org/extensions/xep-
0293.html>.,
Jingle
RTP
Header
Exten-
sions
Nego-
tiation
(XEP-
0294)
XEP-
0294:
Jingle
RTP
Header
Exten-
sions
Nego-
tiation
<https://xmpp.org/extensions/xep-
0294.html>.,
Jingle
Group-
ing
Frame-
work
(XEP-
0338)
XEP-
0338:
Jingle
Group-
ing
Frame-
work
<https://xmpp.org/extensions/xep-
0338.html>.,
Source-
Specific
Media
At-
tributes
in Jin-
gle
(XEP-
0339)
XEP-
0339:
Source-
Specific
Media
At-
tributes
in
Jingle
<https://xmpp.org/extensions/xep-
0339.html>.
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3 FUTURE DEVELOPMENT

3 Future Development
This section outlines the protocol specifications that are relevant for developers, but are not
ready yet to be required for Compliance. Developers are encouraged to implement those and
to share their experience and feedback.

• Client connection optimizations: Bind 2.0 (XEP-0386) 32 and IM Routing-NG (XEP-0409)
33, maybe also Instant Stream Resumption (XEP-0397) 34

• Improved on-boarding of new users:
– Easy User Onboarding (XEP-0401) 35 to create account invitations
– Pre-Authenticated Roster Subscription (XEP-0379) 36 for contact invitations
– Pre-Authenticated In-Band Registration (XEP-0445) 37 to register accounts based

on an invitation

• Displayed Markers (XEP-0333) 38

• Mediated Information eXchange (MIX) (XEP-0369) 39

• End-to-End Encryption (E2EE): ExplicitMessage Encryption (XEP-0380) 40 for tagging en-
crypted messages, Stanza Content Encryption (XEP-0420) 41 to protect all payloads; and
also one or multiple of the following for actual encryption:

– OMEMO Encryption (XEP-0384) 42 and Jingle Encrypted Transports - OMEMO (XEP-
0396) 43

– OpenPGP for XMPP Instant Messaging (XEP-0374) 44

• PEP Native Bookmarks (XEP-0402) 45 to phase out Bookmark Storage (XEP-0048) 46 and
Private XML Storage (XEP-0049) 47

32XEP-0386: Bind 2.0 <https://xmpp.org/extensions/xep-0386.html>.
33XEP-0409: IM Routing-NG <https://xmpp.org/extensions/xep-0409.html>.
34XEP-0397: Instant Stream Resumption <https://xmpp.org/extensions/xep-0397.html>.
35XEP-0401: Easy User Onboarding <https://xmpp.org/extensions/xep-0401.html>.
36XEP-0379: Pre-Authenticated Roster Subscription <https://xmpp.org/extensions/xep-0379.html>.
37XEP-0445: Pre-Authenticated In-Band Registration <https://xmpp.org/extensions/xep-0445.html>.
38XEP-0333: Displayed Markers <https://xmpp.org/extensions/xep-0333.html>.
39XEP-0369: Mediated Information eXchange (MIX) <https://xmpp.org/extensions/xep-0369.html>.
40XEP-0380: Explicit Message Encryption <https://xmpp.org/extensions/xep-0380.html>.
41XEP-0420: Stanza Content Encryption <https://xmpp.org/extensions/xep-0420.html>.
42XEP-0384: OMEMO Encryption <https://xmpp.org/extensions/xep-0384.html>.
43XEP-0396: Jingle Encrypted Transports - OMEMO <https://xmpp.org/extensions/xep-0396.html>.
44XEP-0374: OpenPGP for XMPP Instant Messaging <https://xmpp.org/extensions/xep-0374.html>.
45XEP-0402: PEP Native Bookmarks <https://xmpp.org/extensions/xep-0402.html>.
46XEP-0048: Bookmark Storage <https://xmpp.org/extensions/xep-0048.html>.
47XEP-0049: Private XML Storage <https://xmpp.org/extensions/xep-0049.html>.

28

https://xmpp.org/extensions/xep-0386.html
https://xmpp.org/extensions/xep-0409.html
https://xmpp.org/extensions/xep-0397.html
https://xmpp.org/extensions/xep-0401.html
https://xmpp.org/extensions/xep-0379.html
https://xmpp.org/extensions/xep-0445.html
https://xmpp.org/extensions/xep-0333.html
https://xmpp.org/extensions/xep-0369.html
https://xmpp.org/extensions/xep-0380.html
https://xmpp.org/extensions/xep-0420.html
https://xmpp.org/extensions/xep-0384.html
https://xmpp.org/extensions/xep-0396.html
https://xmpp.org/extensions/xep-0396.html
https://xmpp.org/extensions/xep-0374.html
https://xmpp.org/extensions/xep-0402.html
https://xmpp.org/extensions/xep-0048.html
https://xmpp.org/extensions/xep-0049.html
https://xmpp.org/extensions/xep-0386.html
https://xmpp.org/extensions/xep-0409.html
https://xmpp.org/extensions/xep-0397.html
https://xmpp.org/extensions/xep-0401.html
https://xmpp.org/extensions/xep-0379.html
https://xmpp.org/extensions/xep-0445.html
https://xmpp.org/extensions/xep-0333.html
https://xmpp.org/extensions/xep-0369.html
https://xmpp.org/extensions/xep-0380.html
https://xmpp.org/extensions/xep-0420.html
https://xmpp.org/extensions/xep-0384.html
https://xmpp.org/extensions/xep-0396.html
https://xmpp.org/extensions/xep-0374.html
https://xmpp.org/extensions/xep-0402.html
https://xmpp.org/extensions/xep-0048.html
https://xmpp.org/extensions/xep-0049.html
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• Component Connections (XEP-0225) 48 to phase out Jabber Component Protocol (XEP-
0114) 49

• Entity Capabilities 2.0 (XEP-0390) 50 to phase out Entity Capabilities (XEP-0115) 51

• Service Outage Status (XEP-0455) 52

4 Implementation Notes
Some of the protocol specifications referenced herein have their own dependencies; develop-
ers need to consult the relevant specifications for further information.

5 Security Considerations
This document introduces no additional security considerations above and beyond those
defined in the documents on which it depends.

6 IANA Considerations
This document requires no interaction with the Internet Assigned Numbers Authority (IANA)
53.

7 XMPP Registrar Considerations
This document requires no interaction with the XMPP Registrar 54.

48XEP-0225: Component Connections <https://xmpp.org/extensions/xep-0225.html>.
49XEP-0114: Jabber Component Protocol <https://xmpp.org/extensions/xep-0114.html>.
50XEP-0390: Entity Capabilities 2.0 <https://xmpp.org/extensions/xep-0390.html>.
51XEP-0115: Entity Capabilities <https://xmpp.org/extensions/xep-0115.html>.
52XEP-0455: Service Outage Status <https://xmpp.org/extensions/xep-0455.html>.
53The Internet Assigned Numbers Authority (IANA) is the central coordinator for the assignment of unique pa-

rameter values for Internet protocols, such as port numbers and URI schemes. For further information, see
<http://www.iana.org/>.

54The XMPP Registrar maintains a list of reserved protocol namespaces as well as registries of parameters used in
the context of XMPP extension protocols approved by the XMPP Standards Foundation. For further informa-
tion, see <https://xmpp.org/registrar/>.
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