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Abstract—Selfish mining attacks present a serious threat to
Bitcoin security, enabling a miner with less than 51% of the
network hashrate to gain higher rewards than when mining
honestly. A growing body of works has studied the impact of such
attacks and presented numerous strategies under a variety of
model settings. This led to a complex landscape with conclusions
that are often exclusive to certain model assumptions. This growing
complexity makes it hard to comprehend the state of the art and
distill its impact and trade-offs.

In this paper, we demystify the landscape of selfish mining by
presenting a systematization framework of existing studies and
evaluating their strategies under realistic model adaptations. To
the best of our knowledge, our work is the first of its kind. We
develop a multi-dimensional systematization framework assessing
prior works based on their strategy formulation and targeted
models. We go on to distill a number of insights and gaps clarifying
open questions and understudied areas. Among them, we find that
most studies target the block-reward setting and do not account for
transaction fees, and generally study the single attacker case. To
bridge this gap, we evaluate many of the existing strategies in the
no-block-reward setting—so miner’s incentives come solely from
transaction fees—for both the single and multi-attacker scenarios.
We also extend their models to include a realistic honest-but-
rational miners showing how such adaptations could garner more-
performant strategy variations. Finally, we touch upon defenses
proposed in the literature, and discuss connections between selfish
mining and relevant incentivized/fee-driven paradigms.

Index Terms—Bitcoin, selfish mining, transaction-fee regime.

I. INTRODUCTION

It was a longstanding belief that Bitcoin’s protocol is
incentive compatible, and so the network is secure so long
as the majority of the mining power is honest. However, the
seminal work of Eyal and Sirer [1] invalidated this belief; they
showed that selfish mining allows an attacker who controls
33% of the network hashrate to profit more than expected and
effectively control the blockchain.

Selfish mining is a temporary block-withholding attack. It
aims to waste other miners’ computation by withholding and
selectively publishing locally-mined blocks to the public chain,
and hence, devoiding the work of other miners as their blocks
get abandoned. Selfish mining strategies vary based on the exact
conditions under which a selfish miner withholds/publishes
blocks. In general, these strategies exploit the longest-chain rule
of Nakamoto-style blockchains and its fork selection process.
Selfish mining presents a clear threat to blockchain security;
it enables selfish miners to earn more than their fair share of
incentives, and to some extent control the blockchain content,
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at a lower hashrate threshold than the majority—thus lowering
the security threshold of the network.

A myriad of research has emerged evaluating the impact
of selfish mining attacks [1]-[20]. Alongside devising new
strategy variants that are more performant (i.e., profitable) than
classical ones [1], these works also examine various model
settings and parameterizations, such as accounting for broadcast
latency [7], [8], [21] and varying the number of attackers [3],
[6], [9], [11], [22], while others define optimal strategies for
particular settings [5], [6]. Moreover, new strategy families
have been formulated based on more granular attacker behavior
with respect to block withholding and publishing [3], [4], [10],
[15]. Finally, a few works have studied selfish mining for
systems other than Bitcoin, including Ethereum [18], [19],
[23], Filecoin [17], and Cardano [15].

This expanding landscape makes it hard to understand the
impact of selfish mining strategies on blockchain security and
their effectiveness. These strategies are analyzed across diverse
model settings spanning multiple blockchain specifications,
number of attackers, and incentive formulations. At the same
time, a careful inspection reveals that most of existing works
focused on particular paradigms, mainly in the block reward
model for single attackers, thus fracturing the results to be
largely model-specific. This in effect complicates the process
of assessing the current state of the art. Due to their impact on
blockchain security, a holistic understanding of selfish mining
strategies and models is a key to incorporating the observations
of these works in blockchain security modeling and analysis.

A. Contributions

To address this challenge, we develop a systematization
of knowledge of selfish mining studies. To the best of our
knowledge, our work is the first of its kind that not only
systematizes existing works, but also empirically studies selfish
mining under more realistic model adaptations. On the one
hand, our work makes it easier to understand the landscape
of selfish mining and clearly distill the impact on blockchain
security. On the second hand, it bridges many of the gaps in
this landscape by studying new strategy variants under model
adaptations that existing works did not cover. In particular, we
make the following contributions.

Systematization framework. We develop a two-category
systematization framework for prior selfish mining works
covering two dimensions: strategy formulation and model



formulation. To offer more granular insights, we introduce
several sub-dimensions covering profitability notions and action
update criteria for strategies, while for models, these sub-
dimensions cover the number of attackers, incentive models,
network configuration, and various miner behaviors or threat
models. We believe that our framework offers a versatile and
holistic approach for the evaluation of (existing and future)
selfish mining works, enabling a clear path to understanding
them and distilling security impacts and trade-offs.

Analyzing existing works. Leveraging our systematization
framework, we analyze and categorize 21 selfish mining
attack works. Our findings show that 13 works include new
strategy formulations, where naturally most of them focus on
maximizing profitability. Whereas, in terms of model settings,
we find that these works vary based on the number of attackers
included—single or multi attackers, generally follow three
incentive models—whether blocks rewards and transaction
fees are covered, and many of them account for the network
configuration impact on the attack success. However, a few of
these works considered rationality of honest miners beside the
regular selfish vs. honest miner threat model.

Distilling insights and identifying gaps. Our analysis
highlights a number of overarching insights and calls attention
to a number of open questions. For example, in context to
model formulation, we find that only 3 of the 21 works include
transaction-fees in their modeling; 2 works consider both block
rewards and transaction fees, and only 1 study examines the no
block-reward model (i.e., incentives come only from transaction
fees, known as the transaction-fee regime). In a similar vein,
we find that only 7 works consider the multi-attacker setting—
none of them accounts for transaction fees. These gaps point
to a larger trend of selfish mining attacks being understudied
outside the block-reward only model.

Extensive study of strategies in the transaction-fee regime.
To complement the findings of our systematization study, and
aid in closing some of the gaps, we evaluate many of the
existing strategies in the transaction-fee regime to assess their
profitability both internally amongst each other, and externally
compared to the block-reward model. In particular, utilizing
a mining simulator, we implement and evaluate 11 existing
strategies across several different models, including the single
and multi-attacker setting (to our knowledge, this is the first
study of the multi-attacker setting in the transaction-fee regime).
Our assessment finds new (lower) profitability thresholds for
many existing strategies, and highlights the dominant (most
profitable) strategies among regions of the parameter space.

Furthermore, we extend the selfish mining model to include
honest-but-rational miners. In doing so, we find a new mutually-
beneficial relationship between selfish miners and honest-but-
rational ones during the fork selection process. Specifically,
this may facilitate existing selfish mining strategies to become
more profitable while providing additional incentives to honest-
but-rational miners in the form of expected future revenue
from transactions fees. In addition, we show how this new
environment can foster strategy variants that can further
benefit from this newfound relationship. For example, the 33%
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Fig. 1: Timeline of selfish mining attacks and defenses.

profitability threshold of classic selfish mining is reduced to
26.5% (under 25% honest-but-rational miners). Moreover, we
study strategy composition in which attackers follow multiple
strategies, and show further security threshold reduction.

Discussion and additional remarks. Showing security
attacks is important as it corrects any misconceptions on the
security state of systems and current practices. It also serves as a
motivation for developing proper security countermeasures and
defenses. Thus, we conclude with examining whether selfish
mining can be detected when it takes place, and the current
state of defenses against selfish mining. Moreover, we examine
connections between selfish mining and incentivized mining
strategies, the notion of miner extractable value (MEV), and
fee-driven systems such as blockchain-based resource markets.
Lastly, we briefly discuss current efforts on studying selfish
mining in systems other than Bitcoin.

B. Related Work

To the best of our knowledge, there have been no prior
work on systematizing selfish mining attacks and their models.
On the side of defenses, [24], [25] provided surveys of
selfish mining countermeasures studying their features and
limitations. In contrast, we focus on the attack side of the
selfish mining landscape, categorizing these attacks according
to the underlying characteristics that define their strategies and
distinct model settings under which they are examined. Thus,
we view [24], [25] as complementary to our work; combined
they offer a holistic view of selfish mining attacks and defenses.

II. SYSTEMATIZATION FRAMEWORK

We develop a systematization framework corresponding to
the features of the examined selfish mining attacks. Generally,
our framework covers two dimensions including the attack
strategies, and the models/settings under which these strategies
have been studied. The timeline, shown in Figure 1, traces the
evolution of these works across these dimensions (to provide
a holistic view, the figure also traces the evolution of defenses
to show the contrast between the attack and defense arena).

Strategy Formulation. This encompasses the conceptualiza-
tion of selfish mining strategies characterized by their behaviors
and actions, such as when and what block to mine on and when
to reveal the withheld blocks. Examining 13 selfish mining



TABLE I: Categorization of selfish mining strategy formulation.

Category Dimension
20 (100 |6
Profitability PFoﬁt maximizing o v v v
Time-to-profit minimzing
Update Lead dependent v
Criteria Context aware v v

works that formulate selfish mining strategies.! we observe that
these strategies can be split into two categories: (1) the notions
of profitability and (2) the update criteria, i.e., what triggers an
action. For profitability, we find that the studied attacks can be
split based on two goal: the natural profit-maximizing goal in
terms of collecting more rewards, and time-to-profit minimizing
that aims to minimize the time it takes for a strategy to become
profitable. By update criteria, we find that strategies can be
split into: lead-dependent that are triggered solely based on
updates to the lead between the height of a selfish miner’s
private chain and the public chain, and context-aware that rely
on additional context either from the blockchain view or the
underlying protocol specifications to trigger actions (e.g., block
value or mining difficulty).

Model Formulation. Selfish mining strategies are examined
under various model settings. Understanding these models
is critical for assessing the security impact of a particular
strategy. While studying the surveyed works, we observe four
categorizes of influencing system model factors: (1) number
of selfish miners (or attackers) in the system, (2) incentive
model mainly focusing on the inclusion of transaction fees
when computing mining rewards, (3) network configuration
covering parameters related to the network protocol, such as
propagation delays, and (4) assumptions on miner behavior or
threat model accounting for rationality of non-selfish miners
(beside the traditional selfish vs. honest miner threat model).

We examine prior works across each of the above dimensions,
and their sub-dimensions, in the next two sections.

III. STRATEGY FORMULATION

Selfish mining basically relies on withholding and selectively
publishing locally-mined blocks. A particular strategy specifies
which block to mine on, and when to publish the withheld
blocks (or even abandon them and start over). The seminal
classic selfish mining [1] relies on the relative lead of the private
chain, i.e., the locally withheld blocks, over the public chain’s
height to trigger actions. Several followup works presented
variations of that. In studying these works, as shown in Table I,
we classify their strategies based on profitability goals and their
update criteria. We also offer fine-grained sub-categories to
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highlight the distinguishing factors between the various works.

A. Profitability

The key goal of selfish mining is extracting additional
revenue via wasting the work of other miners. Thus, a
selfish miner will not attempt a particular strategy unless its

IThe rest of the works do not develop new strategies, but study existing
ones under different models.

Works
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revenue outperforms that of mining honestly. While maximizing
profitability is a typical goal [1], [2], [4]-[6], [6], [13], [17]-
[20], [23], [29], Grunspan et. al [14] showed that in practice
the time it takes strategies to become profitable is quite long—
on the order of weeks. Accordingly, we adopt these two
profitability-related dimensions.

Profit-maximizing. As the name implies, strategies under this
category aim (for a fixed set of parameters) to maximize the
expected earnings of a selfish miner. Classic selfish mining [1]
falls under this category, which is (in the worst case) profitable
with 33% of the total network hashrate. Below we compare
and contrast this to the development of other strategy classes,
discussing their techniques and profitability thresholds.?

Insight 1: Following the footsteps of classic selfish
mining, and as shown in Table I, the profit-maximizing
category includes the majority of formulated selfish
mining strategies so far.

Classic selfish mining. At its core, classic selfish mining
occurs when a miner mines a block upon the head of the
public chain, but chooses to withhold this block as part of a
private chain. At this point, this private chain has a lead of 1
over the public chain. Upon publishing a new block on top
of the public chain head, this lead becomes 0, and so on. A
classic selfish miner chooses what block to mine on and when
to reveal its private block according to its current lead. Its
actions can be characterized as follows:

« Having a lead > 2: Here, a selfish miner will continue to
mine on its private chain. If a new block is published to
the top of the public chain, the selfish miner will choose
to reveal its oldest block (thus, it creates a fork).
Having a lead of 2: If a new block is published on the
public chain, the selfish miner will reveal its entire chain
(resulting in a longer public chain).

Having a lead of 1: If a new block is published on the
public chain, the selfish miner will reveal its entire chain
(resulting in a fork on the public chain).

Having no lead, but a forked block at the top of the
public chain: If the selfish miner mines the next block
first (on top of its block), it will immediately reveal this
new block. Instead, if the opposing block is mined upon
first (resulting in a negative lead for the selfish miner) the
selfish miner will scrap its chain, starting again to mine
on top of the public chain’s head.

2Profitability is meaningful within a particular model setting. Unless
specified otherwise, the default for most works is the no-latency, block-rewards,
and single-attacker setting, which we refer to as the generic model.



The network security threshold (or profitability threshold)
of classic selfish mining is formulated as a function of the
connectivity rate () of the selfish miner (i.e., its ability to reach
more honest miners when disseminating its block). Specifically,
for a fixed ~, classic mining with hashrate « is profitable when
a> =51
Insight 2: There is a natural inverse relationship
between the connectivity rate, v, of a selfish miner and the
network security threshold. Higher ~ allows the selfish
miner to profit at a lower hashrate, which lowers the
network security threshold.

Stubborn selfish mining. While classic selfish mining is
already profitable, subsequent profit-maximizing strategies have
attempted to further decrease the profitability threshold via
action adaptations. Among them, stubborn selfish mining [4]
represents strategies in which selfish miners continue to mine
on their private chains for a longer duration than that of classic
selfish mining. At its core, this family can be seen as a greedier
variation, thus riskier as more effort is put in the private chain.
Stubborn selfish mining consists of three sub-strategies:

o Stubborn-k-trail mining T%: A selfish miner continues to
build on a private chain with a negative lead until this
lead is trailing by k£ blocks. At that time, it will discard
its private chain and start over.

« Stubborn lead mining L: Upon a lead > 0, when a new
block is published on the public chain, the selfish miner
will publish the oldest block of its private chain. Compared
to classic selfish mining, a stubborn selfish miner chooses
to preemptively fork while still having some lead.

« Stubborn fork mining F': During a fork containing a selfish
miner’s block, if the selfish miner is the first to mine the
next block it will withhold publishing this block (resulting
in a lead of 1) and continues to selfishly mine.

These strategies can be further combined to present even
more nuanced risk scenarios. In the generic model (no-latency,
block-reward only, single-attacker), stubborn mining is more
profitable than classic selfish mining for the majority of the
parameter space, and choosing the best sub-strategy varies
largely within this space. For example, for a hashrate between
33% and 45% and v € [0,0.3] stubborn-1-trail was found
to be the most profitable (among stubborn mining strategies)
outperforming classic selfish mining threshold by 1.4%, while
for v = 1, it is found that the combination of stubborn lead
and stubborn-1-trail is most profitable being up to 25% more
profitable than classic selfish mining.

Insight 3: Based on [4], neither classic or stubborn
selfish mining was dominantly profitable across the entire
parameter space. Instead, the most profitable strategy was
dependent on the choice of parameters.

Publish-N selfish mining. In the setting of multi non-
colluding selfish miners, the publish-N strategy class [3]
attempts to mitigate the downsides of the increased competition

between these miners—the lost rewards due to this infighting.
This class presents a risk-averse variant forgoing building long
private chains to later be wasted by an opposing prevailing
selfish miner. Publish-N acts as a truncated version of classic
selfish mining in the sense that it allows a classic selfish miner
to have a lead up to N — 1, and upon reaching a lead of N
blocks, the oldest block of its private chain is published.

While a more risk-averse strategy, and in principle less
profitable than classic selfish mining, in the multi-attacker
setting (among many scenario) publish-N is more profitable
than classic selfish mining due to its ability to account for
increased competition. We note that [3] did not show a security
threshold with respect to relative revenue (relative number of
valid blocks for which a miner produced), instead it framed
performance in terms of a miner’s relative stale block rate
(number of stale blocks it produced relative to the overall
number of stale blocks in the system). Thus, a relative stale
block rate lower than 1 denotes profitability. The findings
show that in the two-attacker setting under symmetric hashrate
between attackers and v = 0.5, publish-3 is profitable when
each attacker controls 20% of the hashrate compared to around
22% hashrate under classic selfish mining.

Gap 1: A security threshold for publish-N across
varying number of attackers is still an open question.

Insight 4: The choice of N in publish-N denotes the
risk-aversion compared to classic selfish mining, where
N =1 is equivalent to honest mining, and N = oo is
equivalent to classic selfish mining.

Fartial selfish mining. Assuming the presence of rational
miners, who choose to mine where the most profit is promised,
fosters new strategies. Specifically, this allows selfish miners
collude with rational miners. In this light, Yu et al. [13]
presented partial selfish mining, a strategy class that incentivizes
rational miners to help the selfish miner in extending its private-
chain prior to its publication.

In turn, this encompasses additional actions. In particular,
a selfish miner has to convince rational miners that a valid
private chain exists, and that they will act fairly while colluding
(i.e., cooperate in sharing future heads of the private chain
with each other to avoid wasting each other’s work). In effect,
this mimics classic selfish mining under a larger hashrate.

To achieve this, [13] employs zero-knowledge proofs to
prove the existence of a valid private chain. Furthermore, the
selfish miner deploys a collateralized smart contract to ensure
that rational miners will act fairly, i.e., rewarding them for
producing valid blocks that extend the private chain. Their
findings show that this strategy can be mutually beneficial for
both rational miners and selfish miners with both outperforming
honest miners. Notably, assuming 50% of the miners to be
rational, a partial selfish mining strategy is more profitable
than honest mining at a 20% hashrate.



Insight 5: Collusion with rational miners establishes a
selfish mining pool, thus empowering the selfish miner’s
hashrate and improves its profitability.

Improved selfish mining. In the setting of no block-reward
(i.e., only transaction fees), Carlsten at. al [29] introduced the
improved selfish mining class. This class utilizes the fact that
without block rewards, mining rewards are not fixed but vary
from block to block based on the included transactions. As such,
a selfish miner will conditionally selfishly mine depending on
the block value—immediately publishing high-value blocks
(i.e., for short term rewards), while withholding lower-value
blocks to selfishly mine upon.

This class is thus parameterized by a cutoff point determining
the block value to decide whether to selfishly or honestly mine.
Optimal parametrization of this cutoff in accordance with the
attacker’s hashrate shows that selfish mining is barely more
profitable than honest mining when the hash rate is below
25%. Just at a hash rate of 25%, profitability begins to diverge
from that of honest mining. This is due to the act that as
attacker’s hashrate lowers, the cutoff value approaches 0, and
thus the improved selfish miner will mine honestly most of
the time. It was shown that when v = 0, where the security
threshold of classic selfish mining is 33% (as also found in the
no-block-reward model [29]), improved selfish mining succeeds
in mining 38% of the blocks adopted by the public chain.

WeRLman strategies. A recent work [12] introduced WeRL-
Man, a framework for formalizing strategies that utilizes deep
reinforcement learning under block-rewards and volatile transac-
tion fees. By exploring the strategy space, i.e., determines what
action to take place based on parameters such as its hashrate and
knowledge of the chain, WeRLMan found that semi-frequent
bumps can drastically downgrade blockchain security. Notably,
under high fee variability, the security threshold could be as
low as 23% and that still may further degrade over time as
block rewards become smaller.

Insight 6: Inclusion of transaction fees changes the
impact of selfish mining, and this depends on the charac-
teristics of these fees in terms of value and volatility.

Undetectable selfish mining. Due to the difference in behav-
ior from honest mining, selfish mining could be detectable. The
class of undetectable selfish mining strategies [10] trades off
profitability for statistical undetectability. Since a key indicator
of detection is how wasted blocks are produced, the selfish
miner tries to mimic the behavior of honest miners. That is, it
relies on a careful balance between revealing additional blocks
while ensuring that not too many blocks on the public chain
would be wasted in succession, rather than just depending
the lead a selfish miner has. These strategies are found to be
statistically undetectable at the expense of their worst case
security threshold, which rises to 38.2%.

Insight 7: In contrast to stubborn selfish mining which
can be portrayed as a risky variation of classic selfish
mining, undetectable selfish mining can be viewed as a
more risk-averse version. Its behavior is more likely to
pass as honest under increased network latency.

Optimal selfish mining. Instead of developing a new fixed
strategy, this class followed a problem optimization approach.
It selects the best action (e.g., reveal a block, and whether to
selfish mine and upon which block) based on the history of
the chain and specific parameters such as the selfish miner’s
hashrate (and in the case of multi-attackers, any available
information about these attackers—their number, hashrates,
and strategies). In particular, [5] formulated selfish mining as a
single-player decision problem, and utilized a numerical solver
to solve for the optimal actions for specific parameters, i.e.,
connectivity rate and selfish miner hashrate.

The findings of [5] show a marginally lower worst-case
profitability threshold compared to classic selfish mining, and
higher profitability when exceeding this threshold. Interestingly,
the profitability results yielded from this approach closely
mirror the results found via the combination of stubborn mining
strategies in [4], being at most 1.4% more profitable than their
stubborn mining strategy counterparts. Similar results were
additionally found by a subsequent work [20], which utilizes
deep reinforcement learning to identify optimality.

For multiple attackers, no longer does an attacker know the
entire space; other competing selfish miners maintain private
states. Consequently, the optimal strategies formulated in the
generic model do not translate directly. The multi-attacker case
was first explored in [11] while assuming that a private chain
may only exist up to a fixed length. In doing so, they find that in
the two-attacker setting when each attackers hashrate is within
the range (20%, 27%), a Nash equilibrium exists both between
honest miners and the two selfish miners, with the latter being
more profitable. A later work [6] removed this assumption,
adapting the formulation of [5] by viewing the problem as a
partially observable Markov decision process and solving for
the optimal set of actions against classic selfish miners. They
find that the profitability threshold is greatly reduced. In the
case of two attackers, when v = 0 and the opposing classic
selfish miner has a hashrate of 34%, the optimal attacker only
requires a hashrate of 2% to be profitable.

Time-to-profit minimizing. This category includes strategies
that aim to minimize the time to profitability. As mentioned
before, it was observed that selfish mining might take on the
order of weeks to become profitable. The key reason is that
while a selfish miner attempts to waste other miners’ efforts
by excluding their valid blocks, it also risks the short term
profit by the possibility that the selfishly-mined blocks may be
excluded as well. However, in the long term, these exclusions
of blocks lowers the difficulty threshold. That is, in Bitcoin the
difficulty of block production is adjusted every 2016 blocks
(roughly two weeks), as less blocks are produced, the difficulty
adjustment algorithm will produce a lower difficulty target than



what is expected to be. As a result, a selfish miner may earn
more during this, lower difficulty, next period.

Intermittent selfish mining. Intermittent selfish mining [35]
utilizes a variable approach swapping between classic selfish
mining and honest mining every other difficulty adjustment
period. It relies on intermittently lowering the difficulty for
mining blocks (via selfish mining) before taking full advantage
of the easier mining difficulty to mine as many blocks as
they can (via honest mining). Impressively, this approach

is profitable within just two difficulty adjustment periods.

Compared to profit-maximizing strategies, intermittent selfish
mining is less profitable (though in a shorter time-horizon)
than profit-maximizing strategies. In the worst case, where
v = 0, intermittent selfish mining has a security threshold of
37% (while classic selfish mining has a 33% threshold).

Further research [16] extrapolated this space under various
difficulty adjustment algorithms (DDA) (including those that
factor in excluded blocks within the difficult adjustment). These
variants, known as smart intermittent mining, not only swaps
strategies (selfish and honest) between difficulty adjustment
periods, but also does that within a given period. Examining
smart intermittent selfish mining—where classic selfish mining
is alternated with honest selfish mining 50% within a given
period—under Bitcoin’s original DDA, it is found that this
strategy is profitable given a hashrate of 27% and v = 0.5 in
approximately 11 weeks compared to the 14 weeks necessary
for optimal selfish mining under the same parameters.

In addition, when evaluating these strategies under a DDA
that factors in excluded blocks, it was found that they are
profitable for a hashrate of around 25% when v = 0.5. This
refutes a previous claim [14] that the inclusion of stale blocks
within a DDA makes selfish mining attacks unprofitable.

Gap 2: There are no works on strategies that attempt
to maximize profitability when still minimizing the time-
to-profitability. Optimizing across these two dimensions
may foster new variants with reduced security thresholds.

Gap 3: The performance of strategy classes, beyond
classic selfish mining, in the intermittent setting is an
open question.

Gap 4: In general, temporal composability of strategies
across families (so a selfish miner alternates between
different strategies over time) is yet to be studied.

B. Strategy Update Criteria

Selfish mining strategies rely on different criteria to trigger
their actions. For example, where to mine, when to withhold a

block, and when to publish a withheld block to the public chain.

As shown in Table I, we find the update criteria can largely be
categorized into two classes: (1) lead-dependent relying just on
the relative lead of the private chain (2) context-aware relying
on additional context from the blockchain or its protocol.

Lead-dependent strategies. Lead-dependent strategies trigger
actions upon updates to the lead of a selfish miner’s private
chain over the public chain. This category includes classic,
stubborn, publish-N, and partial selfish mining. As noted, early
mining strategies rely on having a lead > 0. This is natural
since it usually gives advantage to a selfish miner (with a
potential of having a longer private chain) to have its chain
adopted by the network due to the longest branch rule. Having
a negative lead is adopted by stubborn-k-trail mining; although
it is counter-intuitive and riskier, it was shown in [4] that this
strategy is more profitable than classic selfish mining, e.g., for
an attacker with hashrate above 33%, it outperform classic
selfish mining by upwards of 13%. Still, trail lead is naturally
bounded; a selfish miner would not continue if the gap becomes
so big between its private chain and the public chain.

Context-aware strategies. On the other hand, some strategies
rely on additional information about the blockchain content,
and/or its protocol specifications, to trigger their actions. This
category includes intermittent, improved, and optimal selfish
mining, as well as the WeRLman’s strategies.

Insight 8: All attempts to formulate optimally-profitable
strategies adopted the context-aware update criteria.

In intermittent selfish mining, swapping between selfish and
honest mining is tied to how mining is happening in Bitcoin—
what difficulty level the network is currently operating on, and
how this difficulty is adjusted. For improved selfish mining, the
context is the current block value, given its conditional nature
to decide upon whether to selfishly mine. Finally, for optimal
and WeRLman'’s strategies, the context is the blockchain state
(information about the current block), the choice of parameters
(hashrate and connectivity rate), and the history of past strategy
actions and its impact on profitability seen so far. Context-aware
strategies add an opportunistic nature to selfish mining in the
sense of utilizing any profit-improving opportunities.

Insight 9: Context-aware update criteria allows for for
a more adaptive selfish mining than lead-dependent. It
allows taking advantage of the underlying model settings.

IV. MODEL FORMULATION

The generic model (no-latency, block-rewards, single-
attacker) has been the foundation for many of the works
discussed so ar. While impactful in advancing the understanding
of Bitcoin security, the system model in practice differs from
this idealistic setting. Such differences include the possibility
of having multiple selfish miners, the effect of network
propagation delay on participants’ view of the blockchain and
block adoption, the incentive model in terms of miner revenue
sources and how miners react to changing the incentive value.

While analyzing prior work, we observe that a more realistic
system model highlights not only how strategy performance
varies between model settings, but also its ability to foster
new strategies. We identify four main categories of model



TABLE II: Selfish mining works by number of attackers.

At::x cokfers Profitability Dimension
Profit Time-to-Profit
Maximizing Minimizing
1 11,12, 14,15, 18, 110, [12 14,20, [21, 129, [37 116,135
2 13,16, 17,19, |11, |20, |22]
3+ 13,16, 17,19, [11, [20

formulation (based on the considered additional factors over
the generic model): (1) number of attackers (non-colluding
selfish miners), (2) incentive model or mining reward sources,
(3) network configuration, and (4) miner behavior (or threat
model in terms of whether miner behaviors, other than honest,
in addition to the selfish behavior are included).

A. Number of Attackers

The number of selfish miners plays a key role in the
performance of an individual mining strategy. This is because
these multiple attackers are basically competing against other,
making the effectiveness of a particular strategy questionable
under the partial view of the system (i.e., no knowledge of
other selfish miners’ withheld blocks or decisions).

In Table II we highlight the number of attackers examined
in prior works according to our two dimensions of strategy
profitability. Existing works include evaluations of strategies
originally examined in the generic model, such as classic
and stubborn selfish mining.> In addition, they include the
formalization of new strategies stemmed from having multiple
attackers, such as publish-N and optimal selfish mining.

Insight 10: The majority (16 of 21) of selfish mining
attacks has been examined only for single attackers.

For strategies that have previously been examined within
another context, evaluations within the multi-attacker setting
further contextualize their performance and its relationship to
the model setting. For classic selfish mining, multiple works [7],
[9], [22] explored that. Bai et al. [22] found that multiple
attackers lower the profitability threshold necessary for an
individual attacker. Specifically, when v = 0.5, each attacker
only needs a hashrate of 21.48% to be profitable (compared
to 25% in the single attacker setting).

To this effect, a counterpoint to the increased effectiveness is
that for a strategy to be appealing, it now must be profitable for
all attackers. An attacker, who is not profiting, choose to switch
to honest mining. This will alter the profitability of the once
profitable miner (to the point where it may not be profitable
anymore), as its profitability may have relied on having another
party who is also selfishly mining. In other words, profitability
in the multi-attacker setting could be increasingly volatile and

highly dependent on the joint profitability of all selfish miners.

Zhang et al. [9] confirmed this relation. Notably, as the number
of attackers increases, while the profitability threshold for an
individual attacker decreases, so does the parameter space
where selfish mining is jointly profitable among all attackers.

3Such examinations are limited [3]; only compare stubborn-trail mining
to classic and publish-N classes.

In other instances, existing strategies have been examined
alongside newly formalized strategies specific to the multi-
attacker setting. Such is the case, in [3] which evaluates
publish-N against classic and stubborn trailing selfish mining.
They show that strategies comparisons in the mutli-attacker
setting are often complex, having to consider both the examined
strategy and strategies of the opposing attacking miners. More
specifically, in the two-attacker setting they showcase that
publish-3 outperforms both classic selfish mining and stubborn-
1-trail mining at higher connectivity rates.

Finally, as in the single-attacker setting, there have been
questions regarding the optimal profit-maximizing strategy
under a certain number of attacker. This was first formulated
under a simplified model by [6] and later found by [6] an
optimal policy when competing against classic selfish miners.
The deep reinforcement learning based approach [20] affirmed
that the optimal strategy present in [5] for single attackers
is not optimal in the multi-attacker setting. Moreover, their
results suggest—though does not prove—that when there are
> 3 attackers in the block-reward-only setting, there may not
exist a profitable Nash equilibrium.

Gap 5: Optimal selfish mining for the multi-attacker
setting are context-aware relying on the number and
strategies of opposing attackers—currently limited to
comparisons against only classic selfish mining.

Gap 6: The performance of time-to-profit minimizing
strategies in the multi-attacker setting is an open question.

B. Miner Incentive Model

The inclusion of transaction fees (either in conjunction with
block-rewards, or replacing it) is one of the most understudied
areas we find in the evaluated selfish mining works. In Table III
we highlight this gap, systematizing works across the various
model types that include transaction fees. Notably, only three
works [12], [14], [29] considered transaction fees.

In [29], block rewards were replaced with only transaction
fees, i.e., transaction-fee regime, to evaluate classic selfish min-
ing against improved selfish mining (the latter takes advantage
of the fees). Their findings highlight that classic selfish mining
has a profitability hashrate threshold just marginally lower
than that in the generic model, while improved selfish mining
is more profitable than classic seflish mining—affirming the
ability of varying the incentive model to foster new strategies.

In the setting where transactions-fees are included alongside
block rewards, [12] examines possibles strategies while assum-
ing that these fees are volatile with infrequent jumps in block
value. Their findings highlight a relation between expanding
significance of transaction-fees (i.e., as transaction-fees make up
more and more of the total rewards) and blockchain insecurity,
with security continuing to degrade as block rewards get smaller
(due to Bitcoin block reward inflation policy).

On the other hand, [14] first utilizes transaction fees in its
analysis of the time-to-profitability of classic selfish mining



TABLE III: Classification of selfish mining strategies by model setting.

Strategies / Model Setting Block-reward Model

| Block Reward + Tx Fees Model | No-Block-Reward Model

Single Attacker

‘ Multi-Attacker

Classic selfish mining [1,12,14,17,18, 121, [37 13,17,19,[1
Stubborn selfish mining 4 3
Publish-N : 13
Other strategies (5, (107, [13, [16], [20 , [35. 16, [20

(this work did not aim to minimize this time, just analyzing it).
They found a varying window of time-to profitability ranging
from 2 weeks to 100 weeks depending on fee parametrization.

Gap 7: There is no comprehensive assessment of the
impact of transaction fee inclusion (whether profitability
or time to become profitable) on many existing selfish
mining strategies. Also, optimal selfish mining in the
transaction-fee regime is an open question.

C. Network Configuration

Most prior works studied a simplified model of Bitcoin
network, namely, abstracted away propagation delay byt
assuming no latency. However, latency can play a crucial role
in the performance of selfish mining strategies as shown by a
select number of works [5], [7], [8], [21].

Varying approaches such as simulations [7], stochastic [8]
modeling and analysis [5], [21], [37] have been used in such
evaluations. But they have largely been limited to classic selfish
mining, except for [5] which developed an optimal solution.
Interestingly, results show that propagation delay can in fact
both make selfish mining attacks more profitable, and lower
the security threshold (i.e., profitability threshold) for a selfish
mining strategy. While most of these works focus on the single-
attacker setting this was additionally found true in [7] that
examines classic selfish mining under latency in the multi-
attacker setting. The key idea behind these findings is that
non-zero propagation delay provides additional time for selfish
miners to selfishly mine, further benefiting their strategies.
Finally, while not additionally examining its effects on selfish
mining, undetectable selfish mining utilizes the behavior of
honest miners under non-zero latency to prevent detection.

Insight 11: Non-zero propagation delay has a direct
effect on a selfish mining strategy’s profitability, providing
additional time for a selfish miner to selfishly mine.

Gap 8: The impact of propagation delay has almost
exclusively examined classic selfish mining in the single-
attacker setting. Studying this impact for other strategies
and model settings is an open question.

D. Miner Behavior (or Threat Model)

Selfish mining is inherently reliant on wasting the com-
putation of opposing miners. As such, it is highly affected
by the assumptions regarding the opposing miner’s behavior—
whether opposing honest miners or, in the multi-attacker setting,
opposing selfish miners in terms of the strategies they are using.

‘ Single Attacker ‘ Multi-Attacker ‘ Single Attacker Multi-Attacker

1,122 |14 ‘ ‘ 29, This work ‘ Th?s work
‘ ‘ ‘ Th%s work ‘ Th¥s work

‘ ‘ ‘ Th%s work ‘ Th}s work

[12 ‘ ‘ This work ‘ This work

Insight 12: Based on the limited existing studies, and
our own examination in Section VI, miners’ threat model
highly impacts the effectiveness of existing selfish mining
strategies and may foster new strategy formulations.

While a critical component, explorations of variant mining
behavior are largely limited with respect to their threat model.
In the single attacker setting, all works (except [13]) assumes
only the presence of honest miners (beside the selfish one). In
practice, whereas not all miners will choose to mine selfishly,
due to incentives, many may still wish to adapt their mining
behavior in the most profitable way. This may include rational
miners, i.e., miners who are willing to selectively selfishly mine,
and honest-but-rational miners, i.e., those who are willing to
select the most profitable branch (for them) of the public chain.
The inclusion of rational miners has been explored in [13]
(block-reward model, no transaction fees); it showed indeed
that this promotes profitability as mentioned before.

Gap 9: None of the existing works have studied the
inclusion of honest-but-rational miners.

Adding transaction fees may further promote this relation.
It has already been found that for other (non-selfish mining)
attacks transaction-fees can act as a helpful tool for attracting
rational miners by manipulating the block value [29], [42].
Though it is yet to be validated for selfish mining attacks.

Gap 10: How transaction-fees can be utilized to sway
rational and honest-but-rational miners in the selfish
mining is an open question.

In the multi-attacker setting, the threat model additionally
includes the behavior of the opposing attacking miners in
terms of their strategies. This impact competition, and in turn,
attack effectiveness. For example, in the two-attacker setting,
the performance of classic selfish mining opposed to classic
selfish mining and honest miners will differ from that of an
opposing publish-3 selfish miner and an honest miner. While
not extensive, as discussed in Section IV-A, a few works has
confirmed this relation.

Gap 11: Further studies of the impact of miner
rationality in the multi-attacker setting are needed.

V. SELFISH MINING IN THE TRANSACTION-FEE REGIME

Among the notable gaps in prior work is that most of
them targeted the block reward model. The few works that
accounted for transaction fees confirmed that this inclusion



influences the profitability of selfish mining and can foster
new strategies. Studying selfish mining in the transaction-fee
regime, where miner’s revenue comes solely from transaction
fees, received much less attention (only one work [29] did
that). This is a result of viewing transaction fees as negligible
compared to block mining rewards. However, recent years
witnessed huge spikes in transaction fee values, and due to
Bitcoin’s deflationary policy, continuing to halve its block
rewards approximately every 4 years, block rewards will in
turn become negligible. So it is important to study this regime
and understand its impact on blockchain security.

As discussed previously, [12], [29] studied the impact of
transaction fees (with and without block rewards), but only
in the single-attacker model. At the same time, considering
multiple attackers has been limited to the block reward
model [3], [6], [7], [9], [11], [22]. So a natural question is
how these results would change when accounting for multiple
attackers and transaction fees.

We attempt to bridge this gap by evaluating existing selfish
mining strategies, and variations thereof, in the transaction-fee
regime for both the single and multi-attacker setting. The goal
is to provide a more inclusive view of selfish mining impact
to complement our systematization of knowledge study. In this
section, we contextualize the system model of this regime and
the strategies we examine, while in the next section we present
the results (and insights) of our evaluations.

A. System Model

We model the Bitcoin blockchain under the scenario that
block-rewards have been entirely phased out. Therefore, miners
are compensated entirely via the fees from transactions included
in the mined block. Our primary focus is assessing the
profitability of selfish mining strategies in terms of their relative
revenue. For a miner ¢ running strategy s, with hashrate h,
its relative revenue Revp(s) refers to the total value (i.e.,
transactions fees) of blocks produced by miner ¢ divided by
the total value of all blocks in the chain.

We define a strategy s with hashrate h to be profitable if its
relative revenue is higher than an honest mining strategy H
with the same hashrate, i.e., Revy(s) > Revy(H ). Moreover,
we denote the profitability threshold for a strategy s to be the
minimal & such that Revy,(s) > Rev,(H).

Following [29], the only work that studied the transaction-
fee regime, the system is modeled as a game of a sequence
of rounds, wherein each round, a constant amount of new
transactions, and thus transaction fees, are added to the network.
We assume there is no backlog of transactions, so a newly
mined block will empty the queue. Thus the block value of this
block is the sum of transaction fees per round multiplied by
the time (in rounds) since the parent block was mined. We also
assume that each miner shares the same view of transactions,
i.e., all transactions are coming from a shared public mempool.
A miner publishes the newly mined block according to its
specified strategy. After a series of rounds, we compute the
number of blocks included in the public chain, determining

the number of blocks produced by each miner and so its total
earnings. Our game modeling involves three types of miners:

o Honest miners: Miners who strictly follow the protocol,
and immediately publish newly mined blocks.

o Honest-but-rational miners: Miners who immediately
publish newly mined blocks, but in the case of a fork,
they choose to mine on the block that provides the highest
utility, i.e., the block that leaves the most remaining
transaction fees to be included in the next block.*

o Selfish miners: An attacker employing some selfish mining
strategy where mined blocks are temporary withheld and
will be later revealed strategically.

We evaluate the profitability of various selfish mining
strategies under two settings for our game:

Single attacker setting. There are at most three (collective)
parties: an honest miner with hashrate 3, an honest-but-rational
miner with hashrate k, and a selfish miner with hashrate «,
where 8 4+ k + a = 1. We refer to each party based on their
hashrate fraction. Upon encountering a fork, where two blocks
are published simultaneously, honest miners mine on the first
block they receive. To model this, we define y as the fraction
of honest miners (in terms of their collective hashrate (3) who
build on a selfish miner’s block given a fork (so they received
the selfish miner’s block first). For honest-but-rational miners,
they will choose the block that leaves the most transaction-fees
behind, so we define w as the fraction of their hashrate that
build on the selfish miner’s block.’

Multi-attacker setting. Here, there are n > 1 non-colluding
selfish miners competing. As above, we denote each party by
its hashrate fraction. However, we further define «; as the
hashrate of the i*" selfish miner, such that « = Y | ; and
B+ kK+a = 1. With multiple selfish miners, a fork may contain
more than two branches (i.e., k£ attackers reveal their blocks
concurrently). As such, it is necessary to further consider the
hashrate of honest miner’s building off of each selfish miner’s
block in a fork. As before, we denote the overall fraction
of honest miners (in terms of their hashrate) building off a
selfish miner’s block upon a fork as ~. Since we have multiple
attackers, and a fork may contain k selfishly mined blocks,
honest miners could be distributed among them. To account for
that, we denote 0; to be the fraction of honest miners’ hashrate
building on the i selfish miner’s block, where i € {1,...,k}
and Zle 0; = 1. Lastly, we use w to denote the fraction of
honest-but-rational miners hashrate mining on a selfish block.®

B. Selfish Mining Strategies: Existing and New Variations

We present the existing strategies that we evaluate for the
first time in the transaction-fee regime and in the presence of

4If an honest-but-rational miner’s own block is one of the fork options,
the value of this block is included in its utility evaluation.

STt is expected that w is either O or 1 as one branch is typically more
profitable. However, in the case that the expected profit to mine on either
branch is the same w may be some value within this range.

6Again, this will typically be 0 or 1. However, there is a negligible chance
multiple blocks of a fork have the same value, honest-but-rational miners
decide between them with uniform probability. Due to its rarity, we omit a
partial formalization similar to 6;.



Fig. 2: FSMs for (a) classic selfish mining and (b) incentivized trailing selfish mining both in the presence of honest-but-rational
miners. Dashed lines represent a new transition introduced by having honest-but-rational miners. For readability, we denote the
state transition J + k by a single line instead of two parallel lines.

honest-but-rational miners, followed by a new variant that we
devise based on this regime.

Existing strategies. We focus our examination on the larger
class from previous sections; profit-maximizing strategies,
which include: classic selfish mining (denoted as S), stubborn
selfish mining—stubborn-lead (L), stubborn-fork (F'), and
stubborn-k-trail selfish mining (7}), and publish-N selfish
mining (P,). Although classic selfish mining has been analyzed
within the transaction-fee regime, we reevaluate it to provide a
baseline for our benchmarks. Lastly, we denote the composition
of strategies with o separating the composed strategy notations.

New strategy variant—Incentivized trailing selfish mining.
The presence of honest-but-rational miners introduces a new
dimension for evaluating the impact of selfish mining. That is,
an honest-but-rational miner will select which block to build
on based on what maximizes its utility. A selfish miner, then,
can improve the likelihood of its block to be included on the
public chain by offering incentives to these honest-but-rational
miners. This is demonstrated in Figure 2; having honest-but-
rational miners extends the finite state machine (FSM) of classic
selfish mining by introducing new transitions (i.e., the action
of a miner mining a new block) connecting the states (which
represent the lead of the selfish miner’s private chain). Similar
to [1], we denote the state where a selfish miner has no lead
but does have a block contained in the a fork as 0’

Under this model, and compared to classic selfish mining,
a selfish miner may have some number of miners mining
upon its block during a fork—the fraction of honest miners
who received this selfishly-mined block first and this fraction
is represented by y—but with little ability to adjust this
parameter. This is amplified for trailing selfish mining
strategies; upon a fork from a lead-trailing position, no
honest miners are expected to mine upon a selfish miner’s
block (in the no-latency setting). On the other hand, by
incentivizing honest-but-rational miners, a selfish miner
might be able to improve the adoption of this block. Based
on this observation, we introduce the following strategy variant.

10

Incentivized k-trailing selfish mining Iy ). Inspired by a
double-spending attack strategy [42], the Iy 1) class allows a k-
trailing-selfish miner to incentivize honest-but-rational miners
(during a fork from a trailing position) via the availability of
future transaction fees, such that this availability is conditioned
on the inclusion of the trailing-selfish miner’s block of a fork.
That is, upon publishing a block from a trailing position
resulting in a fork, the miner will additionally release a
transaction with fee f that is to be available to future miners
contingent on the inclusion of its own block. Honest-but-
rational miners then will be incentivized to mine upon the
selfish block with the hope of collecting f.

To accomplish this, the selfish miner must take preemptive
action, which is early-on issuing some transaction that facili-
tates the subsequent (incentivizing) transaction. In Figure 2b,
we outline the actions of this strategy class for incentivized
stubborn 1-trailing selfish mining. The resulting FSM extends
that of stubborn-1 trail mining, additionally specifying states
where upon entering, a transaction needs to be released with a
double border, i.e., some external action needs to take place at
this state. Alongside the original model of stubborn 1-trailing
selfish mining, we specify a state —1 to have a leading of —1
over the public chain and 0” to be that of a fork resulting
from a trailing position. Upon entering state 1, a selfish miner
releases its facilitatory transaction, whereupon entering state
0", the transaction to incentivize honest-but-rational miners
with an additional fee f is released.

Beside the release timeline of these transactions, the details
of how they are specified matter to the attack. Upon entering
state 1, the selfish miner issues tx 4 with a fee that is significant
enough for its inclusion in the next block on the public chain
(the selfish miner does not attempt to include this transaction in
its own future blocks). tx 4 transfers an X amount of currency
between two addresses owned by the selfish miner. Next, upon
entering state 0”, the selfish miner issues transaction tx g with
fee f from the same address that issued tx 4, attempting to
send X currency to some third address also owned by the
selfish miner. As a result txp will only be valid within the
selfish miner’s chain.
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Fig. 3: Lead-dependent strategies profitability threshold.

This strategy allows for flexible incentives; the selfish miner
can choose f as it wishes. Additionally, transactions-fees are
not lost from the incentivized trailing miner’s own block of
the fork, and paying incentives to honest-but-rational miners
is contingent on them building off its own block.

VI. EXPERIMENTAL EVALUATION

Our evaluation of the transaction-fee regime, for both the
single and multi-attacker setting, is split among two different
model settings; with and without honest-but-rational miners.
The former has the goal of bridging the gap in understanding the
performance of existing strategies within this regime. While the
latter examines the impact on profitability of existing and new
strategies variations while having honest-but-rational miners.

A. Implementation

We extended the mining simulator from [29] by imple-
menting the set of strategies from Section V-B, and including
an honest-but-rational actor. Our simulator is round-based, a
property inherited from the original simulator, where each round
represents 1 second during which each miner attempts to mine
a block (with a success rate based on its hashrate). To model
Bitcoin, we set the simulator to mine a block on average every
10 minutes (600 rounds). To highlight strategy performance
rather than network setting, we assume no propagation delay
in the publication of blocks. At the end of a game, we compute
the revenue of selfish miners as explained in Section V-A. For
each experiment, we perform 100 runs, each consisting of
10,000 blocks, with 95% confidence interval while taking the
lower bound of this interval when computing the revenue.

B. Single Attacker Setting

Without honest-but-rational miners. We evaluate a range
of existing lead-dependent strategies within this setting: clas-
sic selfish mining, publish-N, and 7 variants of the com-
posable class of stubborn mining strategies. We set v €
{0.0,0.25,0.5,0.75,1.0} and compute the respective profitable
hashrate threshold for each strategy, i.e., when the selfish
mining strategy becomes more profitable than mining honestly.
Figure 3 shows a row-specific heatmap of the best and worst
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Fig. 4: Dominant (most profitable) lead-dependent mining
strategy by parameterization (7, «). For (a), selfish mining
versus honest mining is evaluated, in (b) this is extended to
all lead-dependent mining strategies.

performing strategy for a specific  for hashrates h € (0,0.5)
with increments of 0.005. In the figure, dark red highlights the
worst threshold in a row and dark green highlights the best.
Additionally, we denote a strategy to be not profitable, NP, if
is is not profitable under any hashrate (all subsequent figures
use the same notation/color code).

Result 1: The security threshold of stubborn selfish
mining strategies is found to be roughly 2% lower in the
transaction fee regime than within the block-reward only
model. Lowering the threshold from 33% to 31.5% when
using stubborn-1-trailing selfish mining where v = 0.

To further understand the performance of these strategies
within the transaction-fee regime, we analyze their performance
across the full parameter space. Specifically, we evaluate the
dominant strategy—the one with the highest revenue—for each
pair of A\, « for all v € [0,1] and « € (0,0.5) (with 0.005
increments). It should be noted that any non-honest strategy
that is dominant, is also inherently profitable compared to
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honest mining under the same pair of parameters.

Figure 4a shows the dominant strategy between an honest
and classic selfish miner, and this is extended in Figure 4b to
show dominance across all evaluated lead-dependent strategies.
Where additional strategies examined, they tend to outperform
classic selfish mining (S) for regions Bs — Bg, and the dominant
strategy is not .S. Whereas for region B7, while 7} o F' is
still the majority dominant strategy, few select points show
that S is leading. Moreover, we see that no single strategy is
dominant over the whole parameter space; dominance varies
for different parameter regions (see regions Bs, B3, By, Bg, B7
in Figure 4b). Even for some parameter regions there is no
single dominant strategy, such as region Bs.

Interestingly, our results show that publish-N is not dominant
under any parameter configuration. We believe this is because
publish-N is basically a truncated version of classic selfish
mining and thus more risk averse; a feature beneficial in the
multi-attacker setting (as we show later), but a limiting one in
the single-attacker setting since there is no competition.

Result 2: Agreeing with the block-reward model
results [4], stubborn selfish mining in the transaction-fee
regime has no single dominant lead-dependent strategy.

Result 3: For regions where selfish mining is more
profitable than honest mining, examined lead-dependent
strategies tend to outperform classic selfish mining.”

“Except under select parameters in By as shown in Figure 4.

With honest-but-rational miners: existing strategies.
We examine existing strategies in the presence of honest-
but-rational miners. Our results are shown in Figure 5 (for
k€ {0,0.25,0.5} and v € {0,0.5}).
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Result 4: Having honest-but-rational miners further im-
proves profitability of lead-dependent strategies. Notably,
assuming 25% honest-but-rational miners (i.e., £ = 0.25),
and v = 0 the profitability threshold of classic selfish
mining is lower by 7.5% (when v = 0, upon a fork, no
honest miners will mine upon a selfish miner’s block).

Interestingly, in Figure 5, we see that the profitability
threshold reduction is not directly related to an increase in .
Under s = 0.5, the threshold is equal to or higher than that
of k = 0.25 for all strategies. We believe that this is due to
honest-but-rational miners choosing to maximize their utility.
That is, as honest-but-rational miners additionally include the
revenue garnered from the inclusion of its own block in the fork
selection process. As a result, when honest-but-rational miners
control a large hashrate (i.e., a large «), so does the likelihood
that one of their own blocks is part of the fork, effecting their
utility and mining choice decisions. Across choices of k, we
find a key reason for the lower general profitability of these
strategies, is that coming from a leading position a withheld
block of a selfish miner is mined earlier than an honest miner.
As such, upon a fork containing a block of a selfish miner, it is
in the honest-but-rational miners best interest to mine upon the
selfish miners block - being mined earlier it leaves additional
transactions on the table to be included by this miner.

Insight 13: The presence of honest-but-rational miners
ignites a mutually-beneficial relationship between them
and selfish miners. An honest-but-rational miner may
collect future revenue for the inclusion of a selfish miner’s
block whereas, a selfish miner can increase the chance
of having its blocks be included in the public chain.

With honest-but-rational miners: new strategy variant.
Finally, we examine the incentivized trailing selfish mining
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Fig. 7: Profitability threshold of an individual attacker in the 2-attacker setting.

I 1) in the presence of honest-but-rational miners. We evaluate
10 variants, across varying incentives f, trailing positions (k €
{1,2}), and combinations with other stubborn selfish mining
strategies. For an incentivized selfish mining strategy (s ),
we note the provided incentive f as a factor of the expected
block value, and evaluate it for f € {0.5,2.0}.

Figure 6 shows the profitability threshold for this strategy
class where x € {0.25,0.5} (our profitability threshold
evaluation includes the additional payment of incentive in
its determination). Compared to Figure 5, we find that I ;)
results in lower profitability thresholds. Notably, when v = 0
and x = 0.5, we find that I(3 1y o L is profitable at a hashrate
of just 14.5%. We attribute this to the ability of incentivized-
trailing-selfish mining to conditionally incentivize honest-but-
rational miners upon fork resulting from a trailing position of
this miner due the projection of collecting future profits (i.e.,
transaction fees that the selfish miner left behind).

Result 5: The class Iy 1) outperforms trailing selfish
mining in the presence of honest-but-rational miners. In
some cases producing large drops, e.g., we see a 7.5%
drop in the profitability threshold for Lo T} vs. I(3 1y0 L.

Insight 14: The class Iy ) further improves the
mutually-beneficial relationship between honest-but-
rational and selfish miners; by incentivizing the former
during fork selection—from both a leading and trailing
position—the latter could improve the likelihood of
having their forked blocks adopted in the public chain.

C. Multi-attacker Setting

Without honest-but-rational miners. We explore existing
strategies in the multi-attacker setting, specifically, for 2 non-
colluding attackers. Our evaluations cover 64 combinations
(e.g., attacker 1 employs S, and attacker 2 employs 7T%). In

line with previous studies of the multi-attacker setting [9], we
examine the profitability threshold when it is profitable for both
attackers. Thus, when it is not mutually profitable, a selfish
miner who is not achieving any profits may resort to honest
mining, and consequently possibly affecting the profitability
of the other once-profiting selfish miner.

Insight 15: Our evaluations provide the first assessment
of selfish mining strategies in the multi-attacker setting
under the transaction-fee regime.

Figure 7 shows the joint profitability threshold for 64 various
strategy combinations for v = {0,0.5} and a cumulative
hashrate « € (0,0.7) with increments of 0.01 such that both
attackers have equal hashrates (o7 = a2 = a/2). Additionally,
we assume in the case of a fork containing both attackers, that
01 = 02 = 0.5 and denote the joint profitability threshold of
the combination by the individual profitability threshold of one
such attacker due to its symmetric nature. Also, for all hashrates
when one or more of the strategies underlying the combination
are not profitable, we denote it as not-jointly-profitable (NJP).

As observed from the figure, in general the more risky mining
strategies—that tend perform better in the single-attacker model
(i.e., T and L, as seen in Figure 3)—perform worse in the 2-
attacker setting. That is, strategies such as 77 and L that choose
to further profit by attempting to waste additional resources at
the increased risk of their blocks not being included perform
worse in the competitive multi-attacker setting. On the other
hand, we find that more risk-averse strategies tend to perform
better. For example, we see that classic selfish mining and
publish-N have better profitability thresholds.

Result 6: In the two-attacker setting with equal
hashrates among attackers, we observe an inverse re-
lationship between the perceived risk of a lead-dependent
mining strategy and its profitability.
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Fig. 8: Profitability threshold for an individual attacker in the 2-attacker setting in the presence of honest-but-rational miners

Similar to the trend observed in the block-reward model
(for single vs. multiple attackers), in the two-attacker setting
the profitability threshold of an individual attacker could be
improved, i.e., it is lower than the one in the single-attacker
setting. For example, having two attackers running classic
selfish mining with v = 0.5, the profitability threshold for a
single attacker changes from 25% to 22%.

With honest-but-rational miners. We additionally explore
the performance of new and existing strategies in the two-
attacker setting, but now in the presence of honest-but-
rational miners. Our evaluations explore additional 121 strategy
combinations. As before, we assume both attackers have equal
hashrates, that 6; = 65 = 0.5. In addition, in the case that a
fork occurs containing two selfish miners’ block of equal block
value, if such a choice maximizes the honest-but-rational miner
utility, it selects a block to mine upon uniformly at random.

Figure 8 shows our results when v = 0, k = 0.25, and
a € (0,0.75). We observe further reductions to the profitability
threshold, as compared to the single-attacker setting (Figure 5),
in the transaction-fee regime. For example, when v =0,k =
0.25, it reduces the profitability threshold of an individual
attacker utilizing classic selfish mining from 26.5% to 22%.

Result 7: Notably, we find that our class I(s ) is partic-
ularly successful in this setting, with (1(2 1), I(2,1)) having
a profitability threshold of 16.5% when x = 0.25,v = 0.

Insight 16: The presence of honest-but-rational miners
in the multi-attacker setting lowers the profitability
threshold of all examined strategies compared to the
multi-attacker setting without honest-but-rational miners.

Figure 8 shows the joint profitability threshold for v = 0.0,
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k = 0.5, and o € (0,0.5). With x = 0.5, the multi-attacker
setting is inherently limited, where in the symmetric setting
each attacker can only have at most 25% of the hashrate.

Result 8: We find that except for a small number of
combinations—for strategies from the [y ;) class—most
strategy combinations are not jointly profitable.

We justify this behavior as follows. In the single-attacker
setting with honest-but-rational miners, we find that strategies
tend to be more profitable at x = 0.25 than « = 0.50 (i.e.,
they require lower profitability thresholds), and thus we would
expect similar behavior in the multi-attacker setting. In addition,
when « = 0.5, the maximum hash rate for each attacker is
only 25%. Comparing this to the setting where x = 0.25, we
see a maximum hashrate of an attacker to be 0.375, and where
a majority of pairs have security threshold above 25%. As a
result, as the setting of x = 0.5 is expected to be worse than
0.25, and most are already out of a feasible range for such an
attacker, they are found to be NJP within this model.

Result 9: For the strategy combinations that are prof-
itable, we find that they again highlight the performance
of the I, (f.k) class. For example, in the 2-attacker setting,
(Z(2,1), I(2,1)) have an individual profitability threshold
of 17% (for v = 0 and x = 0.5). In the single attacker
setting, when x = 0.5, I(Q,l) has a security threshold
of 15.5%. This indicates how selfish miners utilize their
ability to incentivize honest-but-rational miners in the
fork selection process.

Lastly, we note that the transaction inclusion rule in our
model is more restrictive than in the real world; there is not
a single view of the mempool and not all transactions are
included in a newly mined block. In practice, miners implement



various policies for transaction inclusion. Still our evaluations
demonstrate how the incentive and threat models promote the
impact of selfish mining on blockchain security.

VII. DISCUSSION AND ADDITIONAL REMARKS

We conclude with discussions on the implications of selfish
mining. In particular, we discuss the connections of the
inclusion of transaction fees to miner extractable value (MEV),
as well as an emerging system class, namely, decentralized
(or blockchain-based) service systems. Furthermore, a study of
security attacks would be incomplete without examining coun-
termeasures. Thus, we discuss two relevant topics: detectability
of selfish mining and defense mechanisms proposed so far in
the literature. Lastly, we examine the state of selfish mining
studies targeting systems other than Bitcoin.

A. Connections to Incentivized Mining Strategies and MEV

In recent years, a number of works have emerged showcasing
the vulnerability of blockchains to attacks relying on incentiviz-
ing mining behavior; allowing an attacker to incentivize the
inclusion/exclusion, or ordering of blocks and transactions. This
is highlighted in miner extractable value (MEV), in which a
miner can extract additional profits via the inclusion, exclusion,
and ordering of transactions. Many of the used techniques
are security attacks themselves, such as front-running, back-
running and sandwich attacks usually seen in trading systems
such as automated market makers [43].

Even before MEYV, incentives has long been a tool (and a
motivation) for attacks; double-spending is one such exam-
ple [42]. In the setting of mining strategies this is additionally
true; [29] presented a mining strategy known as undercutting
which attempts to reorder the head of the chain to introduce
additional unnecessary forks.” In doing so, via the inclusion of
less transaction-fees within the block, the undercutting miner
can incentivize other miners to mine upon their block by
leaving additional transaction, and thus their fees, on the table
potentially for those miners.

In the context of selfish mining, strategies that attempt to
outwardly incentivize other miners have seen little examination,
having only partial selfish mining [13] that attracts rational
miners to collaborate and extend the selfish miner’s private
chain. Moreover, while presenting no such strategies, [29]
discuss how undercutting may be a useful technique in
conjunction with selfish mining. In our evaluation, we have
confirmed the utility of incentives in promoting the success
and profitability of selfish mining; in a way it is a form of
undercutting. Furthermore, incentivized selfish mining can be
viewed as an MEV technique for miners.

B. Connections to Decentralized Service Systems

In many blockchain-based systems, such as resource mar-
kets [44], service fees represent a large part of the earnings. It
is customary in these systems that miners also play the role
of servers offering services (such as file storage or content

"Though an adversarial mining strategy, this would not be classified as
selfish mining as blocks are not withheld.
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distribution) on top of the currency exchange medium [45],
[46]. A miner (server) collects service fees given the following
condition: having the service contracts, and later the transac-
tions that contain proofs of service delivery, be published on
the blockchain. Additional revenue could come from resolving
disputes and vetting cheating claims against parties in the
system, which again need to be published on the blockchain
in order to collect their rewards.

Consequently, publishing a block could be controlled by
which service contracts and service-related transactions are
included. Under such a scenario, we expect that the transaction-
fee regime, and the presence of honest-but-rational miners, to
be even more impactful. The variants of incentivized selfish
mining strategies we introduced, and their evaluations, help
in drawing insights on the effect of selfish mining in these
fee-driven systems and the expected security thresholds for
their blockchains. That is, a selfish miner now may not need
to publish additional transactions and dispense the fee f, or
maybe would need a lower fee value. It can sway honest-but-
rational miners based on the inclusion of their service contracts
and service payments, in the selfishly-mined blocks, and thus,
encourage them to build on these blocks even if they come
from a trailing position compared to the public chain.

C. Detectability of Selfish Mining

Selfish mining strategies can often be detected due to the
difference between their behavior and that of honest mining.
A select group of previous works have evaluated techniques
to detect selfish mining [34], [36], [39]. At their core, these
works rely on the belief that a high frequency of excluded
blocks or (stale) blocks may be as an indicator that selfish
mining is occurring. Specifically, that chains of two or more
stale blocks or an overall increase rate of stale block rates can
be used to detect selfish mining.

While detection does not represent a direct defense against
selfish mining, the knowledge of the presence of selfish
miners may garner distrust and loss in value to the underlying
blockchain; in effect causing incentive value loss for selfish
miners. Furthermore, though these detection methods were
found in theory, until recently no works have examined them in
practice. A recent empirical study [41] studied that for Bitcoin,
Ethereum, Litecoin, Bitcoin Cash and Monacoin. Notably, a
behavior closely resembling behavior of selfish miners has been
identified on Monacoin, as well as some degree of abnormal
mining behavior among all examined chains.®

Whereas these detection methods seem to be practical, as
discussed earlier, Bahrani et al. [10] presented a stealthy
strategy to counter that. In fact, this work enables various selfish
mining strategies to be formulated to become undetectable. This
in turn makes reactive mechanisms, that act only when selfish
mining is detected, ineffective. This is turn motivates the need
for proactive defense mechanisms that aim to deter miners
from attempting selfish mining in the first place.

80n Monacoin, the time of this abnormal behavior aligns with what is a
believed selfish mining attack, that was announced to have occurred between
May 13-15, 2018 [47].



D. Defenses Against Selfish Mining

A number of works have developed selfish mining defense
solutions [27], [28], [30], [31], [33], [38], [40]. Our goal is not
to survey these solutions in details (surveys can be found in [24],
[25]). Instead we focus on the network protocol and miner
behavior changes that they present, which impact adoption in
practice. In this light, these solutions can be classified into
counter strategies (miner behavior-related) and network changes
(those that rely on modifying the network protocol).

Counter strategies. Upon detection of a selfish miner,
a counter-strategy miner adapts there mining behavior to a
strategy that reduces profits for that selfish miner. While such
strategies do not stop selfish mining, they attempt to penalize
the detected selfish miner—hoping to make its behavior
unprofitable, so it will go back to mining honestly.

Lee et al. [33] introduced detective mining; it relies on the
observation that today most miners are part of large public
mining pools that share information between each other. A
detective miner can attempt to join such selfish pools in attempt
to learn what block they are mining upon, subsequently mining
upon this block to competing against the pool.

Gal et al. [40] introduced piggybacking, where upon detect-
ing a selfish miner, the piggybacking miners also withhold there
blocks for an expected longer period of time than selfish mining.
Maintaining this competition for a long period, a significantly
large counter-miner can be expected (with high probability) to
build a chain longer than the public chain which has endured
waste due to selfish mining. As a result, this chain will replace
the selfish one, causing losses for the selfish miner.

Such counter-strategies may limit the profitability of selfish
mining, however they come with their own assumptions such
as presence of a miner with a large hashrate, or the ability
to join (and spy on) a selfish mining pool. This limits the
effectivity of these defenses.

Network changes. Network changes make up a majority
of the defense solutions [1], [27], [28], [30]-[32], [38]. These
works introduce changes to the protocol/mining procedure, and
are classified as soft and hard changes based on whether they
result in soft or hard forks, respectively.

Soft changes. The first mitigation solution was presented
in the first selfish mining work [1]. It proposed an edit to
the fork selection rule; instead of choosing the first block
received, choose one of the received blocks uniformly at
random. While this solution may mitigate some of the effects
of highly connected miners, it unfortunately further empowers
selfish miners with low connectivity. Moreover, it still allows
selfish mining to be profitable for many reasonable hashrates.
In general, while soft network changes may be easier to adapt,
an inherent downside of them is that they are not enforced by
the network. This limits their impact especially that blockchain
participants are usually incentive-driven.

Hard changes. These attempt to solve the problem above
and ensure that the majority of the miners adopt the defense
mechanism. Early approaches aimed to ensure freshness [27],
[30], i.e., blocks are published within a short period after being
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mined. Such approach shows promise in mitigating selfish
mining—though not in its entirety—but introduces additional
complexities that may lead to possible security vulnerabilities.

Zhang et al. [28] proposed having miners publish intermedi-
ate blocks (valid blocks that meet an easier difficulty target)
that are then used as the new head for the mining of subsequent
blocks (either future normal blocks or intermediate ones). These
blocks do not provide a reward and does not bring transaction
on-chain, but are only used to minimize the spans between
subsequent blocks being produced—diminishing the window
where selfish mining can occur. Another work [31] utilized the
idea of a weighted fork resolving policy—in a similar way to
the inclusion of uncle blocks in the proof-of-work version of
Ethereum. This allows resolving forks in a way that potentially
favors honest forks over selfish ones that tend to have smaller
weight and not-so-fresh blocks.

Others resorted to designing new protocols. For example,
Fruitchain [32] aims to enforce the reward fairness property,
i.e., miners obtain rewards in proportion to their hashrate.
While [14] advocated for including valid stale/orphaned blocks
in the difficulty adjustment algorithm as a way to avoid
producing easier difficulty targets that may benefit selfish
miners. However, [16] showed that even under this modified
algorithm, several selfish mining attacks may still be profitable.

Finally, when including transaction fees, Xiongfei et al. [38]
suggest limiting fee volatility (as it has been found impactful
for improved selfish mining and undercutting [29]). This is
done by capping the number of transaction with high fees that
may go into a block (and enforcing that as part of the mining
protocol). Nonetheless, such technique requires configuring
several parameters, like what constitutes a high fee, and whether
the cap would change as the transaction fee distribution changes
over the years, etc. So it adds to the complexity of the protocol.

E. Studying Selfish Mining in Other Systems

It is observed that most selfish mining works targeted Bitcoin;
which is natural given how Nakamoto-style consensus works
and the popularity of Bitcoin. While not to the same extent,
selfish mining has been examined across other systems finding
numerous profitable selfish mining strategies. For Ethereum,
selfish mining has been studied for both (its older) proof-of-
work version [18], [19] (contextualizing the effect of uncle
rewards on classic selfish mining), and the more recent proof-
of-stake (PoS) version [23] (the formulation of a new strategy
class specific to the network protocol). Selfish mining strategies
have additionally been formulated specific to other protocols,
including for longest chain PoS protocols [15], such as Tezoz
and Cardano, and for Filecoin [45]. These new strategies
represent a high level adaptation to "selfish proposing” attacks
(in systems where new blocks are proposed rather than mined
(i.e., PoS) (Filecoin appends blocks through a somewhat similar
system though not PoS).

While relying on often specific protocol features to formulate
an attack, still each of these works utilizes temporary-block
withholding. Nonetheless, modeling and obtained results vary
from protocol to protocol based on their specifications. Keller



et al. [48] have attempted to bridge this gap formulating a
generic Markov decision process for selfish mining attacks on
DAG-based protocols, and mentioned that it could be adopted
for other protocols, however they show results only for Bitcoin.
Thus, more work is still needed to understand selfish mining
strategies at a generic level.

VIII. CONCLUSION

We presented a systematization framework categorizing
existing selfish mining works according to their strategy and
model formulation. In doing so, we unravel the often entangled
developments of selfish mining attacks—often fragmented
across varying modeling environments. To further contextualize
the landscape, we evaluated existing and new strategy variants
in the transaction-fee regime, across both the single and
multi-attacker setting, showing new security thresholds and
relationships. Finally, we discuss detectability of selfish mining
and prior works on the defense side, as well as the connections
to MEV, fee-driven blockchain-based systems, and selfish
mining in systems other than Bitcoin.
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