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Abstract. This paper presents the first black-box registered ABE for circuit from lattices. The selective security is
based on evasive LWE assumption [EUROCRYPT’22, CRYPTO’22]. The unique prior Reg-ABE scheme from lattices
is derived from non-black-box construction based on function-binding hash and witness encryption [CRYPTO’23].
Technically, we first extend the black-box registration-based encryption from standard LWE [CRYPTO’23] so that we
can register a public key with a function; this yields a LWE-based Reg-ABE with ciphertexts of size L - polylog(L)
where L is the number of users. We then make use of the special structure of its ciphertext to reduce its size to
polylog(L) via an algebraic obfuscator based on evasive LWE [CRYPTO’24].

1 Introduction

Registered Attribute-Based Encryption (Reg-ABE) [25] is an authority-free variant of attribute-based encryption (ABE) [34,24].
In a Reg-ABE, a user generates public-secret key pair (pk, sk) on his own. A curator, who works deterministically and
holds no secret, is responsible for registering pk along with a policy f to a compact master public key mpk. A ciphertext
under mpk for attribute x can be decrypted using sk if f(x) = 0. Typically, the curator starts from a common reference
string crs and sends each user a helper key hsk for decryption, which may be updated later. It is crucial that each user’s
helper key should not be updated too many times during the lifetime of the system.

Early Reg-ABE for identity check (i.e., registration-based encryption, RBE) relies on non-black-box technique based
on garbling scheme or general obfuscation [19,20,23,9]. Recent pairing-based constructions [22,25,14,42,16,41,1,17] use
black-box technique and support complex functionalities at the cost of large common reference string. Under lattice
assumptions, we only see black-box construction for RBE [12,13] and non-black-box construction for Reg-ABE for
circuits [15] via witness encryption [18,7,37] — there is no black-box Reg-ABE (beyond RBE) from lattice!

Result. In this work, we propose the first black-box construction for Reg-ABE for circuits. The selective security is
based on evasive LWE assumption [39,36,37]. The scheme achieves the following profile:

|crs| = polylog(L), |mpk| = polylog(L), |ct| = polylog(L),

and the number of updates for each user is roughly polylog(L). We preserve the following advantages over pairing-
based Reg-ABE constructions that has been achieved by [15,12,13]:

— Ourscheme is unbounded, which means it supports an arbitrary number of users, with an implicit bound of L = 2*
(c.f. Remark 6.12 in [15]).
— Our scheme enjoys a transparent setup, i.e., the common reference string is simply a uniform random string.

Furthermore, our black-box technique allows us to achieve more:

— Our scheme is conceptually simpler and concretely more efficient than the non-black-box scheme in [15]. In par-
ticular, we avoid costly transformations between different computation models or languages.



— Our scheme enjoys user corruption in the standard model. In [15], their basic scheme in the standard model does
not support corruption while a generic transformation that adds corruption to it relies on random oracles.

See Figure 1 for a detailed comparison. We clarify that both Reg-ABE in [15] and this work are generic: the former
uses function-binding hash (FBH) and witness encryption while ours uses algebraic obfuscator for matrix PRF. Given
the state of the art, FBH can be built from standard LWE [26,15] while the others rely on evasive LWE [7,37], re-
spectively. We finally remark that the notion of Reg-ABE has been generalized to Registered Functional Encryption
(Reg-FE) [10,5,41] but all known Reg-FE schemes do not subsume our result.

ref function black-box corruption assumption
[12,13] identity check v v LWE

FWW [15], §6 circuit X X evasive LWE
FWW [15], §C circuit X v evasive LWE + RO
Ours circuit v v evasive LWE

Fig.1: Summary of Reg-ABE from Lattices. “RO” stands for “random oracle”.

Implication & Discussion. By the generic transformation in [15], we immediately obtain a distributed broadcast en-
cryption (DBE) that is unbounded and enjoys transparent setup from evasive LWE. A very recent work [6] described
a DBE scheme with structured crs of size L? - polylog(L) from £-succinct LWE assumption [40] (£ depends on L). Com-
pared with evasive LWE [39,36,37], £-succinct LWE assumption is falsifiable and desirable [40]; we leave it as an open
problem to build Reg-ABE (and thus DBE) that achieves unboundedness and transparent setup from falsifiable lattice
assumptions such as ¢-succinct LWE.

Strategy. Following the blueprint in [25], we consider a weaker primitive called L-slotted Reg-ABE. By this, we can
work with a simpler scenario without one-by-one registration: public keys pks, . . ., pk; and associated functions f3, ..., f.
are given to the curator at a single time, it is then asked to produce mpk and helper keys hskg, ..., hsk;. In this case,
the curator is called aggregator. It is proved that slotted Reg-ABE implies (full-fledged) Reg-ABE via “power-of-two”
technique [19,25] (c.f. Section B in Appendix). In the remaining of the Introduction, we focus on our slotted Reg-ABE
for circuit with formal treatment in Section 3 and 4.

1.1 Warm-up: Zero-Slotted Reg-ABE

As a warm-up, we start with a weak primitive called zero-slotted Reg-ABE that does not involve any user: The aggrega-
tor simply embeds function f into mpkg, a ciphertext under mpk  for x should be publicly decryptable when f(x) = 0.
(The decryptor should know f and x.) Security means that cty hides the message when f(x) = 1; here we assume Xx is
claimed before crs is generated.

Homomorphic Computation. Let n,q,f£ € Nand m = nlogq. LetF € ZZX’""’ and G = I, ® (1,2,2%,...,29%9), For
function f : {0,1}¢ — {0,1} and input x € {0, 1}, there exist two low-norm matrices Hyx and H; such that

(F-X®G) -Hpx =FH; - f(X) -G

In the literature, A is commonly used in place of F; here we use F to indicate that this part is talking about “function”.
Note that Hy solely depends on f while Hyx depends on both f and x.



Zero-slotted Reg-ABE via Laconic Function Evaluation. We observe that the zero-slotted Reg-ABE is syntactically
similar to attribute-based laconic functional evaluation (AB-LFE) [32] where server sends a digest digest of a function
f, client encrypts the message under digest for x, one can decrypt with the knowledge of f when f(x) = 0. Adapting
the AB-LFE scheme in [32] readily gives us an zero-slotted Reg-ABE:

crs=F,v

mpk = FHfG_l(v)
c’ ¢
e e
ctx =5 (F-X ®G),sFH;G ' (v) + [q/2] - m

where s, v « ZZ and F, Hy are defined as before and operation “_-_” indicates a noised version of the input. Observe
that

~c—|q/2]-m ~c"
—— —
sTFHfG‘l(v) =s'(F-X ®G) ~Hf,XG‘1(v) +s'v.
We can see that:

- When f(x) = 0, term s"v disappears and decryption is straight-forward.
— When f(x) = 1, we rewrite c using ¢ and apply LWE assumption w.r.t. (F, v) after change of variable F — F+X ®G.
This proves that the ciphertext is pseudorandom in the selective setting.

A recent work [11] clarified that FHy can be seen a (functional) commitment to function f while Hy x can serve as a
opening of f at the point x.

1.2 One-slotted Scheme

Letus move from zero-slotted to one-slotted Reg-ABE where a user generates a key pair (pk, sk) and asks the aggregator
to embed (pk, f) to mpkp, ;. A ciphertext cty under mpk,  for x can be decrypted by sk if f(x) = 0. Security means
that ctx hides the message in all the three settings:

- pkis maliciously generated by the adversary who may not even know sk;
- pkis honestly generated but sk is leaked to the adversary later;
- pkis honestly generated and sk keeps secret.

We call them malicious, corrupted, honest key/user, respectively, and require that f(x) = 1 for the first two settings (to

rule out trivial attacks).

Generating (pk, sk). We choose to use dual-Regev PKE [21] to generate (pk, sk). With D « Zg*™ in crs, we define
sk=k « {0,1}" and pk=u=Dk. 1)

It is helpful to recall that a ciphertext is (s'D, W) and decryption relies on the equation: s’D - k = s"u.

Binding pk and f. We bind f with pk = u via the following commitment:
h=FH;G ' (v) + PG ! () @)

where FH;G™*(v) is mpk ¢ from zero-slotted scheme and P « Zg*™ (we use letter P to indicate that the latter part is
talking about “public key”). Inspired by [12], this readily gives a mpk for (pk, f) along with F, P, D and a ciphertext for
x € {0,1}? is basically a dual-Regev PKE ciphertext under public key

F-X®GP h
MX= b
GD/ \0
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with trapdoor 7ty f = (HfG™1(v), G™(u), —Kk). In more details, our one-slotted Reg-ABE scheme is as follows:

crs=F,P,D,v
(pk, sk) = (u = DK, k)
mpky s = FH;G™'(v) + PG (u)

T T T
c} c, 3 c

—_—MAMAYVM¥§P|(—

where §', t' « Zj. When f(x) = 0, decryption relies on:

~cT ~cT ~cT
~C ~Cy ~C3 sk

e N —— —— — =
S(F-X ®G) HfxG'(v) +(SP+tG)-G'(u)- tD - k
=S'FH;G (V) + (SPG ' (u) +tu) - tu

=s (FH;G }(v) +PG ! (w)) ~ c - [q/2] - m.

h

This is quite similar to the 1-key ABE described in [8] implicitly used in [29].

Security. For security, analogous to the analysis of correctness, we approximately rewrite ¢ — | q/2] - m as:

~c! ~C
/—’; r—’;
S (F-X ®G) HyxG '(v) + f(x) - SV+(SP+£G) G (u) - fu

After a change of variable F — F + X’ ® G, we consider two cases:

- When f(x) = 1, the selective security is analogous to the zero-slotted scheme under the LWE assumption w.r.t.
(F,P,v).

— When f(x) = 0, the above argument does not work since the term s'v does not appear. Fortunately, in this case,
pk = u must be honest and thus k « {0,1}™ is secret from the adversary. The proof makes use of the entropy
from k and consists of four steps:

1. LWE assumption w.r.t. (F, P) ensures that ¢; and c; are pseudorandom.

2. Rewrite term t'u in the above expression as c; - k; this uses the fact that k is always known to the simulator;
here noise flooding is needed.

3. LWE assumption w.r.t. D ensures that cs are pseudorandom.

4. Leftover hash lemma ensures that (D, ¢;, DK, c;k) ~ (D,c3, $,$) when D, c3 are random over Z; and k are
random over {0, 1}.

We highlight that the proof does not require the adversary to claim whether the user will be honest in advance.

1.3 From One-slotted to L-slotted Reg-ABE

This section explains how to build L-slotted scheme from one-slotted scheme. We illustrate the idea via an example of
L = 8 and set D = logL = 3. Namely, we have (sk; = ki, pk; = wy = DKy),..., (sks = kg, pkg = ug = DKkg) defined as
in (1) and ask the aggregator to bind them with f3,.. ., f3, respectively.



Aggregation via Merkle Hash. We start with the paradigm presented in [12]. We place the 8 users at the leaves of
Merkle tree of depth D = 3 and compute the Merkle hash. In contrast to [12], we put hy, ..., hg defined as in (2) at the
leaves rather than (pk; = uy, ..., pkg = ug). In more details, let By, B; be the key for hash function and compute

h; =FH;G '(v) + PG *(w;), Vie{0,1}®
where we write index i of slot in its binary form i = (i3, iz, i3); we compute

= hy,p, = BoG (hy, 1, 0) + B1G 1 (hy, p, 1) for all (by, by) € {0,1}%
- hy =BoG !(hyg) +B1G 1 (hy,) forall b € {0,1};
- h.= B()G_l(ho) + B1G_1(h1).

We take h, as mpk and, for all i = (iy, iz, i3) € {0, 1} and set:
hsk; = 71; = (G~ (hiip,0), G~ (hiy p), G~ (hp))pe 0,1} -

As [12], we can build a ciphertext under h, as follows: for i € {0,1}% and x € {0,1}¢, it is a dual-Regev PKE ciphertext
under the following public key

Mi,x

B, B

_ h,
i1~Gi1'G B() B1 0
i,-Giy-G By B )
i3-Gi3-G F-X®G P
0

GD

with trapdoor (77, 7Ty, ;). Observe that this is an extension of our one-slotted scheme; the right-bottom corner of M; x
is identical to My in (3). Both correctness and selective security are natural extensions of one-slotted scheme. As a
summary, our eight-slotted Reg-ABE scheme is as follows:

crs = By, B, F,P,D,v
(pk;, ski) = (w; = DK;, k;)
mpky, r = he // defined as above

Ctix = {s}_lBo +1j ~sTjG, sTj_lBl +1j - S}G}j:Lz,g

s; (F-X ®G), s P+tG,tD, sph+[g/2] - m

where sg, $1, S2, 83, t «— Zg. Compared with our one-slotted Reg-ABE, the boxed terms are added to handle Merkle Hash
and random coins are modified accordingly (see the gray boxes).

Issue & Large Ciphertexts. Unfortunately, this is not a slotted Reg-ABE:

— The above ciphertext depends on i = (i1, iz, I3), which is basically built for a single user by identifying the corre-
sponding path. This is inherited from RBE scheme in [12] where a ciphertext targets to exactly one user.
— A ciphertext in L-slotted Reg-ABE is potentially decryptable by all L users.

Anaive fix is to encrypt to all eight users: a ciphertext ctx for x consists of eight sub-ciphertexts ctooo,x, Ctoo1,x, - - - » Ct111,x
each defined as above. Both decryption and selective security are easy to established. However this makes ciphertext
size unacceptable in the setting of Reg-ABE — for general L, the ciphertext size is as large as L - polylog(L) where
polylog(L) is the size of each sub-cihpertext and factor L comes from “encrypting to all users”.



1.4 Shaving Factor L Off

To get an acceptable Reg-ABE scheme, we want to find out a compact representation of ctx. In this overview, let us
focus on the first term in each sub-cipertext ct; x that corresponds to the first column of M; x:

siBy+1i;-£G, Vie{0,1}°

where s; and t; are parts of randomness of each sub-ciphertext.

Idea 1: Generating Random Coins via PRF. Since all (s;, t;) are fresh, it seems impossible to compress the 8 terms
from an information-theoretical point of view. Our first idea is to use correlated randomness. Conceptually, we employ
PRF in [4,7], denoted by F, to generate those random coins: for i € {0, 1}3, set

S = F(Rs, 1) = U8i Sy, - SiKs

G = F(Ke D) = €84 8; 0o SiKe

where t is some fixed low-norm vector, Sy and S; are low-norm and form the definition of PRF, and K; and K; are key
or seed of PRF. It is proved that {s;, t;} are pseudorandom under (low-norm) LWE assumption [4]. Then, we can write
the eight terms as below:

€54,5,5,K:Bo + 1€y 8,5, KG, Vi (0,1},

Idea 2: Fixing the Proof via Crossing Lemma. In the proof, we will need to argue that
{t'S;,8:,S:i,KsBo + e§ e {0,1)3
are pseudorandom where we write noise terms e; explicitly. Clearly, we shall use the pseudorandomness of PRF. For

this, one may want to change those terms into

F(Ks,1)
————

(t'S;S,S:,Ks +€) -Bo+e, Vie{0,1}°

where €] are noise terms used by the PRF and apply the pseudorandomness of PRF. Unfortunately, the first step is
incorrect: due to the large norm of By, the noise flooding technique does not work as is. We circumvent the issue with
the following proof strategy:

{t'S;,S:,8:,KsBo + €] }ic0,1}3
~s {€84,8;,8i, (KsBo +[E)) + €] }ic (01}
X {tTSi1SiZSi3 +€tic(01)3 ~c {$}icfo1)3
where E is noise term and K is uniformly random. We highlight that the first step can be ensured by the noise flooding
technique due to the fact that t, Sg, S; all have low norm. The remaining steps are standard: the second step uses LWE

assumption w.r.t. By and the last step applys the pseudorandomness of PRF but with new key K. We establish crossing
lemma (Lemma 2) to capture the idea and present our slotted Reg-ABE with large ciphertext in Section 3.

Idea 3: Decomposing & Obfuscating. We then rewrite those terms as:

Sl,il Sz,iz SS,i3
—_————
Ks 0

(t,€) S - (Siz (Sig B
11 Si1 Si2 Si3 K:G

t

, Vie{0,1}3




and, more importantly, the eight terms can be assembled from six matrices Sl,b, §2,b, 33,1, with b € {0, 1}. In general, L
terms can be built from 21og L blocks. This almost reaches our goal; however, we quickly argue that it is insecure to
publish §j,b with j € [3] and b € {0, 1} “in the clear”. To ensure that only those eight terms can be derived, we employ
GGH encoding: sample A1, A; with trapdoors A} Land A; 1, we publish the following terms instead:

S1pA1, A7'(S2pA2), A;'(S3p), Vb e {01}

the security is then based on evasive LWE as in [37]. Formally, we employ a recent algebraic obfuscator for relaxed
matrix PRF proposed by [30] in the entirely different context. In their work, a concrete obfuscator Obf was presented
based on evasive LWE assumption [37]; the construction is a natural extension of witness encryption in [37] which
is based on GGH encoding. This will yield a slotted Reg-ABE basically identical to the above. Our treatment gives a
generic Reg-ABE and we hope this is easier to follow. We leave a more detailed overview and our final slotted Reg-ABE
in Section 4.

2 Preliminaries

Notations. For a finite set S, we use s < S to denote the procedure of sampling s from S uniformly. We use y «
Alg(x;r) to denote the procedure of running algorithm Alg on input x with random coin r and assigning the output
to y. When r is irrelevant to the question, we omit it and view Alg(x) as a distribution. We use [Alg] to denote its
support, i.e., the set of all possible outputs y. We use lower-case boldface to denote column vectors (e.g., a) and upper-
case boldface to denote matrices (e.g. M). For Ay, ..., A,, we use diag(Ay, ..., Ap) to denote a matrix with Ay, ..., A,
on its diagonal. For n € N, we use {0, 1}" to denote the set of all binary strings of length n and define {0, 1}° = {e}. For
X =(X1,...,Xp) € {0,1}"and 0 < j < n, define X|j = (X1,...,X;) with x| = e and write X||b = (x1,..., Xn, b).

2.1 Lattice Background
Norm. Let n,m,q € N. For any matrix A = (@ij)ie[n],je[m] € 25", we define [[A|| = maXie(n Z;”zl la; j|, which
is the infinity norm*. In particular, for row vector r' = (ry,...,ry) € Z}IX’”, we have ||| = ;.":1 |r;]; for column
vector ¢ = (C1,...,Cp)" € ZZ, we have ||c|| = maxX;c[n) |¢;|. For ¢ € Z; and matrices A, B of proper sizes, we have (1)
llc- All = lc[ - [|A[l; 2) |A+B[| < [|All + [|B]l; (3) [|AB]| < [|A]l - [|B]I.
Leftover Hash Lemma (LHL). Let n,m,q € N with m > 2nlog q. We have
{(A[AX]) : A — ZP™ x — {0,1}"} ~5 {(A, W) : A — Zp", u — Z71}.

Discrete Gaussians and Facts. Let Dz, denote the discrete Gaussian distribution over Z with parameter o > 0. The
Gaussian Tail Bound [31] says that: For any A € N, we have

Pr(|ix|| > VAo : x « Dz <277
We will use noise flooding based on the following fact: For any |z| < B, we have

{x:ixe—Dge} s {x+z:x — Dzs} where o= BACW),

This is also called smudging lemma in the literature.

4 The standard notation for infinity norm is || - ||co; We omit the transcript for brevity.



Learning with Error (LWE). Let n,m, q,o € N. The learning with error (LWE) assumption LWEp n o [33] says that:
For all P.PT. A,

AdVYYE(n) = | PrA(A,[sA+e7) = 1] - Pr[A(A, @) = 1]| = &(n)
where A « Z{;X’”, S «— Z(’l‘, e «— sz"a and ¢ «— Z{I”. The LWE assumption with sub-exponential hardness means: A is
allowed to run in time 2™ and advantage can be bounded by 27" when q/o < 2"° for some constant ¢ > 0.

Gadget Matrix. Letn,q € N such that ¢ > 2 and m = n[logq]. Define G = I, ® (1,2,...,2M1%841"1) € ZI*™ For any
z=(21,...,2n)" € Zg, we use G~ !(z) to denote (bin(z1), ..., bin(z,))" where bin(-) gives the binary representation of
the input. This ensures that G - G™1(z) = z.

Homomorphic Evaluation. Let ¢,d, s € N, we use Cg4, to denote the family of boolean circuits of depth d and input
size £. Let n,q € Nwith g > 2 and m > 2nlog q. There exists two deterministic algorithms [3,35]:

EvalF(B, f) — Hy; EvalFX(B, f,X) — Hyx
where B € ZI*™, f € g, x € {0,1} and Hy, Hy x € Z™*™ such that

(B-X®G)Hsx =BH; - f(x)- G and |[Hxll <mo@. 4

2.2 Relaxed Matrix Pseudorandom Function

We review relaxed pseudorandom function (PRF) [30] with adaptation.

Algorithms. Let g € N. A o-matrix pseudorandom function (c-mPRF) family PRF consists of a tuple of P.PT. algorithms
with the following syntax:

weN : width of PRF
x>0 : noise parameter
veN : length of PRF
PRFGen(w,y) — S meN : length of PRF output
PRFKey(w, m, par) — K par € {0,1}* : parameters for key

PRFEval($,K,x) = m' [, M;,K | S€Z"  :description of PRF
KeZ*™ :keyof PRF

teN : length of input

x € {0,1}° :input of PRF

wherem € Z" and M; , € Z"*" for alli € [£],b € {0, 1} can publicly and deterministically computed from S, and the
following o-pseudorandomness [30]: if for all par € {0,1}" and all P.PT. A,

| Pr[A°GSK) (1) = 1] - PrATFO) (11) = 1]| = &(A)

where § « PRFGen(w, 0), \K «— PRFKey(w, m, par) | oracle O(S, K, x) outputs

PRFEval(S,K,x) +€;, ex — DI, Vxe {01},

and TRF refers to a truly random function. We will consider a stronger version where A additionally gets aux related
to K; this is captured by replacing boxed part with (K, aux) < PRFKey*(par®) and sending aux to A. Here, K produced
by the two algorithms should have the same distribution. In this work, we focus on the setting where £ = log(A) and
A is allowed to see evaluations at all x.



Norm. Letw, £ € N and o > 0. The norm of o-mPRF PRF = (PRFGen, PRFKey, PRFEval) on input of length ¢ is defined
as:

PRFEval(S,I,,x
Se[PRFGen(w,0)],x€{0,1}¢ ” ( v )”

Note that this is independent of key K and parameter m as well.

Construction from LWE. The following lemma gives a LWE-based g-mPRF.

Lemma1 ([2,4,38]). Letn,q,w,£ €N, y,0 > 0 and

w=6nlogq, y = Q(+/nlogq), o > AW . (wy)?.

Under LWE,, poy (w,,2¢),q,0 aSSUmption, for all PPT. A,

Pr [A(MO: Ml: t)

{tTMxl e MXgK + e;(}xe{o,l}e ‘) = 1]

— PrA(Mo, My, t, {ux }zeqo1y¢) = 1] = €(n)
where Mgy, My «— D%W, K« ZE’X’", ey «— szﬁa andt € Z;‘” being the first elementary basis vector.

In particular, fix t defined in Lemma 1, the o-mPRF PRFy works as follows:

— PRFGeng(w, x): Output § = (Mg|M;) € Z">2W,
— PRFKey,(w, m): Output K « Zg™™.
— PRFEvaly(S,K,X) =t - M, ---M,, - K.

€

and its norm on input of length £ is bounded by (wiy)*.

2.3 Obfuscation for Matrix PRF
Let A, £,m, q € N. An obfuscator for o-mPRF (PRFGen, PRFKey, PRFEval) is a P.PT. algorithm with the following syntax:

A : security parameter

¢ :input length
Obf(14,1¢,8,K) — F S : description of PRF

K : key of PRF

F : obfuscated PRF

and following two properties:

- A-Correctness: For all w,m, £ € N, all y > 0, all par € {0,1}*, all S € [PRFGen(w, )], all K € [PRFKey(w, m, par)]
and all x € {0,1}¢, we have

Pr[ [F(x) — PRFEval(S, K, X)| < A : F — Obf(1%,1,8,K) ] = £(2).
— D-Security: For all w,m, £ € N, all y > 0, all par € {0,1}*, there exists a distribution D such that, for all A,
PriA(A[E) = 1:F < 0bf(1%,14,8,K)] — Pr[A(1%, [Fs) = 1 : Fs — D] = e(A)

where § « PRFGen(w, ) and K « PRFKey(w, m, par).



Lattice Trapdoor & Algorithms. Let m = 2nlogq and o > 24/nlog q. We have the following P.PT. algorithms [31]:

neN : dimension
q=2 : field
Ac ZZX’” : lattice instance

TrapGen(1%,q) — (A,A™1)

A1 e Z™m : Jattice trapdoor
PreSamp(1%,q,A,A"',z,0) —» k

zZ€Zy : target vector
c>0 : noise parameter
kezZ™ : pre-image

with the following properties:
A~ U(ZZX”‘), k ~ SD%fG and Ak =zmodq

This can be extended to matrix setting via column-wise extension. We use (A, A™1) « ZZX’" XZ™ ™M o refer to TrapGen
and usek « A1 (z) to refer to PreSamp when n, g, o is clear from the context.

Evasive LWE. Define P.PT. algorithm:

A : security parameter
R Sezl>™  :randomness
Samp(1*) — (S, P, aux)
PezZp : target

aux € {0,1}* : auxiliary information

The evasive LWE assumption evLWEsamp,y, 4, [39,36] says that there exists polynomial Q such that for every P.PT. A,
there exists PPT. B such that

AdVET (1)

PrA(SA+E|A,"(P),aux)] — PrlA(IC, A, " (P), aux)]
< Pr[B(SA+E,SP+E | aux)] - Pr[B(/€,€", aux)] -Q(A) + (1)

AdVERE (1)

where (S,P,aux) « Samp(1%), (A,A™1) « ZPT X ZME D%ﬁ;om, E « DZ;I, C « Zg'xm and C' « ZZ’Xt. We

write evLWE,, ., to indicate eVLWEsampy,y, for some valid Samp.

Obfuscator from evasive LWE. We review the following theorem which ensures a concrete algebraic obfuscator for
matrix PRF from evasive LWE. The reader can find their construction in Section A of Appendix.

Theorem 1 ([30]). Let n,q,w, £ € N and
x=>V2n, B>ovn, o= 28 . (n*®t, w=0(w+n)logq.

Under LWEy poly(n),q,¢ and evLWEg ; assumption, for -mPRF (PRFGen, PRFKey, PRFEval) of width w € N and with entries
of S € [PRFGen(w, )] bounded by B, there exists an obfuscator Obf that achieves £(W B)*-correctness for input of length
€ and D-security for some D, and have

|Obf(14,1%,8,K)| = 0(¢W?mlog q)

for all' S € [PRFGen(w, y)] and K € [PRFKey(w, m, par)].
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2.4 Slotted Registered Attribute-Based Encryption for Circuits

We review the notion of slotted registered attribute-based encryption (slotted Reg-ABE) adapted from [25]. See Sec-
tion B of Appendix for more information about (full-fledged) Reg-ABE.

Algorithms. Lets, d, ¢ € N. A slotted registered attribute-based encryption [25] for circuit is a tuple of algorithms with
the following syntax:

A : security parameter

d, ¢ : depth/input size of circuits

Setup(14,14,1%) — crs crs : common reference string
Gen(crs) — (pk,sk) pk, pk; : user’s public key
Agg(crs, (fi, Pky)ie(z)) — (mpk, (hsk;)ie[z)) sk, sk; : user’s secret key
Enc(mpk, x, m) — ct mpk : master public key
Dec(sk, hsk,ct) — m/L hsk : helper secret key

fi € Ca,¢ : function for i-th user

x € {0,1}* : input to function

We require that Agg is deterministic.

Correctness and Compactness. Forall A,L,d, ¢ € N, alli* € [L], all fi,..., fi € Cqp, all crs « Setup(14,14,1%), all
(Pk;s, ski) «— Gen(crs), all {pk;}ie[r)\fiv}> all x € {0, 1}¢ such that fi-(x) = 0, and all m € M, correctness requires that
Pr[Dec(sk;, hsk;, Enc(mpk,x,m)) =m] =1

where (mpk, (hski)ic[z]) < Agg(crs, (fi, pk;)ie[z]) and compactness requires that

|mpk| = poly(4,d, ¢,log L) and |hsk;| = poly(A,d, ¢,logL) Vie [L].

Security. The (adaptive) security requires that, for all P.PT. adversary A,

crs « Setup(14,14,1%)

(X, (Pky» fi)ie[L]> Mo, M) — AOCENOCr (crs)
(mpk, (hski)ie[z]) < Agg(crs, (fi, pK;)ie(r))
B« {0,1}, ct « Enc(mpk, x, mg), B’ < A(ct)

Pr(B=p —%za()\)

where the oracles work as follows with initial setting € = @ and £ = 0:

— 0Gen(): run (pk, sk) « Gen(crs), set £L[pk] = sk and return pk;
— OCor(pk): return £[pk] and update € = C U {pk};

and condition:
corrupted key malicious key

—_—— ——
pke€ v Llpkl=L = fi)=1 VielLl.

Note that [25] proved that there is no need to give mpk and hsk;, .. ., hsk;, to A explicitly and to consider post-challenge
queries. There are two orthogonal ways to adapt the definition:

- when A claims x before seeing crs, we get the notion of selective security;
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— when A receives either ct « Enc(mpk, x, m) with m chosen by A or a random string in the ciphertext space, we
get the notion of pseudorandom ciphertext.

We finally remark that, among pks, . . ., pk; that appear in the above definition, we distinguish three types of users/public
keys:

- pk; with £[pk;] = 1 is malicious; challenger does not know sk;;
- pk; with pk; € Cis corrupted; both challenger and adversary know sk;;
- remaining pk; are honest; adversary does not know sk; but challenger does.

3 Slotted Registered ABE with Large Ciphertext

This section presents our slotted Reg-ABE scheme with large ciphertexts from LWE assumption. We will adapt it to a
slotted Reg-ABE scheme with compact ciphertexts in Section 4.3. For this ultimate purpose, here, we divide Dec into
two algorithms IndDec and Dec: IndDec is the core part of old Dec and will only be invoked by Dec.

3.1 Scheme

Assuming PRFy = (PRFGeng, PRFKey,,, PRFEvaly) promised by Lemma 1, our slotted Reg-ABE scheme with large cipher-
text works as follow.

- Setup(14,14,1%): Sample

Bo,B,P,D — Z"™", F—ZP™, v 17l

Output
crs = (Bo, B{,F,P,D,v,d, 8)

- Gen(crs): Sample k « {0,1}™ and set u = Dk € Z;. Output
pk=u and sk=k.
- Agg(crs, {fi, pk;}ie[z)): Assume L = 2 for some D € N and write

i=(iy,...,ip) € {0,1}7.

Let
pk; =w; € Zj, Hf «— EvalF(F, f;) Vie{0,1}".
Compute
h; = FH;G '(v) + PG ' (u;)
For j=D-1,...,0, recursively compute
h, =BG (h,0) + B1G (hy1), Vee {0,1}.
Output

hijo hij1
e N
mpk = (crs,he, L), hsk; = {hi\j-1||0’ hi|j_1Hl}je[D] Vi € {0, 1}D.

We assume that one can efficiently extract both i and f; from hsk;.
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crs

— Enc(mpk, x, m): Let mpk = (Bg,B1,F,P,D,v,d, {,h,, L = 2D). Run
S « PRFGeng(mg,0p) and Koq,Ky,...,Kpy < PRFKey,(mo, n).
For eachi € {0,1}? and j € [0, D + 1], define

Si,j = PRFEValo(S; K]1 l) € ZZ

and sample
e; = (€0, i1, .-, €D, €;Ds1, &;,Ds2) D;{flzmemm

Compute

Cip = sTl.)Ohe +eio+q/2] -meZ;

¢; =-8; 41(BolBy) +S-;’j(lTj Gl G)+e ;€ Z3" Vje[D]

Cps1 = Sip(F-X ®G[P)+5;,,(0]G)+e,, € ZZMH)

Cips2 = SipuD T € pp € Zg
and output

Clyi

Ctx = { €i,0,Ci1s - - > Ci,D> €i,D+15 Ci,D+2 Yie{0,1}P

We assume that one can efficiently extract x from ctx and note that
|ctx| = L - polylog(L).

— Dec(skg, hsk;, cty): Parse i* € {0,1}” from sk and hsk;-. Let

Cly i*

Ctx = {€i0,Ci,15 - - -5 €i,Ds Ci,D+1, Ci,D+2 }ie {0,1}0

Output

m « IndDec(sk;, hsk;-, Ctx i+).
— IndDec(sk, hsk, ctx): Parse
sk=k and hsk= {hj,O:hj,l}je[D] with fe ed,g

and

ct = (co,€1,...,Cp, Cns1, Cpsz) With  x € {0,1}%.

Letu = Dk and run Hyx < EvalFX(F, f, x). Compute

Zj Zp+1
D Zp+2
|6 )| . |HxGTHW)| "
Z=CO+ZC]- 1 D+1 1 +Cp, oK.
767 (hyy) G (w)

and output |2z/q].
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3.2 Parameters

We set n, m, my, q, 0y, 07 so that they satisfy the following conditions:

q/4 > Dem° D+ g, /| correctness

m > 2nlogq // homomorphic evaluation, LHL
o1 > 2°W .y Il Go

Xo = D& -mO@0M)y, Il Go ~s G1

0y = Q(y/nlogq), my = 6nlogq //Lemma 1
x1 = 0(AP+*MW (nlog q)**my,) // Lemma 2
q/xz < 2", x2 = poly(n, A) // LWE hardness

where o, x1 and y; are introduced in the proof as intermediate parameters. We defer parameter selection to the next

section where we present our final slotted Reg-ABE scheme and two additional conditions will be added.

3.3 Correctness

Assume cty is generated under mpk = (By, B;,F,P,D,v,d, {,h, L = ZD). Recall that Dec sends those terms correspond-

ing to i* in ctg to IndDec:

Civo =Suohe+epg+[q/2]-m
s = ch.*’j = —sTi*’]._l(Bo | By) +sTl.*’j(i; -G | i]’.‘ - G) +eTl.*,]., Vj € [D] )
Cops1 = Spp(F-X®G|P)+8.,,(0|G) +e.
c1l:*,D+2 = _S-E*,D+1D + e-lt*‘,D+2
along with
ski = K, hsky = {hy jo, i j1}je[p)
By the specification of Gen and Agg, we have the following relations:
he =BoG ' (hy- 10) + B1G ' (hy 1,1) (6)
hijogis | = BoG ' (h; jo) +B1G '(hy 1), Vje[2,D] @)
hj pi: = FHfi*G_l(v) +PG 1(u;) where u;- = DK;-. 8)
For brevity, we discard transcript i* from these terms and f;-. Observe that:
G '(hyo)
z1 = (=sphe + s]hl,i;) +e] » )
G ' (hy1)
Zi= (=8 _h; 1y +shj;)+e G~ (ho) Vj e [2,D] (10)
= i— —1,i% LR i s
J J-17 =Lt Jl j G_l(hj,l)
;T T T T Hf’XG_l(V)
zpa = —Sphp; + f(X) - spv+spu+ep, an
G (w)
Zpyy = —Spu+ep Kk 12)
Weleave all details of computing z1, . . ., Zp+2 to Section C in Appendix. It is straight-forward to see that, when f(x) = 0,

we have

D

Z=Cppt Z Zj+Zpi1 +Zps2

j=1
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D -1 -1
_ |G (hjp) _ |HpxGH(V) :
=lg/2) - meeg+ y € | IO e [T €]k
767 (hyy) G (u)

Then the correctness follows from the fact that

D

le| < |eo +Z €51l + llep.ll - Hzxll + [l€h, I
j=1
< (1+2mD +m(£+1)m°? + m)Vao, = Dem® PVao, < q/4. (13)

3.4 Security
We have the following theorem.

Theorem 2. Under LWE,, yo1y(mo,D,20),q,00 @A LWEy 0(m),q,y, assumption that satisfy the conditions in Section 3.2, our slot-
ted Reg-ABE presented in Section 3.1 has pseudorandom ciphertexts in the selective setting (c.f. Section 2.4).

Useful Lemma. We prepare the following simple lemma which will be frequently used in the proof. Consider a o-
mPRF PRF = (PRFGen, PRFKey, PRFEval). Given § « PRFGen(w, y) and m, £ € N, we write

F(K,X) = PRFEval(S,K,x) VK e Z/ ™ x € {0,1}".

Then, we have
F(K,X) +ex =c $

where K « PRFKey(w, m, par) and ex « D'Z"a; here, we use $ to refer to a random vector of proper size. However, our
proof will instead need the following argument:

F(K',x) - P+e, ~:$ 14)

where K’ « PRFKey(w, m’, par) with m’ < m and P is a public random matrix. A straight-forward idea is to make use
of o-pseudorandomness. For this, we employ noise flooding that changes L.H.S. as:

(F(K',x) +éx) |- P+ ey

and argue that the boxed term is pseudorandom. Unfortunately, this actually does not work due to fact that P is not a
low-norm matrix. Our lemma (shown below) shows that, if PRFKey simply samples a truly random matrix K (of size
depending on the input) and PRF has low-norm (as defined in Section 2.2), we can have (14) where F(K’, x) is able to
interplay with the noise term e across the “large” matrix P.

Lemma 2 (Crossing Lemma). Let w, £, m,n,B € N and g,y > 0. Assume a o-mPRF PRF = (PRFGen, PRFKey, PRFEval)
of norm B with

— PRFKey(w, m) outputs K « Zy*™.
Under LWE m 4., with A°Y Bmy < o, we have
P, {PRFEVal(S, K, X) P+ e;}xe{o’l}e X P, {u;}xe{o’l}e

where S «— PRFGen(w, ") (for some y’ > 0), K « PRFKey(w, n) withn < m, P « ngm, ey «— D%a and ug < Zfl" for all
x € {0,1}%.
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Proof. By definition of -mPRF, we have

{tMyy, --- MZ,ng( + e;}xe{o,l}f ~c {u;}xe{o,l}g 15)

m

when K «— PRFKey(w, m), ex « DI,

Uy — Z{Z” and
[€ My, - Mey, || < B Vx € {0,1}". (16)

Recall that M;, for all i € [€] and b € {0, 1} are derived from S. The lemma follows from the following hybrid argu-

ments:
LHS. = P,{t My, -+ Mpyx,KP + € }xc (01}
~s P, {tTMl,xl te MZ,Xg (KP + E) + e;:}xe{o,l}e
zc P, {tTMl’Xl e Mg,Xgﬁ + e;}xe{o’l}e
X P, {u;}xe{o)l}e = RHS
where E « D%m. Here,

~ the first ~ uses noise flooding and (16) with condition A“Y) Bmy < o;
- the second =~ uses LWE; p, 4, assumption: (P,KP + E) = (P, K);
- the third ~, follows from o-pseudorandomness of PRF, i.e., (15).

This readily proves the lemma. O

Game Sequence. Let L = 2P be the number slots chosen by the adversary. Let x be the selective challenge that are
given by A before seeing crs. Let (pk;, fi)ic (0,132 be the key-policy pairs to be aggregated. Let

Lhon = {pk; : Lpk;] # L A pk; ¢ C}
be the set of public keys for honest users. For all i € {0, 1}D, we have that
fi(x) =0 = pk; € Lhon-
Our proof uses the following game sequence.
— Go: This is the real game. We have crs = (By, By, F,P,D, v, d, £). For each i € {0, 1}2, we have pk;i =w; € Z"Z‘. With
S « PRFGeng(mgp,09) and Ko,Ky,...,Kps1 < PRFKey,(myg, n),

we write
F(K;,1) = PRFEval(S,K;,i) Vie {0,1}7,j e [D+1].

The challenge ciphertext is in the following form

Ctx = {Ci,0,Ci1s - - -5 Ci,D5 Ci.D+15 Ci.D+2 ie(0,1}P
where
cio = F(Ko, i) he+eip
ch.’]. = —F(Kj_1,i) - (Bo | By) + F(K,1) - (ij - G | ij - G) + ezj, Vj € [D]
Cipi = —F(Kp,i) - (F-X ® G| P) + F(Kp41,1) - (0| G) + € D1
Cipsz = F(Kpyp, 1) -D+ef .,
For simplicity, we omit | q/2] - m in ¢; ¢ and consider the following noises:
241
€0 — Dz €i1,.-,€p — DIy, €ipy DZ;{ . eipe — D7y, -

Smudging lemma with condition o; > A1) . y; gives the same distribution as the real scheme. Looking ahead,

our proof will require that yo > 1, this implies oy > A9 . y;.
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- Gj: Identical to Go except that we rewrite c; for all i € {0, 1}? as follows:

D

Cio = — Z Ci jWi,j + € p Wi+ + fi(X) - F(Kp, 1) - v+ F(Kpa, 1) - u; + €0
=
where
G L(h;, H: G (v
Wi = 1( ij-1110) Vje[D] and wWip = f“xl ( )l
G~ (hy,_ 1) G (w)

We claim that Gg =s G;. This follows (1) Gaussian tail bound which ensures that, with probability 1 - 2~ we have

*

e

2mVAyr m(e+1)-Viy;  mO@
D e ——

< >l + 11 poall - gl
j=1

D

U PR U .
Z € jWij * € pyWi,D+1
=

< DemP@ ﬁ)ﬁ

and (2) smudging lemma with condition yo > D&mO@ A« My,

- Gz.5,6 € [0, D]: Identical to G except that we replace c; s with &; s « Zém foralli € {0,1}. Clearly, we have G, =
Ggz.0. We claim that Gy 5_1 ~. Gy for all § € [D]. This follows from Lemma 1 and Lemma 2. The former ensures
that (PRFGeng, PRFKey,, PRFEvalg) is y;-mPRF of norm at most (myAap)? under LWEp poly (mo,D,22),q,0, @SSUMption
with conditions

mo = 6nlogq, 0o =Q(ynlogq), x1 = AP*D . (map)”.

Along with the fact that PRFKey, samples a random matrix, the latter implies that: Under LWE; o(m),q,y, assumption,
it holds that

{-F(Ks-1,1) - (Bg | B1) + eTi,g}ie{o,uD are pseudorandom
with condition O(AP**™M) (my0o)Pmys) < x1.

m(£€+1)

- Gg: Identical to G, p except that we replace ¢, €;,p+1 and ¢;ps2 With ;o < Zg, € py1 Zq

and €; p+2 — Zy,
respectively, for all i € {0,1}”. We prove G, p ~. Gs later on.

This readily proves that the challenge ciphertext is pseudorandom. In the remaining of this section, we prove the last
transition in the game sequence.

From G; p to G3. Recall that challenge ciphertext ctx in Gy p looks like:

Cio =- Z?zl € jWij + € p, Wins1 + fi(X) - F(Kp, i) - v+ F(Kpsa, 1) - Wi + €ip
Cipi = —F(Kp,i) - (F-X ® G| P) + F(Kpy41,1) - (0| G) + € D1
Cipsz = —F(Kp41,1) - D+ € pi2

where we omit ¢;; = €;j < ng foralli € {0,1}? and j € [D]. We prove that they are pseudorandom as in Gs via the
following hybrid arguments:

Go.p = Ga.p1 ~¢ Gz2.p2 =¢ G3
where

- Gg.p.1:Identical to Gy p except that we carry out the change of variable F — F + X' ® G. It is straight-forward to
conclude Gy p = Gy p1. We remark that, with F + X’ ® G in crs, we only achieve selective security.
- Gg.p.2:Identical to Gy p 1 except that we

e replace ¢; p,1 for alli € {0,1}” with & py1 « ZZMH);
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e replace c; for all i such that f;(x) = 1 with & « Z.
We claim that Gy p1 ~¢ G2.p2. This is analogous to Gy s-1 ¢ Ga.s by Lemma 1 and Lemma 2 which implies that

{F(Kp, 1) - (V|FIP) + (ei0l€; p,1)}ic(o,1)» are pseudorandom.

We note that when generating challenge ciphertext ct, we know f; for all i € {0,1}” and x, therefore the game is
well-defined.

It remains to prove that Gy ps ~. Gs.

From G; p 2 to G3. Recall that, in Gy p», we almost have a pseudorandom ciphertext except the following terms:

Cio =- Z?zl € ;Wij + € pyyWins + F(Kpyp, 1) - wi + 0 Vfi(X) =0

i,D+1
c —F(Kps1,i) D+ € vi € {0,1}".

iD+2 i,D+2

We prove that they are pseudorandom via the following hybrid arguments:

Go.p2 =G2p21 ~s Gap22 ®c Gopas ~s G3
where

- Gz.p.21:Identical to Gy p2 except that we replace u; in ¢; o such that f;(x) = 0 with Dk; where k; = £[u;]; namely,
we have b
Cip = — Z € jWij + € prWins1 + F(Kpya, 0) - +eio Yfi(x)=0
j=1

It is straight-forward to see that G, p2 = Gy.p2.1.Here we use the fact that
fix)=0 = w; € Lhon = ki = L[wy] # L;

the specification of security game ensures that u; = Dk;.
- G2.p.22: Identical to Gy p 2.1 except that we replace c; such that f;(x) = 0 with

D
Cio=— Z (N:Ti’jwi’j + c;,D+1wi’D+1 + -ki+ep Vfi(x)=0
j=1
We claim that Gy p2.1 =s Ga.p.2.2. This is analogous to Gy =5 Gp; we use the fact that ||k;|| = 1 for all i and rely on
smudging lemma with condition yo > mA“™My;.
- Gy.p.2.3: Identical to Gy p 2, except that we replace ¢; py, for alli € {0,1}? with € pp < Z(’I". This is analogous to
G2.5-1 ~¢ Gz.s by Lemma 1 and Lemma 2 which implies that

{F(Kp+1,1) - D + € 5 }ic(o,1)» are pseudorandom.
Finally, we claim that Gy p 24 ~s Gs. This uses the fact that
filx)=0 = w; € Lpon = W ECAK =L[pk] #1L

which means k; is sampled honestly and keeps secret from A. Applying the leftover hash lemma with condition m >
O(log q) gives us

u; D u;

T . .
Cipsz  Ki

= ’Er 'ki g Vfl(X)=0

i D+2 U

This suffices to hide c; such that f;(x) = 0 and completes the proof.
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4 Our Slotted Registered ABE Scheme

This section presents our final slotted Reg-ABE scheme from the slotted Reg-ABE with large ciphertext in Section 3.1
and algebraic obfuscator for mPRF promised in Lemma 1. This yields a slotted Reg-ABE from LWE and evasive LWE.
Applying the “power-of-two” transformation (c.f. Section B in Appendix) yields our final Reg-ABE from the same set of
assumptions. We begin with an overview in the language of mPRF and obfuscation; see Section 1.4 for a brief overview
using GGH encoding from scratch.

4.1 Overview

Let mpk = (Bg, B4, F,P,D, Vv, he, L). Plugging the PRF scheme PRFy = (PRFGeny, PRFKey,,, PRFEvalp) in Lemma 1 into the
slotted Reg-ABE scheme in Section 3.1, a ciphertext for x € {0,1}* of m € {0, 1} is in the following form

Cly,i

Ctx = {€i,0,Ci,15 - - +» €i,Ds €i,D+1, €i,D+2 Fic {0,1)P

where
cio =tM;---M;Kohe+eio+[q/2]-m

cTi,j = —tTM,'1 s MiDK]'_l(BO | B]) + tTMil .- ~MiDKj(i]' -G | ij . G) + eTl.’j
ch.,DH =—tM; - -MKp(F-x®G |P)+tM,; ---M;;Kp1(0 | G) + eTi,D+1
Cipsp = ~tMiy - My KpuD + €, )

Recall that we sample Mg, M; « Dg‘;o, Kj ZZ’OX" forall j € [0,D+1] and

1+(2D+8+42
e = (€i0,€i1,...,€iD, € D1, €;Ds2) pzﬁl ezm

Motivated by decryption procedure, our idea is to build a ciphertext generator CTGen which (1) returns cty; on input

i € {0,1}? and (2) has much smaller size than enumerating cty; for all i € {0, 1} (as in Section 3.1). With this, we can

simply publish CTGen as the ciphertext ideally.

Rewriting Each Terms. We begin with studying the algebraic structure of ctx;. First, by linear algebra, we can write
all terms without index i as follows:

Nil NiD Kmot,msg
—_—— ————
cio=(t,1) M;, s Mi, Kohe +eio
1,0 — ) i,
1 1| [Llg/2] -m

Qi Qip, Kiunc
—_—~— —_—~—

M; M;
C?,D+1=(_tT’tT)[ ll l[ )
M, M,

Kp(F - X' ® G|P)

i,D+1
KD+1 (OlG)
Kuser
—_—
T _ T .. . T
Cipi2 = -t'M;, M;, Kp1D +€; pio
Then, for all j € [D], we can rewrite terms cTi i involving index i as follows:
Ty, Tij,l Vi]-
M;, M; M;,
T T T -

(-t,,1) M;, Mij_1 : ij - Mij

M; Mij,l ij Mij
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Tij+1 TiD Ktree,j
M, M, K;_1Bo K;_1B;
.
Mij+1 M;, K;G e -
M, M;, K;G

Note that it is crucial to embed i; into the j-th matrix Vi].; this makes V; quite different from other matrices, i.e., Tj
with b € {0,1}.

Rewriting Ciphertexts. Putting them together and defining

T T T T

Ci0 Ci1 Cip Cips1 Cips2
—_— —— —_—— /=
s = ( t,1, -t,6,f, .., -t -t -t )
Sl,b = diag( Nb, Tb, ey Vb, ey Tb, Qb: Mb )
K= diag( Kroot,msg; Ktree,l: ) Ktree,D, Kfunc: Kuser )

where V}, appears at the (¢ + 1)-th block of S, for all ¢ € [D], we have
Ctxi =8 -S4, - - Spi, - K+ eTi Vi € {0, l}D.

Surprisingly, this already gives us a ciphertext generator, denoted by CTGen*. It is defined by s, S = {Sy5}.e[p]be(0,1}
and K and works as follows:

CTGen*(i) =s" - Sy, - -~ Sp,i, - K+ €.

1

However, we can not simply publish (s, S, K) as the ciphertext because this will leak m. Furthermore, there are two
more issues: (1) we can not ask the decryptor to sample e;; (2) the decryptor might manipulate those vectors/matrices
in an unexpected way.

Final Step. To fix the above issues, we may choose to obfuscating CTGen*. However a general iO is highly impracti-
cal [27,28] and will make a non-black-box use of underlying algebraic objects. Fortunately, the following observation
rescues us: Without the noise eTl.,

CTGen™ (i) =8 -S4, ---Sp;, K

looks like the evaluation algorithm of a mPRF. In fact, Theorem 2 basically says that CTGen™ is actually a o;-mPRF
against some aux depending on security game with A. This allows us to employ the algebraic obfuscator Obf recently
proposed in [30] (c.f. Theorem 1), the ciphertext will be

ctx = CTGen « Obf(CTGen™)

Decryption works as follows: run cty; = CTGen(i) for some i and invoke IndDec to recover the message as in Section 3.1.
We note that the resulting scheme is a black-box construction and avoid the use of Barrington Theorem.

4.2 Matrix PRF Induced by Slotted Reg-ABE in Section 3.1

Motivated by Section 4.1, we describe a mPRF that generates ctx; as follows:
- PRFGen(w, gp): Output S = (Mg, M;) « PRFGeng(w, gy).
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— PRFKey(w, mpk, X, m): Let mpk = (Bg,B1,F,P,D,v,h,, L = 2D). Sample

K; < PRFKey,(w,n) Vje [0,D+1]

and define
Koh K;_1(Bo|B1) .
Kroot,msg = ¢ Kiree,j = ! Vj € [D]
lg/2] - m I, ® K;G
Kp(F - X ® G|P)
Kfune = Kyser = Kpy1D
Kp,1(0|G)

Output

K= diag(Kroot,msg, Ktree,l; ey Ktree,D’ Kfunc, KD+1D)-

We assume that one can efficiently extract D from K.
- PRFEval(S, K, x): Parse S = (Mg, M;). For all b € {0, 1}, define

Np = diag(Mp, 1), Qp =I, ® My, Tp =I5 ® M, V}, = diag(1, b, b) ® M,
and for allt € [D] and b € {0, 1}, define
s’ = (1,1, 1T€ ® (-t,t,t),-t,t,-t)
S.» = diag(Np, I,1 ® Tp, Vi, I;—, ® Tp, Qp, Mp)

Output
§'S1,i, -+ - Sp,i, K.
For security, we define the following algorithm that generates K along with aux:

- PRFKey*(w, par* = A): Run A with random coin r as follows:
1. Given x « A, sample crs « Setup(14,14,1%);
2. Send crs to A and maintain OGen and OCor with responses rsp € {0,1}%;
3. Receiving m and {pk;, fi}ie (0,1}, run mpk « Agg(crs, {pk;, fi}ic(0,1}2)-
Output
auxg = (r,x,crs,rsp,mpk) and Ky <« PRFKey(mg, mpk, X, m).

Security. Before we proceed to describe the security of (PRFGen, PRFKey, PRFEval) defined above, it is useful to rewrite
Enc of the slotted Reg-ABE in Section 3.1 with it; other algorithms are not relevant.

— Enc(mpk, x, m): Let L = 2P (read from mpk). Sample
S « PRFGen(my,0p9) and K <« PRFKey(mgy, mpk,x, m).

Output
cty = {PRFEval(K, i) + €] };c(o,1)0

where e; « D%+;12D+€+2)m foralli € {0,1}P.
This suggests Lemma 3 which is a straight-forward implication of Theorem 2.

Lemma 3. Under the same assumptions mentioned in Theorem 2 and conditions in Section 3.2, (PRFGen, PRFKey, PRFEval)
is a 01-mPRF against PRFKey*. In particular, for all P.PT. algorithms A, B,

Pr[B (1%, Lauxy) = 1]

{PRFEval(S,Kx, i) }ic(o1}2

—Pr[B(1*, {€i}icqoaj2 - auxa) = 1] = £(A)

where S « PRFGen(my, dg), (K4,auxy) < PRFKey*(my, A) and & « Z};(ZDJ’“Z)mfor alli € {0,1}P.
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4.3 Scheme

Our final slotted Reg-ABE is identical to the scheme presented in Section 3.1 except that we replace Enc and Dec with
Enc* and Dec*, respectively.

— Enc*(mpk, X, m): Let L = 2P (read from mpk). Sample
S « PRFGen(my,0y) and K « PRFKey(mg, mpk, X, m).

Output

Ctx =|CTGen — Obf(1%,17,8,K). |

— Dec*(skj, hski«, ctx): Let ct = CTGen and run
Ctg «— |CTGen(i")|.
Return IndDec(sk;-, hsk;-, Ctg i+ ).

We highlight the differences with Enc and Dec with boxes.

Parameter Selection. We set

n = poly(2), m = 0(n'*°), mg = 6nlogq,
q = poly(¢) - n*YPD, gy = Q(ynlogq), o1 =0(f) - (nlogq)PV PP

so that they satisfy conditions in Section 3.2 and the following additional ones:

q/4 > ¢m°D (DmyVa)P /| correctness
o1 = 2P (n2+2n)P+ // obfuscation

Correctness & Compactness. Observe that PRF has width 3Dmg + 4m + 1 and length D; furthermore, with over-
whelming probability, each entry of s and S is bounded by B = V. By Theorem 1, for all i* € {0,1}”, we have
that

CtX,i* = (Ci*,()) ci*,l) ey ci*,D) ci*,D+1’ Ci*,D+2) — CTGen(l*)
where ¢j+ 0, Ci+ 1, . . ., Ci» p+2 are defined as in (5) except that we have
e = (€0, €1, .-, €D, € D41, € ps2) € [—B/, B']1T2DrEIm
with B’ = (DmgVAdy)P. Analogous to (13), correctness holds under the following condition:
(1+2mD +m(£+1)m°?D + m)B < tm° @ (DmyVaagy)? < q/4.
Furthermore we have
|CTGen| = O(D4m3m€10g q) = poly(D, mg, m, £,10g q).

Security. We prove the following theorem.

Theorem 3. Under LWE, ) . an and evVLWEg, g, where o1 = 22° (n2+/2n)2*1 with conditions in Section 3.2 and Sec-
tion 4.3, our slotted Reg-ABE scheme presented in Section 4.3 is selectively secure (c.f. Section 2.4).

Before we proceed, we present the following lemma which immediately follows from Lemma 3 and Theorem 1. We
omit the proof.
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Lemma 4. Under the same assumptions mentioned in Theorem 1 and Theorem 2 and conditions in Section 3.2, for all
PPT A, B,

| Pr[B(1*,[CTGen], aux ) = 1] — Pr[B(1%,/CTGeng , aux ;) = 1]| = £(A)

where S < PRFGen(my, 0y), (K4, auxy) < PRFKey*(myg, A), CTGen « Obf(1%,1°,S,K4) and CTGeng « D.

Proof (of Theorem 3). We prove via hybrid arguments:

- Gg: The real game.

— Gj: Identical to Go except that we replace ct with CTGeng « D.

Clearly, in Gy, ct is independent of challenge message pair. It remains to prove that Gy ~. G;. It suffices to prove that

if there exists A who can distinguish Gy and G;, then we have B against Lemma 4 with respect to A. First, B runs

A as in PRFKey*(A) with the random coin r in aux4. Then, B sends the challenge to A, which is either CTGen «

Obf(lA, 1P,8,K4) or CTGeng « D, and returns the output of A. Observe that the advantage of B in distinguishing

CTGen and CTGeng is exactly the advantage of A in distinguishing Gy and Gy. This proves the theorem. |
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Appendix

A Concrete Obfuscator from Evasive LWE

The obfuscator described in [30] works as follows:

- 0bf(1%,1¢, 8, K): Compute
meZ” and M;, € Z"" Vie [£],be {0,1}.

This is ensured by the definition of mPREF, c.f,, Section 2.2. For alli € [£] and b € {0, 1}, sample
gi,b = diag(Mi,b,gi)b) € Z(W+H)X(W+n) where gi,b — D%?;n

Define

U = (m'[1)) € ZXW and V= e Z{mmxm

nxm
sample (A, A1) « ZM"™ W < ZWXW for all i € [€ - 1] and

€, — DY, Eap.. Eeap — DU By DIV v € (0,1}

Output
Dy Bip D¢y

{WS1pA1 +E1p, A (SipAi +Eip), Ayl (SenV +Egp) bpefo)

B Registered Attribute-Based Encryption

Algorithms. Let d, £ € N. A registered attribute-based encryption (Reg-ABE) for circuits is a tuple of algorithms with
the following syntax:

A : security parameter
d : depth of circuits

€ : input length of circuits

Setup(1%,14,1%) — crs, mpk, aux crs : common reference string
Gen(crs) — (pk, sk) mpk, mpk’ : master public key
Reg?"*(crs, mpk, f, pk) — mpk’ aux : auxiliary information
Upd?™(crs, mpk, f, pk) — hsk pk : user’s public key
Enc(mpk, x, m) — ct sk : user’s secret key
Dec(sk, hsk, ct) — m/L/getupd hsk : helper secret key

f € Cq,p : function

m . message

x € {0,1}* : input to function

We require that Reg and Upd are deterministic.
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Correctness. For all A, d, ¢ and all (unbounded) adversary A, it holds that

(crs, mpk, aux) « Setup(14,14,1%)

(x*, m*, f*) « AMmPkauxORegHORegM (crs)
Prim=m" ct* « Enc(mpk, x*, m*) >1-¢g(Q)
(sk*, hsk*, f*) « hon[pk*]

m = Dec(sk*, hsk*, ct*)

where we initialize mpk = L, aux = L and oracles work as follows:

— ORegH(f): Run (pk,sk) « Gen(crs) and update mpk « Reg?“*(crs, mpk, f, pk), hsk «— Upd®*(crs, mpk, f, pk),
return pk and record hon[pk] = (sk, hsk, f).

— ORegM(f, pk): If hon[pk] = L, update mpk <« Reg®*(crs,mpk, f, pk) and mal = mal U {f}, return hsk «
Upd?*(crs, mpk, f, pk).

and we require that hon[pk*] # L and f*(x*) = 0 in the fourth line.

Security. For all P.PT. stateful adversary A,

x* « A; (crs,mpk, aux) « Setup(14, J)

or ﬁ ~ B’ (m;‘),mj) <_‘Ampk,aux,ORegH,ORegM,OCorHK(Crs) _1 . S(A)
B — {0,1}, ct* — Enc(mpk, x*, my) 2"

B/ — Ampk,aux,ORegH,ORegM,OCorHK (Ct*)

where oracles ORegH, ORegM work as above, and oracle OCorHK works as follows:
— OCorHK(pk): Let hon[pk] = (sk, hsk, f), set cor = cor U {f} and return sk.
and we require that for all f € mal U cor, f(x*) =1.
Transformation. In [25], it is proved that slotted Reg-ABE generically implies Reg-ABE preserving efficiency and

security via so-called “power-of-two” transformation. We restate their theorem. The details of transformation can be
found in Construction 6.1 in Section 6 in [25].

Theorem 4 ([25,15]). Assume a L-slotted Reg-ABE scheme for Cq ¢ achieving adaptive (resp. selective) security with |crs,
|mpk|, |ct|, and |hsk| bounded by polylog (A, L). There exists a Reg-ABE scheme for Cq ¢ achieving adaptive (resp. selective)
security with the same efficiency profile, asymptotically, and the number of updates is bounded by polylog(4, L).

C Detalils of Correctness in Section 3.3

For completeness, we verify (9), (10), (11), (12) as follows. First, we have

G_l h _ G—l h
=6 (ho)| _ (-s (B | By) +8, (i -G | i - G) +€)) (ha0)
G (hl,l) G (hl,l)
-1
©® T T ” - |G (hyyp)
= (_s()he + Sl(ll . h1,0 + L hl,l)) + €, 1
G (hyy)
G '(hyo)
= (-sphe +sThy ;) + €} »
G (hyy)
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The last equality follows from the fact x - hg + x - hy = h, for all x € {0, 1}. Analogously, we have

|67 (hjo)
=% |G 1(n,
( ],1)
= (=S, (Bo | B) +83(i' -G | i* - G) + €) G (hjo)
j-1320 1 BT S j j G '(h;1)
-1
%) = . G (hjo)
= (-s._ hj_1p +8L(i7-hjg+if-hjp)) + €
j-17 by TN j J G_l(hj,l)
G '(hjo)
=(-s'_hj_1p +sh;)+e ’
T T 6 vy )
and also
T Hf,xG_l(v)
Zpy1 = C
+ D+1 G‘l(u)
T T T T Hf,XG_l(v)
=(-sp(F-X®G|P)+s},,(0|G)+ep,,) B
G (u)
@ _ _ . . |HpxG (W)
= —sp(FH;G ' (v) - f(X) - v+ PG (u)) +sp,,u+ €}, X_l
G (uw)
-1
® s T T T Hf,XG (V)
= thD,iE+f(x) SpV+Sp u+ep G-1(u)

Finally, it is straight-forward to see that

— U U — U U
Zp+z = (=Spy D + €, )k = —sp u+ e k.
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