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Abstract. Secure Messaging apps have seen growing adoption, and are
used by billions of people daily. However, due to imminent threat of a
“Harvest Now, Decrypt Later” attack, secure messaging providers must
react know in order to make their protocols hybrid-secure: at least as
secure as before, but now also post-quantum (PQ) secure. Since many of
these apps are internally based on the famous Signal’s Double-Ratchet
(DR) protocol, making Signal hybrid-secure is of great importance.

In fact, Signal and Apple already put in production various Signal-based
variants with certain levels of hybrid security: PQXDH (only on the initial
handshake), and PQ3 (on the entire protocol), by adding a PQ-ratchet to
the DR protocol. Unfortunately, due to the large communication overheads
of the Kyber scheme used by PQ3, real-world PQ3 performs this PQ-
ratchet approximately every 50 messages. As we observe, the effectiveness
of this amortization, while reasonable in the best-case communication
scenario, quickly deteriorates in other still realistic scenarios; causing
many consecutive (rather than 1 in 50) re-transmissions of the same
Kyber public keys and ciphertexts (of combined size 2272 bytes!).

In this work we design a new Signal-based, hybrid-secure secure messag-
ing protocol, which significantly reduces the communication complexity
of PQ3. We call our protocol “the Triple Ratchet’” (TR) protocol. First,
TR uses erasure codes to make the communication inside the PQ-ratchet
provably balanced. This results in much better worst-case communication
guarantees of TR, as compared to PQ3. Second, we design a novel “variant”
of Kyber, called Katana, with significantly smaller combined length of
ciphertext and public key (which is the relevant efficiency measure for
“PQ-secure ratchets”). For 192 bits of security, Katana improves this key
efficiency measure by over 37%: from 2272 to 1416 bytes. In doing so, we
identify a critical security flaw in prior suggestions to optimize communi-
cation complexity of lattice-based PQ-ratchets, and fix this flaw with a
novel proof relying on the recently introduced hint-MLWE assumption.

During the development of this work we have been in discussion with
the Signal team, and they are actively evaluating bringing a variant of it
into production in a future iteration of the Signal protocol.
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1 Introduction

The Signal Protocol, used by Signal, WhatsApp, Google RCS, and Facebook
Messenger to protect the communications of billions of people worldwide, has
widely been considered to be a benchmark for secure messaging. At its core, it uses
a famous Double Ratchet protocol [31] to provide important security properties
called forward secrecy (F'S) and post-compromise security (PCS). Signal (and the
Double Ratchet protocol) has been widely deployed with heavily scrutinized open
source implementations, and has been formally analyzed in [13,1,9,11,25,7,14] to
show that it provides many desirable properties, including FS, PCS, but also
mutual authentication and even certain form of deniability [36].

PosT-QUANTUM SECURITY. While this gives us confidence in the protocol today,
these security guarantees are contingent on Diffie-Hellman (DH) assumptions
for elliptic curves that can be broken by a quantum computer using Shor’s
algorithm [34]. This is not only a future threat, since protocol transcripts collected
today can be recorded and saved until a quantum computer is available, then
decrypted in a Harvest Now, Decrypt Later (HNDL) attack. Motivated by
these concerns, the work by Alwen et al. [1] showed how to generalize Signal
protocol to work with any key encapsulation mechanism (KEM). As a result, one
could potentially replace the DH-based Signal with a post-quantum variant; for
example, using recently standardized Kyber (i.e., ML-KEM) [33]. Unfortunately,
the resulting protocol is not sufficient for practical use, for two reasons. First, we
do not want to lose the original DH-based security of Signal. Thus, practically
relevant post-quantum extensions of Signal should provide what is called hybrid
security, and meaningfully combine the DH-based Double Ratchet with some
post-quantum variant. Second, the use of Kyber has noticeable costs in the
communication complexity, making it often impractical in the real world.

PQXDH anD PQ3. As a result, the industry transition to post-quantum Signal
has been somewhat slower. First, Signal Messenger recently deployed PQXDH [26],
an update to the X3DH [32] handshake component of the Signal Protocol, and
formally verified that the updated protocol provides HNDL protection without
removing any of the previous DH-based security guarantees [8]. Since this was only
an update to the initial protocol handshake, it does not provide any post-quantum
PCS, one of the key features of the original Double Ratchet protocol.

To address this issue, Apple recently deployed PQ3 [4], — a protocol similar
to Signal, — that continuously adds Kyber-768 freshly shared secrets to the “root
secrets” of the Double Ratchet protocol. Simplifications of the resulting PQ3
protocol have been analyzed by [35] and machine verified by [29], but they do
not fully capture what is done in the real world. Concretely, [35] only models
Kyber public keys and ciphertexts as being sent with every asymmetric ratchet
message. As we mentioned above, this is quite expensive, and Apple decided to
perform a post-quantum ratchet approximately every 50 messages (or whenever
they have not sent a fresh Kyber public key within a week), in order to amortize
the large communication cost of Kyber keys and ciphertexts [22]. Heuristically
(and somewhat oversimplifying), this means that users have 50 “cheap” epochs



(which do not help with post-quantum PCS), followed by 1 “expensive” epoch
(which gives post-quantum PCS, but at a much slower rate than DH-based PCS).”

COMMUNICATION EFFICIENCY OF PQ3. While the deployment of PQ3 was an
amazing, and greatly celebrated advance of post-quantum cryptography in the
real-world, there are at least two avenues where it can be substantially improved
in terms of its communication efficiency. (And we address these deficiencies in
this work, as our main contribution.)

First, while PQ3’s “amortization trick” might provide a reasonable trade-off
in the best-case scenario, when the communication pattern between the users
is roughly balanced, the effectiveness of this amortization quickly deteriorates
in less balanced, but still realistic real-world scenarios. This is because each
of Signal’s sending epochs lasts roughly until the peer responds (and advances
the public ratchet). So it might be possible — and certainly happens from
time to time — that the “expensive epoch” happens exactly when one of the
users is offline for an extended period of time,’ resulting in many consecutive
re-transmissions repeating the same (long!) Kyber public keys and ciphertexts.
In particular, from a theoretical perspective one can easily define (adversarial)
communication scenarios where the “expensive epochs” last for a long time, and
PQ3’s amortization heuristics do not offer any asymptotic saving, as compared
to the simplified protocol analyzed by [35].”

Second, we already mentioned that Kyber’s public key and ciphertext (and
each “expensive epoch” message in PQ3 sends both) is much larger than the single
DH group element sent by classical Signal. Concretely, (1088-+1184=2272) bytes
compared to 32 bytes, which is 71 times longer! Thus, any concrete efficiency
improvement over using the generic (post-quantum) KEM advocated by [1] will
likely result in much faster PCS. For example, it allows reduction of the number
50 in PQ3’s heuristic amortization, while maintaining similar communication
complexity. In that regard, [1,17,27] already described lattice-based protocols
(either directly for Kyber, or equivalent variants over other rings) which seemingly
achieve this goal. Unfortunately, the protocol of [17] achieves almost no saving
(less than 2%, as noticed by the authors) as compared to using the generic Kyber,
while the protocols of [1,27] contain a critical subtle security flaw (as we show
below) invalidating these analyses. Thus, prior to this work we did not have
optimized variants of Kyber which would significantly reduce the communication
complexity of post-quantum Signal or its variants.

OUR CONTRIBUTIONS. In this work, we provide a practical hybrid-secure Double
Ratchet protocol called the Triple Ratchet protocol.® Our name is taken from
the fact that we use (1) a post-quantum public ratchet, (2) a classical public
ratchet, and (3) symmetric ratchet. Compared to PQ3, it addresses both of the
communication deficiencies mentioned above.

® This heuristics is related to “on-demand” ratcheting suggested by [10].

5 E.g., when using devices which are periodically turned off.

7 [29] explicitly models this optional sending behavior, but does not model the repetition
of KEM public key and ciphertext messages required for immediate decryption [22].

® This should not be confused with the protocol by [9] with the same name.



First, it uses erasure codes to evenly distribute the communication inside the
“post-quantum” ratchet, without any amortization heuristics. At a high level,
instead of sending one long message every 50 epochs, we encode the resulting
message using an erasure code, and send a fresh chunk of this encoding with
every message. For example, we could set parameters so that the long message
will be decoded from any 50 chunks. Then, in a fully balanced setting we would
still achieve PCS in 50 epochs and same communication as PQ3, but without any
amortization. However, we start getting big savings in the unbalanced cases, when
some epochs are long-lasting. For such epochs, PQ3’s strategy could be viewed as
using a hugely inefficient repetition code, leading to a big communication penalty;
e.g., a factor of up to 50 in our “PQ3-inspired” example. We detail this in Sec. 7,
and give an overview of some of the technical challenges we resolved in Sec. 1.1.

Second, we design a novel Continuous Key Agreement (CKA) protocol based on
Kyber, which we call Katana-CKA, which could be used inside our Triple Ratchet
protocol. Recall, CKA was a generic building block used by [1] to abstract out the
design of the Double Ratchet Protocol. [1] then presented a generic KEM-based
CKA, where every message contained a KEM public key and ciphertext. When
applied to Kyber at security level 192 bits, this gives CKA messages of size 2272
bytes. In contrast, for the same security level Katana-CKA uses messages of size
1416 bytes, saving over 37% over the generic construction.

We notice that Katana-CKA is closely related to what previous works called
“optimized” lattice-based CKA [1,27], but instantiated with a carefully chosen
variant of Kyber. As we mentioned, however, we identify a critical flaw in the
previous analyses of this “optimized” KEM, and non-trivially fix them with a
novel proof relying on the recently introduced hint-MLWE assumption [24,18].

In more detail, we first generalize the KEM-based CKA from [1] to work
with what we call a Ratcheted KEM (RKEM). On a high level, RKEM abstracts
KEM properties in a way which allows a freshly sampled ciphertext also be used
as “part” of a different KEM public key. In essence, this is precisely why the
original DH-based CKA of Signal saved a factor of 2 in communication, when
compared to the generic KEM-based DH construction. And this is why RKEM is
precisely fitted for the use inside a CKA. Once we define RKEM and show that it
generically implies CKA, it allows us to focus on a cleaner RKEM primitive, which
we then construct from the hint-MLWE assumption. We call the resulting RKEM
Katana,” which explains the name Katana-CKA for our new CKA. We expand on
our technique in Sec. 1.2.

During the development of this work we have been in discussion with the Signal
team, and they are actively evaluating bringing a variant of it into production in
a future iteration of the Signal protocol.

1.1 Triple Ratchet Design Overview

As we mentioned, the Triple Ratchet protocol could be used as the generalization
of the Double Ratchet paradigm from [1] to allow the use of a third “post-quantum

9 Similar to Kyber, Katana is a certain type of an ancient (Japanese) sword.



ratchet”. Formally, instead of composing a (classical) CKA protocol with the stan-
dard symmetric ratchet, we will compose the symmetric ratchet with two different
CKA protocols. (In practice, we envision using the standard “optimized” DH-based
CKA with our new Katana-CKA, but the composition is stated generically.) The
key difference is that the second (post-quantum) CKA will use erasure codes to
send its (potentially) long messages in “chunks”. This seemingly simple optimiza-
tion creates complications in the protocol, security model, modular choices of
primitives/abstractions, and search for practical optimization.

First, the classical and post-quantum ratchets are no longer synchronized,
and there are situations where one ratchet moves forward and the other does
not. As the result, we can no longer use a single “root key” where we hash the
new key material whenever one of the ratchets move forward. We resolve it by
having two root keys, carefully deriving two separate message keys (also using
two separate'’ symmetric ratchets), and finally combine those message keys to
encrypt the application message. In contrast, PQ3 could use a single root key,
since the two ratchets were always synchronized.

Second, unlike the classical ratchet, the sender cannot immediately use the
newly derived PQ key material (from CKA) to encrypt the message (although
it will hash it to the appropriate “root key”). Indeed, since it could take several
chunks for the recipient to get the new PQ CKA message, the recipient would
not be able to immediately decrypt the message with just one chunk. Instead,
the receiver now has to continuously acknowledge how many chunks it received
so far. And the sender will only use the already updated root key to derive the
message key only if it knows that the receiver is missing at most one chuck
to decode the CKA message. This also creates other “book-keeping challenges”,
which are carefully resolved in our design. (For example, we need to remember
the number of sent messages in the last two epochs, rather than only one.) An
interested reader can fast-forward to Figs. 3 and 4 to look at our final Triple
Ratchet protocol. The left column of both figures roughly corresponds to the DH
ratchet, while the right figure — to the PQ ratchet with erasure codes. Despite
the necessary extra complexity in the code, the actual protocol is quite fast and
elegant, resulting in very efficient instantiations.

Third, we have to generalize the notion of “epochs” from [1], as they do not
necessarily correspond to a single “change of communication direction”. In fact,
there are separately evolving classical and post-quantum epochs, needed for the
hybrid security guarantees. We resolve by providing a single protocol, but then
parameterize its (either classical or post-quantum) security by a corresponding
epoch function, which roughly models when the party fully communicated its
fresh key material (e.g., a single CKA message, in a concrete instantiation) to its
peer. And then providing concrete properties of the two resulting epoch functions,
stating how quickly the (classical or PQ) epochs increase, based on the actual
communication pattern.

10 Tn this sense we have four ratchets going on, but since the same symmetric ratchet is
used twice, we stuck with the “Iriple Racthet” acronym.



With these important changes, our resulting protocol could be viewed as a
natural, and still very modular, generalization of the Double Ratchet abstraction
from [1]. In particular, one can get many concrete instantiations by varying the
two underlying CKA s, and the length of the “chunk” in the PQ-CKA.

1.2 Lattice-based Katana RKEM Overview

In theory, instantiating RKEMs from lattices is trivial, as standard KEMs are
special cases of RKEMs. Indeed, the CKA built from such RKEMs is exactly
the generic construction of CKA based on KEMs by [1]. The true strength of
RKEM lies in enabling a more efficient CKA construction, like the Double Ratchet
protocol used in Signal. Assume Alice holds a € Z, and Bob holds g* € G. In
Signal, Bob samples b < Z, and sends g° to Alice. The shared key K is then
updated by mixing ¢%° into K, ratcheting the stateforward. Importantly, g® holds
two purposes: it acts as an “encryption/ciphertext” for the Diffie-Hellman key
exchange while also serving to be a new “public key” for the next ratchet (i.e.,
Alice will generate a’ <~ Z,, and update the state by ga/b). While this reusing of ¢°
for two purposes has an immediate benefit on efficiency, one downside compared to
the KEM-based construction is that it achieves a weaker FS guarantee. Recently,
[9] showed a simple trick to make it as secure, with almost no overhead.

There have been efforts to port the above efficient classical construction
to the post-quantum setting [1,17,27]. Notably, [1,27] proposes a lattice-based
equivalent to the Double Ratchet protocol used in Signal. At a high level, it
goes as a follows, where Ry := Z¢[X]/(X™ + 1) and D € RE** is a public
matrix. Assume Alice holds sp € Rf; and Bob holds up = D -sp +ea € R’;,
where sp and ep are short. Bob samples short vectors sg, eg € R’; and ég € R,
from appropriate distributions, and a random seed <- {0, 1}" < R,. It then sends
(ug,va) := (D' -sg+ep,uj -sg+¢ép +seed-|g/2]) to Alice.!! Alice first interprets
(ug,va) as a ciphertext and decrypts seed by rounding va — ug -sa to the nearest
multiple of |g/2]. The seed is then mixed into the shared key K to ratchet the
state forward. Alice then interprets part of the ciphertext ug as Bob’s public key
so that it can perform similar ratcheting. As ug is the dominant component in
terms of size, this effectively almost halves the communication size, giving us the
same benefit as Signal’s Double Ratchet.

FLAW IN PREVIOUS ANALYSES. While the construction is intuitive and simple,
we observe that the security proof is subtle. Indeed, we identify that both previous
works [1,27] contain the same flaw in the CKA security proof, rendering their
scheme insecure for certain parameter regime. Recall that Signal’s Double Ratchet
is proven to satisfy PCS by arguing two things even if Alice’s secret key a € Z),
is compromised:

(C.1) g% can be simulated without Bob’s secret key b.

1 Note that while [1] bases their construction on FrodoKEM, our explanation is based
on a Kyber-like KEM as in [27]. These differences will have no importance to our
argument.



(C.2) (9,9, 4" g*?) is indistinguishable from (g, g%, ¢, ¢°) for ¢ & Zy.

Item (C.2) stipulates that once Alice updates its key to g%, while Bob’s key ¢?
is uncompromised, then the state heals since g“/b is mixed into the shared key.
While seemingly unimportant, Item (C.1) is a vital property to formally invoke
the DDH assumption in Item (C.2) — if not for Item (C.1), the reduction cannot
embed ¢° given by the DDH challenge into the CKA protocol. To imitate this
proof for the aforementioned lattice-based scheme, we have to argue the following,
even if Alice’s secret key sa € R’; is compromised:

(L.1) va :=1u, -sg + ég + seed - |¢/2] can be simulated without Bob’s secret key
SB.

(L.2) (uy,ug,vp) = (D-sj +e€,,D" -sg+eg,uy -sy + ¢y +seed - |q/2]) is
indistinguishable from (uj, ug,v) for v < R,.

It turns out that this Item (L.1) is where the subtlety lies. Unlike in the
classical setting, we no longer have clear symmetry. Indeed, observe that va
is identically expressible as va = (D -sa + ea)! - sg + ég + seed - [¢/2] =
ug -sp— eg -sa +ep - sg + ég + seed - |¢/2], where we plug in ug = DT - sg +eg.
Denoting the underlined value as h, it is clear that h cannot be simulated only us-
ing Alice’s secret sp (and ep). In fact, an adversary with sa can directly compute
h to infer statistical knowledge of sg and eg. Even worse, since the adversary
learns slight information about sg, we can inductively see that the adversary also
learns no information even on the updated key sj, creating a vicious cycle.
Previous work has overlooked this issue and falsely invoked Item (L.2). We
note that technically, we can statistically prove Item (L.1) by sampling ég from a
distribution super-polynomially larger than —eg -SA + eX -sg (i-e., noise flooding).
However, this renders the scheme unusable in practice, and defeats the purpose
of using the optimization.
OUR SOLUTION. At the core of our technical contribution, we use the recent
hint-MLWE problem by [24,18] to computationally prove Item (L.1), and carefully
argue Item (L.2). hint-MLWE in essence stipulates that the standard MLWE
remains hard even if some noisy linear leakage of the secret is given to the
adversary. In fact, we go one step further and show that our new proof strategy
is key to make the recent trick by Bienstock et al. [9] improving FS to work in
the lattice-setting. The main idea of [9] was for Alice to run the same Signal’s
Double Ratchet protocol, but to store a := a’ + H(g“'b) as opposed to a’. The
intuition is that even if @ is compromised, ga/b remains secure assuming H is a
random oracle (or ElGamal encryption is circular secure), hence offering better
FS. In the lattice-setting however, the updated Sp := s) + H(seed’) must still
remain short for decryption to work, and as such, leaking Sp again statistically
leaks information on s. For more detail of the proof, we refer to Sec. 6.2.
While hint-MLWE reduces from MLWE, this is not without a slight degra-
dation in the parameters. We wrap up everything by performing cryptanalysis
on hint-MLWE based on the reduction from hint-MLWE to MLWE, and set con-
crete parameters for our RKEM called Katana. We conclude that the ratcheting
information is ~40 % better than naively using Kyber as the KEM-based CKA [1].




2 Preliminary

Notations. When S is a finite set, we let ¢/ (S) denote the uniform distribution
over S, and abbreviate z <~ S for z < U(S). Given a positive integer N and a
distribution D of support included in an additive group, we let [N] - D denote
the convolution of N independent copies of D. In other words, [N]- D is the
distribution of @ = >, xj i, Where Vi € [N], z; & D. Given two distributions
X, Y over a multiplicative group, we also let X -Y denote the product distribution
of X and Y. Lastly, we may write 2 <~ D{rand} to make explicit the randomness
used to sample from the distribution D. In protocol descriptions, whenever a req
statement fails or an error statement is output by an algorithm, all changes to
the algorithm state is assumed to be discarded and undone. With an overload in
notations, in security game descriptions, req means restricting the class of valid
adversaries to those not violating the condition.

Lattices and Hardness Assumption. We recall the standard notion of lattices
and the definition of module learning with errors (MLWE) problem in App. A.1.
In our work, we rely on a generalization of the recent hint MLWE problem by
Kim et al. [24], stating that MLWE remains hard even if some leakage of the
secret is provided. The following is based on [18].

Definition 2.1 (hint-MLWE). Let k,£,q be integers, x and X be probability
distributions over R’; and Rg, respectively, and F be a probability distribution
over ’Rf;“k. The advantage of an adversary A against the Hint Module Learning
with Errors hint-MLWE, 1. ¢ .7 problem is defined as:

AdVT‘nt_M LWE(l)\) —

Pr [.A(D,D-s+e,M,h) — 1] —Pr [A(D,b,M,h) - 1] ,

where (D, b, s, e, M) <& Rl;Xk x Rfj X x x x x F. Moreover, the hint is defined as
h=M [Z] +z where z & %. The hint-MLWE, 1 ¢.v,x,7 assumption states that

any efficient adversary A has negligible advantage.

The hint-MLWE problem is known to be as hard as the MLWE problem with
appropriately set parameters. We include the formal statement in App. A.1.

Chunk Encoding. We use a standard erasure code instantiated using Reed-
Solomon erasure codes to implement our “chunking” strategy of post-quantum
CKA messages. The details are given in App. A.4.

Cryptographic Primitives. We use an authenticated enryption with associated
data (AEAD) scheme AEAD = (Enc, Dec) as well as a number of key derivation
functions KDF. The latter is assumed to be variable input and output length.
The details are given in App. A.5.

Continuous Key Agreement. We follow the abstraction of continuous key
agreement (CKA) put forth by Alwen, Coretti, and Dodis [1]. A CKA is a two-
party protocol between parties A and B that enables them to exchange a sequence
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of shared symmetric keys — roughly abstracting the public-ratchet of the Signal
protocol. A CKA is a two-party protocol between parties A and B, where without
loss of generality we assume A to be the initiating party of the communication.

Definition 2.2. A continuous key agreement (CKA) protocol Icka with initial
key space Icka, key space IKC consists of PPT algorithms (CKA-Init-KeyGen,
(CKA-Init-P, CKA-Send-P, CKA-Rec-P)pE{AVB}) defined as follows:

CKA-Init-KeyGen(1*) — Icka : It takes as input the security parameter 1* and
outputs an initial key lcka € Zcka-

CKA-Init-A(lcka) — sta : It takes as input an initial key lcka € Zcka and outputs
an initial state stp for party A.

CKA-Send-A(sta) — (K, p,sta) : It takes as input a state stp of party A and
outputs a key Keka € KC, a message p and an updated state stp.

CKA-Rec-A(sta, p) — (K,sta) : It takes as input a state sta of party A and a
message p, and outputs a key K e K u {L}, and an updated state sta. This
algorithm is assumed to be deterministic.

In the above, we define algorithms CKA-Init-B, CKA-Send-B, and CKA-Rec-B
analogously with roles of parties A and B swapped.

Remark 2.1 (Alternating Communication). Following Alwen, Coretti, and
Dodis [1], we always assume parties A and B execute the sending and receiv-
ing algorithms in an alternating order. That is, CKA-Send-A — CKA-Rec-B —
CKA-Send-B — CKA-Rec-A — - - - . For instance, this restriction suffices to capture
Signal’s double ratchet protocol. Moreover, we assume without loss of generality
that party A is always the first to send a message.

Security. A CKA scheme’s correctness and security are formalized as in [1] with
the latter phrased as a real-or-random experiment for a (fixed) challenge epoch T,
For this epoch, the attacker is either given the real key output by the protocol, or
an independent and fresh key. The game considers passive attacker that cannot
modify or reorder the messages being delivered. The adversary can leak a party’s
protocol state as long as the party’s epoch is not too close to the challenge epoch
t*. More concretely, a party must recover from a state compromise within Apcs
epochs and a state compromise must not endanger keys more than Arg epochs
from the past. See App. A.3 for a formal version of the game.

3 Hybrid Secure Messaging

In this work, we consider two-party secure messaging (SM) schemes that allow
parties A and B to communicate securely. We will first recap the notion of a
secure messaging protocol introduced by [1], a two-party asynchronous interactive
protocol allowing to securely exchange messages. This was originally used to
formally model the Double Ratchet protocol by Signal. Later, in Sec. 4, we will
instantiate this primitive with a hybrid secure messaging protocol.

11



Syntax. To define the syntax of a secure messaging scheme, we mostly follow [1].
However, since we will consider a hybrid secure messaging protocol, we slightly
generalize the syntax. Instead of having the receive algorithm output the epoch
number and period of the message, we allow it to output a general message index
that establishes an order on the received messages. (Recall that we generalize
the Double Ratchet protocol which supports immediate decryption, i.e., the
out-of-order receiving of messages.) In the following we only make the minimal
assumption on the index set to have a partial order that allows to totally order
all messages sent by each party — more expressive information encoding like
causality between send and receive events can be supported as studied in [12].

Definition 3.1. A secure messaging (SM) protocol IITr with initial key space
Tk, message space M, and index space (Idv,<) consists of PPT algorithms
(SM—Init—KeyGen, (SM—Init—P,SM—Send—P,SM—Rec—P)PE{A’B}) defined as follows:

SM-Init-KeyGen(1*) — Ik : It takes as input the security parameter 1* and
outputs an initial key lx € Zk.

SM-Init-A(lk) — sta : It takes as input an initial key lx € Ik and outputs an
initial state sta for party A.

SM-Send-A(sta, M) — (ct,st)) : It takes as input a state st of party A and a
message M € M, and outputs a ciphertext ct and an updated state sta.

SM-Rec-A(sta, ct) — (M, idx,sth) : It takes as input a state st of party A and a
ciphertext ct, and outputs a message M € M, a message index idx € Zdr, and
an updated state st.

We define algorithms SM-Init-B, SM-Send-B, and SM-Rec-B analogously with
roles of parties A and B swapped. For simplicity, we assume the state sta to store
A’s current index idx(sta), and analogously for user B.'?

Security. We formalize correctness and security as part of a combined security
game. For space reasons, we defer to App. B for the formal game. On a high level,
the game allows the adversary to execute a protocol session by issuing send and
receive commands. Furthermore, the attacker can try to break confidentiality
by issuing challenges where either message My or M; is sent depending on the
game’s challenge bit b, and can try to break authenticity by injecting their own
ciphertexts. In a bit more detail, the game ensures the following properties:

Correctness. In the absence of an active attacker, B must output the message
sent by A (and vice versa). Importantly, we require the protocol to support
immediate decryption of incoming ciphertexts, even if ciphertexts are reordered
on the network and some ciphertexts are dropped altogether. In addition, we
require B to output the message index that matches the one stored as A’s state
just after the send operation, and we require the index stored in each party’s
state to strictly increase with each operation. Jointly, those properties allow the
receiver to put all received messages into correct order.

12 Alternatively, SM-Init-A, SM-Send-A, and SM-Rec-A could each output this index.
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Authenticity. The attacker cannot make a party accept ciphertexts that have not
been sent, as long as neither party has been corrupted. After a state compromise,
authenticity restores as long as the attacker remains passive and the compromised
party has access to fresh randomness. We refer to this property as post-compromise
security (PCS) and the game requires for PCS to restore security within Apcs
epochs. Here, we measure epochs using an (efficiently computable) epoch function
7(idx) of the message indices. The epoch function is a parameter of the security
game, and looking ahead, will depend on whether the classical or the post-
quantum part of the protocol will be assumed secure.

Privacy. While the parties’ states are uncompromised, the attacker obtains no
information about the messages sent. Analogously to authenticity, privacy is
required to restore after Apcs epochs after a state compromise. Furthermore,
forward secrecy (FS) dictates that messages sent as least Ags epochs prior to a
state compromise also remain secure. In other words, a state compromise may
reveal messages of the last Aps and the next Apcs epochs.

Note that our game generalizes the one by Alwen et al. [1] to hybrid messaging
and deviates in the following ways:

Message indices: Whereas the game in [1| kept track of epochs and periods
in a predetermined manner — with epochs changing on every change in
communication direction and periods incrementing for each message within
an epoch — we use the more general message indices to formalize correctness.

Epoch function: Along the same line, our game makes use of the abstract epoch
function 7 to formalize FS and PCS. We remark that for our concrete
scheme the two choices of 7, for classical and post-quantum security, will
be unambiguous. Intuitively, the post-quantum part will utilize a slower
incrementing epoch function translating into slower FS and PCS.

Randomness leakage: Whereas [1] considered adversarially chosen randomness,
we consider honstely sampled but leaked randomness only (cf. App. G).

4 The Triple Ratchet

4.1 Construction

We now present the Triple Ratchet protocol, building on the seminal Double
Ratchet protocol for secure messaging. The Triple Ratchet protocol combines a
classically secure CKA with a post-quantum secure CKA protocol. The classically
secure part of the protocol directly follows the modularization of the Double
Ratchet put forth by [1]. Since the post-quantum CKA messages are significantly
larger than their classical counterparts, however, each post-quantum CKA message
is split into Ncpunk many chunks and sent alongside multiple (application) messages.
To retain immediate decryption, i.e., to ensure functioning of the protocol even
if individual messages are dropped, an erasure code is used. The protocol is
presented in Figs. 1 to 4. To ease presentation, we use the following conventions:
We depict the classical part in the left column with the post-quantum part in
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tR The epoch under which received messages are encrypted.
tS The key epoch under which sent messages are encrypted.
Epochs Invariant: tS € {tR,tR + 1}
tCurr The epoch for which key material is being exchanged.
Invariant: tCurr € {tS,tS + 1}
iS The number of messages sent in epoch tS.
Periods iS_1,iS.2 The number of messages sent in epochs tS — 1 and tS — 2.
iR The number of messages received in epoch tR.
Kroot The current root key of the asymmetric ratchet.
KS The current sending key for epoch tS.
KS+1 The sending key for epoch tS + 1 (if already known)
Keys KR The current receiving key for epoch tR.
KR4+1, KR42 |The receiving keys for epoch tR + 1 and tR + 2 (if already
known).
StoredKeys|[t, i] |Stored keys for processing out-of-order messages.
CR The number of chunks received for tCurr (for receiving epochs).
Cs The number of chunks sent for tCurr (for sending epochs).
Chunks CAck The number of chunks acknowledged tCurr (for receiving
epochs). Invariant: cack < cs.
L The set of chunk-period pairs received of the next CKA message.

Table 1: Protocol variables used by the post-quantum part of the Triple Ratchet
protocol, by each party. For simplicity Q superscripts have been omitted.

the right column.'? Shared parts run before and after the two sub-protocols are
depicted in the center. The two sub-protocols are independent of each other
and can, in prinicple, be run in parallel. In particular, they use disjoint sets of
variables, with corresponding variables either denoted with a superscript C (for
classical) or Q (for post-quantum) — for example, tCurr® and tCurr® denote the
two independent epoch counters of the two CKAs. Finally, to reduce clutter we
omit those superscripts whenever clear from the context which protocol part
they refer to. In the following, we mainly describe the post-quantum part of the
protocol, refering to [1] for an in-depth discussion of the classical part.

FEzxchanging CKA messages. Analogous to the original Double Ratchet, parties
take turns in exchanging CKA messages. If a party wants to send an application
message while the other party is distributing chunks of their CKA message, the
party will simply acknowledge the number of chunks they already received without
sending their own chunks. As such, we still say that A acts as the sender in odd
epochs and as the receiver in even epochs. More concretely,

— In TR-Send-A, on line 17 the party A checks whether they are currently in a
sender or receiver epoch.

13 Note that the classical part technically can be seen as a simplification of the post-
quantum protocol for nchunk = 1 with certain optimizations applied.
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TR-Init-KeyGen(1*)
1: leka & CKA-Init-KeyGen©(1%) 41 leka & CKA-Init-KeyGen?(1%)
2 (Kroot, Keka) & Kpp x Kka 5 (Kroot, Keka) & Kpp x K&ea
3: I — (Icka, Kroot, Kcka) 6: 19 — (Icka, Kroot, Kcka)
7: return Ik := (I, 13)
TR-Init-A(l)
1: parse (IE,IE) — Ik
2: parse (lcka, Kroot, Kcka) < Iﬁ 9: parse (lcka, Kroot, Kcka) < IS
31 (Kroot; KR) «— KDF1 (Kroot, Kcka) 10 ¢ (Kroot, KS, KR 1) < KDF1(Kroot, Kcka)
4 KS— L 11: (KSi1, KR, KR ) « L
5: (tCurr,iR,iS,iS.2) « 0 12: (tCurr,tS,iR,iS,iS-1,iS-2) < 0
6: sta < CKA-Init-A(lcka) 13: R« —1
7ipe L 14 : (cs, Cack; CR) < (0,0, Nichunk)
8 : StoredKeys“[] := L 15: 5ta & CKA-Init-A(lcka)
16: p—1
17 StoredKeysQ[-] =1
TR-Init-B(Ik)
1: parse (I, I3) « Ik
2. parse (ICKA1 Krooh KCKA) — I& 9: parse (ICKA7 Kroot, I'<CKA) « IS
31 (Kroot, KS) < KDF1(Kroot, Kcka) 101 (Kroot, KR11, KS) <= KDF1 (Kroot, Keka)
4: KR« L 11: (KS41,KR,KRy2) « L
5: (tCurr,iR,iS,iS2) « 0 12 : (tCurr, tS,iR,iS,iS-1,iS-2) < 0
6: stg & CKA-Init-B(lcka) 13: tRe—1
7:pe— L 14 ¢ (Cs, CAcks CR) <= (Tchunk; Tichunk, 0)
8 : StoredKeys“[] := L 15: stg < CKA-Init-B(lcka)
16: pe— L1
17 : StoredKeys?[] := L

Fig. 1: Setup algorithms of the Triple Ratchet protocol. The classical part (left-
hand side) and the post-quantum part (right-hand side) use disjoint variables,
indicated by superscripts C and Q, respectively. For ease of reading, we omit
those superscripts whenever clear from the context.

skip®(t,iR")  / for X € {C,Q} try-skipped®(t,i) / for X € {C,Q}
1: while iR* < iR’ 1: K. < StoredKeys[t, i]

2: IR 4=1 2: StoredKeys™[t,i] « L

3:  (KRY,KX.q) — KDF3(KRY) 3: return KX

4:  StoredKeys™[t,iR*] < Kacad

Fig. 2: Helper algorithms of the Triple Ratchet protocol.
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TR-Send-A(M)

1: if [tCurr is even] then

2: tCurr+=1

3:  (Kcka, p,sta) <& CKA-Send-A(sta)
4: (Krooh KS) — KDFI(Krooh KCKA)

o

(iS,iS ) < (0,iS)

. endif

ciS+=1

8: hC:= (tCurr,iS, p,iS 2)

~N O

9: (KS,KSuq) < KDF2(KS)
30 :
31:
32
33 :

14 :
15:
16 :
17 :
18 :
19 :
20 :
21 :
22 :
23
24 :

12
13 :

: else

: (KS, K2

¢ if [tS = tCurr] A [tCurr is even] then

tCurr +=1
(Kcka, p,5ta) < CKA-Send-A(sta)
(Kroots KS+1, KR12) < KDF 1 (Kroot, Kcka)
if [tR = tS] then
(KR41,KR42) <« (KR42, 1)
(cs, cack) < (0,0)
if [tCurr is odd] then
Penc — Encode(p, cs)
cs +=1
if [tS < tCurr] A [cack + 1 = nchunk] then
tS « tCurr // start using next key
(iS,iS-1,iS-2) < (0,iS,iS-1)
(KS,KS41) « (KS41,1)
iS+=1
RQ := (1S, iS, tCurr, penc, L, iS.1,iS 2)

// start sending next key

// sending chunks

/| acknowledging chunks
iS+=1

hQ := (tS,iS, tCurr, L, cr,iS_1,iS_2)
) «— KDF5(KS)

aead

Kaead — KDF3(KSed, K&.0)

h — (hS,h9)

e & AEAD.Enc(Kacad, b, M)

return ct := (h,e)

Fig. 3: The send algorithm of A. The TR-Send-B algorithm is defined analogously,

except for (1) even and odd exchanged and (2) in the post-quantum part the
output order of KDF; swapped with the output becoming (Koo, KR, KS) for

consistency.

— In the former case (lines 18-25) A sends an additional CKA chunk penc to the

receiver. It keeps track of the number of chunks sent for the current CKA

message p using cs. (Note that cs is not necessarily equal to the sending
period iS, as the sending epoch can change while sending p.)

— In the latter case (lines 27 and 28) A simply acknowledges the number of
chunks received cgr of p sent by the other party. The other party B then

uses this information (as stored in cack) to deduce when the new CKA key
becomes usable an TR-Rec-B and TR-Send-B (as discussed later).
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TR-Rec-A(ct)

1: parse (h,e) < ct

2: parse (h,h%) — h

3: parse (t,i,p,i-2) <« I 16 : parse (t,i,tCurr’, penc, Cack, i-1,1-2) < nQ

4: req [t < tCurr + 1] 17 : req [tCurr’ < tCurr + 1] A [t <tR + 2]
A [tCurr’ —1 <t < tCurr]

5: if [t = tCurr + 1] then 18 : if [t = tR + 2] then

6: skip(t—2,i2) 19:  skip(t—2,i-2)

200 (KR, KRy1, KRy2) < (KRi1,KRyz2, 1)

21 : if [t > tR] then

22:  skip(t—1,i-1)

23: (KR, KRy1, KRy2) < (KRi1, KR 2, 1)
7:  (tCurr,iR) « (t,0) 24:  (tR,iR) « (t,0)

25 : if [tCurr’ = tCurr + 1] then

26 :  if [tS < tCurr]] then

27 : tS « tCurr
28 . (IS, iS,l,iS,g) «— (OIS,ISJ)
29 : (KS,KS41) « (KS41,1)

30:  (tCurr,cr) « (tCurr’,0)
31 : if [tCurr’ = tCurr] A [tCurr is even] then
32: cr +=1

33: L < (i, penc)

34:  if Jer = Nchunk] A [tCurr > tS] then
35 : tS « tCurr
36 : (iS,iS-1,iS-2) « (0,iS,iS-1)
37: p <« Decode(L)
81 (Koka,5ta) & CKA-Rec-A(SEA, 0) 35 (Kcka,5ta) & CKA-Rec-A(Sta, p)
9: (Koo, KR) <= KDF1 (Kroot, Keka) 59 if [tR = tS] then
10 : endif 40 : (Kroot, KS, KR) < KDF1 (Kroot, Kcka)
41 : else
42 : (Kroot, KS,KR11) « KDF1(Kroot, Kcka)
43 : L—g
44 : elseif [tCurr’ = tCurr] then
451 CAck < Chck
111 Kaead < try-skipped(t, ) 46 : Ksead < try-skipped(t, i)
12: if Kueaa = L then 47 ¢ if Koead = L then
13:  skip(t,i—1) a8 skip(t,i— 1)
14: iR+=1 49: iR4+=1
15: (KR, KSeaq) — KDF3(KR) 50: (KR, Kaead) < KDF2(KR)
51 ¢ Kaead < KDF3(Keaa, K3og)

52 : M <« AEAD.Dec(Kaead, h, €)
53: if M = | then error

54 : return (M, (tCurrC, iSC,tSQ, iSQ))

Fig.4: The receive algorithm of A. TR-Rec-B is defined analogously with the
roles of even and odd swapped and in the post-quantum part the output order
of KDF; swapped with the output becoming (Koo, KR, KS) for consistency. skip
and try-skipped are defined in Fig. 2.
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Key schedule. Splitting the post-quantum CKA messages has several implications.
One of them is that the classical and the post-quantum CKA advance at different
speeds. In particular, there a some subtle cases where the switch to the next epoch
on the classical and the post-quantum protocol can happen in swapped order
for the two parties A and B. As a result, the Triple Ratchet uses two separate
root keys into which the corresponding CKA keys are mixed, and symmetric
ratchet is applied to each one. Only then, the two keys get combined to use the
combined key to encrypt the application message, and authenticate the header,
using AEAD. Concretely, TR-Send-A derives separate AEAD keys ngad and KSead
in lines 9 and 29, respectively, before combining them on line 30. TR-Rec-A
proceeds analogously with the algorithm determining the two separate keys
before attempting to decrypt under the combined key.

Epoch handling. Another implication of sending CKA messages in chunks is that
there is no longer a unique protocol epoch. Whereas in the classical Double
Ratchet each message is encrypted under key derived from the current epoch’s
CKA key while simulatenously sending the CKA message for that epoch t, the
sending epoch and the CKA epoch now typically differ. Only once the sender is
sure the other party will have sufficiently many chunks, they can start using the
corresponding CKA key. A bit more concretely, the protocol maintains separate
epoch counter tCurr, the epoch for which CKA messages are currently being
exchanged, and tS, the epoch under which they currently encrypt messages. We
refer to Table 1 for an overview of the variables used by the protocol. Analogously,
each party keeps track of a receiving epoch tR, which is the epoch they last
received a message encrypted under. Observe that since epochs advance more
slowly, each party may act both as a sender and a receiver during each given
sending epoch. In more detail,

— Whenever entering a “sending epoch” a party generates a fresh CKA message
and its corresponding key. This key is then immediately mixed into the
post-quantum root key, deriving three keys: the updated root key K oot, a
sending key, and a receiving key. See lines 12 and 13 of TR-Send-A.

— However, unless nchunk = 1, those keys cannot be immediately used for
sending. Instead, A at this point simply schedules the keys for further use. In
case of the sending key, it will be the one used next, KS, ;. The party can
use it once either B either starts sending chunks for the next key (lines 25-30
in TR-Rec-A) or A knows that B will know sufficiently many chunks with the
next one received (lines 20-23 of TR-Send-A). The receiving key can either
be the next or the one there after, depending on whether B has already used
to current one.

— Similarly, during a “receiving epoch” the user reconstructs p once they received
sufficiently many chunks. The party can then immediately start using the
new sending key (lines 34-38 in TR-Rec-A) while the receiving key may have
to scheduled for later use unless the other party already uses it (lines 39-42 in
TR-Rec-A). In either case, for the next sending operation A then can initiate
the next sending epoch.
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4.2 Correctness and Security

This section establishes SM security of the TR protocol from Sec. 4.1. Recall
that the F'S and PCS properties of SM security are defined with respect to an
epoch function 7, abstracting that F'S and PCS progress at different speed for
the sub-protocol secure against classical adversaries and the sub-protocol secure
against quantum adversaries. We first discuss the respective epoch function for
both cases.

Remark 4.1 (Epoch functions). For the protocol TR, we define 7€ := tCurr®
and 7Q := tSQ. Observe that for the classical CKA the epoch function directly
corresponds to epochs as introduced in [1] and increment on every change in
direction. For the post-quantum protocol, once A enters an even epoch, it takes
the following for A to advance to the next odd epoch:

1. A needs to send at least nchunk — 1 many messages that need to be received
by B (any subset of nchunk — 1 many does, in case more are sent)

2. B sends a message that is received by A.

3. If B received at least nchunk many messages before (2), then A immediately
increments the epoch; otherwise A increments the epoch upon the next send
action.

B on the other hand increments from an even to an odd epoch after receiving
Nchunk Many messages from A. In particular, this implies that once A moves to
an odd message and any further message is received by B, B advances as well.
The parties then advance from the odd to the next even epoch upon the same
steps happening in the reverse direction.

Theorem 4.1 (Security of TR). For the TR protocol, let ¢ and T® denote
the respective epoch functions as discussed in Remark J.1. Assume that

— CKAC s (Af, ASc)-secure CKA scheme or CKAQ s (ASS,ASCS)—secuTe
CKA scheme;

— CKAS and CKAR are both correct;

— KDF; is a secure PRF-PRNG, KDFy is a secure PRG, and KDF3 is a secure
dual-PRF;

— AEAD is a secure authenticated encryption scheme with associated data.

Then, the TR construction above is (AES, ASCS, 7C)-secure if CKAC s secure, and
(A(FQS, ASCS +1,79) secure if CKAQ is secure respectively.

Remark 4.2 (Instantiations). For the Triple Ratchet protocol, we propose to
instantiate the two CKA using a generic CKA construction from RKEM presented
in Sec. 5, with the classical one using a forward-secure Diffie-Hellman RKEM—
modularizing the protocol proposed by Bienstock et al. [9] — and the post-
quantum one using our Katana-RKEM. Therefore, both CKA will have A%(A =0
and A%SA = 2. Therefore, for the TR protocol, we obtain classical PCS within

AJ&s = 2 epochs and post-quantum PCS within AJR = 3 (albeit slower) epochs.
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The additional epoch it takes for the post-quantum protocol is due to the protocol
already having sampled the key material for the next epoch when still distributing
it. In other words, a corruption may already compromise the secret key material
of the next epoch.

5 From Ratcheting Key Encapsulation Mechanism to CKA

5.1 Definition of Forward-Secure Ratcheting KEM

In this section, we define a forward-secure ratcheting KEM (RKEM), serving as
the main building block to construct a CKA. RKEM is a two party protocol, with
parties exchanging encapsulation keys and ciphertexts in a ping-pong manner. In
particular, the ciphertext can depend on the encapsulation key received in the
previous round.

Definition 5.1. A forward-secure ratcheting key encapsulation mechanism
(RKEM) IIrkem with key space K, ciphertext space CT, and ratcheting key
spaces RKp and 7/€I\Cp for parties P € {A,B} consists of PPT algorithms
(RKeyGen-P, REnc-P, RDec-P)pe(a gy defined as follows:

RSetup(1*) — par: It takes as input the security parameter 1* and outputs a
public parameter par. We assume all algorithms to take par as input and may
omit it for simplicity.

RKeyGen-P(par, mode) — (ekp,dkp) : It takes as input the public parameter
par and outputs encapsulation and decapsulation keys (ekp,dkp) € RKp if
mode = 1 and (ekp,dkp) € 7/21\Cp if mode = updated. In case mode = 1, we
may simply ignore mode ffclm the input when the context is clear.'*

REnc-A(ekg, dka) — (ctg, K,dka) : It takes as input an encapsulation key ekg
for party B and a decapsulation key for party A, and outputs a ciphertext ctg,
a shared key K € K, and a possibly updated decapsulation key aEA,

RDec-A(dka, cta, ekg) — (K,ekg) : It takes as input a decapsulation key dka for
party A, a ciphertext cta, and an encapsulation key for party B, and outputs
a shared key K € K and a possibly updated encapsulation key ekg.

In the above, we define algorithms REnc-B and RDec-B analogously with roles
of parties A and B swapped.

Remark 5.1 (Non-forward-secure RKEM). Our definition of a forward-secure
RKEM can naturally handle a non-forward-secure scheme as well. In this work
we define a non-forward-secure RKEM by restricting a|\<p = dkp and eAkp = ekp
in algorithms REnc-P and RDec-P, respectively, for P € {A, B}. While we can
alternatively remove @P and eAkp from the outputs, we chose the former approach
to be consistent with our forward-secure formalization, allowing us to construct
secure messaging protocol in a unified framework.

4 Indeed, RKeyGen-P with mode = updated is mainly used for security analysis and
will otherwise only appear in the setup of our construction. As such, we will typically
omit mode outside this section.
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To aid readability, we define Dgrkeycen-p(par) (resp. ﬁRKeyGen_p(par)) for
P € {A,B} as the distribution of sampling (ekp,dkp) < RKeyGen-P(par, mode)
with mode = L (resp. mode = updated) for par € RSetup(1*). We use the
shorthand DrkeyGen-p and @RKeyGen_p when par is randomly generated from
RSetup(1*). In the following correctness and security definitions, we assume par
is sampled and fixed once and for all, and only use DrkeyGen-p and ﬁRKeyGen_p.
While we omit par for readability, it is understood that the probability is taken
over the randomness of generating par.

We first define correctness. Correctness comes in two flavors. First, we require
that a ciphertext generated using an updated encapsulation key can be decrypted
correctly using an updated decapsulation key. Second, we require that the updated
keys generated during the encapsulation and decapsulation algorithms have the
same distribution as keys sampled directly using Drieygen-p- This is a key property
that allows us to effectively focus only on one round of interaction between the
parties, as opposed to arguing correctness of a ping-pong interaction in its entirety.

Definition 5.2 (Correctness). We say a ratcheting KEM IIgkem is correct
if it satisfies two properties. The first property, correctness with updated keys,
requires the following to hold:

(eka,dka) < DR/IieyGen-A7 (eAkB7 a|\<§) < 25RKeyGen-B,
Pr (cts, K, dka) < REnc-A(ekg, dka), K=K | =1 negl()).
(Kl, ekA) A RDec-B(dkB, ctg, ekA)

We require the above to hold with the roles of parties A and B swapped. We denote
the marginal distribution of (eka,dka) generated through the above process as
DRieyGen-as and define Dpyeyen Similarly. The second property, correctness of
update key distribution, then requires that Dgyesgenp 5 statistically close to

73RKeyGen-P for P e {A,B}.

While we do not requlre it, we can define correctness with respect non-updated
keys by replacing (ekB, dkB) DRKeyGen g with (ekg,dkg) < DRKeyGen-B above.

We next define forward-secure IND-CPA security. This is captured through an
extension of a natural IND-CPA security game where the adversary is provided
with the updated decapsulation key along the challenge ciphertext.

Definition 5.3 (FS-IND-CPA Security). We say a ratcheting KEM ITrkem is
forward-secure IND-CPA (FS-IND-CPA) secure if the advantages

AdvFSIND-CPA-A (11

b<{0,1}, Ki LK,
(eka,dka) < DrRKeyGen- A (eke, dkB) < DRKeyGen-B» 1
Pr (CtB, Ko,dkA) < REnc- A(ekB,dkA) b=V | — >
(- ekA) & RDec- B(dkB,ctB,ekA)
b & .A(ekA, ekA, ekB, ctg, dkA, Kb)
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and Advff"ND_CPA'B, defined analogously with the roles of parties A and B swapped,

are negligible. We denote Advils'”\“:)‘CPA i= MaXpe(A B} (AvaFLXS"ND'CPA'P(l’\)).

As a special case, we say a (non-forward-secure) RKEM (cf. Remark 5.1) is
simply IND-CPA secure if dka is not given to A in the above game.

Lastly, we define ratchet simulatability. This comes with two properties:
updated key and ciphertext simulatability. The former property stipulates that the
updated key (eAkp, @p) can be simulated only from the non-updated key (ekp, dkp).
Importantly, the updated key does not depend on the peers encapsulation key
ekp required to run REnc-P. This is used to break the dependence on the updated
keys from the peers keys, allowing us to prove security of CKA based on induction.
The latter property stipulates that the ciphertext ctp generated using the peer P’s
decapsulation key can be simulated using instead user P’s (updated) decapsulation
key. Put differently, ctp along with the knowledge of P’s decapsulation key does
not leak any information of P’s decapsulation key. This is a key property to argue
PCS for CKA as it is used to argue that once P generates a fresh pair of key, it
will heal P despite P being corrupt. The formal definition is given in App. D.1.

Instantiations. In this work, we consider five instantiations of RKEM. A generic
instantiation based of any KEM is presented in App. F. Second, we have an
optimized forward-secure and an optimized non-forward secure instantiation
based on lattices and based on Diffie-Hellman, each. The lattice based construc-
tions, called Katana-RKEM, are presented in Sec. 6. The Diffie-Hellman based
instantiations modularize the Double Ratchet and the forward-secure variant
thereof by Bienstock et al. [9] — for completness they are presented in App. F.

5.2 A Generic Construction of CKA from Ratcheting KEM

We now present a simple construction of CKA based on RKEM. In the protocol,
for each send operation, a party P first samples fresh key pair using RKeyGen-P.
P then encapsulates a symmetric key to the other party under the latest public
key from the other party; the freshly sampled secret key is updated as part of this
process. The resulting ciphertext along the freshly sampled public key is then
sent to the other party while the updated secret key is stored. The receiving party
analogously simply uses their secret key to decapsulate the received ciphertext
and public key, and stores the updated public key while erasing their own secret
key. The protocol assumes a public-secret key pair of B to be distributed as setup
such that A can initiate the first send operation. A schematic overview of the
protocol is depicted in Fig. 5 while a formal description is presented in App. D.2.
A proof of the following theorem is presented in App. D.3.

Theorem 5.1 (Key indistinguishability). For any correct and forward-
secure RKEM, the protocol from Fig. 15 is a correct and secure CKA protocol with
Ars = 0 and Apcs = 2. Moreover, if the RKEM is non-forward secure, then the
protocol is a secure CKA with Aps = 1 and Apcs = 2.
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Alice Bob

(L, eks,o) (dks,o, 1)
(eka,1,dka,1) & RKeyGen-A(par)

(ctg.o0,K1,dka1) & REnc-A(eke o, dka 1) (64411
output K; ¢ Cfs,o) _ _
(K1, eka,1) & RDec-B(dkg o, cts,o, eka,1)

output Ky

(dka1, 1) (L, eka)

(eks,2, dke,3) <~ RKeyGen-B(par)

=

and) (cta1, Kz, dkg2) & REnc-B(eka 1, dks 2)
= s — (exe output Ko
(Kg, ekB,Q) <~ RDeC-A(dkA,l,CtA,l, ekB,Q)

output Ko

(L, eks.2) (dks.2, 1)

Fig.5: The first two messages of the RKEM based CKA. Computation for
CKA-Send-P and CKA-Rec-P are shown in boxes, while the state kept in be-
tween operations is shown next to the party.

6 Katana: An Efficient Ratcheting KEM from Lattices

In this section, we construct a ratcheting KEM (RKEM) from lattices which we
call Katana. As with typical practice-oriented lattice-based constructions, we first
analyze our construction based on asymptotic bounds and later set concrete
parameters based on cryptanalysis.

6.1 Construction of Katana

The notations used in this section is summarized in Table 2. H is a function
which on input (u, seed) € R’; x {0, 1}, outputs a tuple (K,s,e) distributed over
{0,1}* x x x x. This function is modeled as a random oracle in the security proof.
In practice, H can output randomness used to sample from the target distributions.
Moreover, let Encode : {0,1}* — R, be a function that maps seed € {0,1}* = R,
to |g/2] - seed, where seed is viewed as a degree A — 1 polynomial in R, with
binary coefficients. Let Decode : R, — {0,1}* be a function that maps each
coefficient w € R, to 0 (resp. 1) if it is close to 0 (resp. |g/2]) in absolute value.
Katana is based on the (IND-CPA secure) KEM by Lyubashevsky et al. [30]
and Lindner and Peikert [28], underlying the NIST standard Kyber [33]. The
construction is given in Fig. 6. For simplicity, we first provide the simplified
variant where we do not perform bit-dropping. The optimized variant is given
in Sec. 6.3. As we provide the correctness statement for our optimized scheme
in Sec. 6.3, we defer the correctness of the non-optimized variant to App. E.1.
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RKeyGen-P(par, mode) REnc—P(eAkp,dkp) RDec—P(@p,ctp,ekﬁ)

1:if [mode = 1] 1: (up,sp) := dkp 1:m = ctp — eky - dkp

2:  (sp,ep) & x x x 2:seed & {0,1}* 2 : seed := Decode(m)
3:else )/ mode = updated 3:m <« Encode(seed) / me R, 3: (K,s,e) := H(ekp, seed)
4 (sp,ep) & XX 4:(K,s,e) := H(up, seed) /| Update ek

5:if [P = A] then 5160 & % 4:if [P = A] then

6: upi=D sytenc Ry 6ivpimdkp-sp+iptmeR, O Skei—eke+Dl.ste
7:else )/ P=8B 7ictp = vp 6:else /P=8

8 ug = DT-sB-s—eBeR’; // Update and erase dkp 7 ékA =ekn+D-s+e
9 : if [mode = 1] s dkp 1= sp+seR 8 : return (K, ekg)

105 (eke, dke) := (up, (e, se)) 9 : return (ctp, K, dkp) RSetup(1*)

11 : else // mode = updated

12:  (ekp,dkp) := (up,sp) 15P3f¢:D‘$—R§Xk

13 : return (ekp, dkp) 2 : return par

Fig. 6: Katana without the bit-dropping optimization. Above, (P,P) = (A,B) or
(B,A).

6.2 Security of Katana

Below, we prove that Katana is FS-IND-CPA secure and ratchet simulatable.

FS-IND-CPA Security. The following theorem establishes the FS-IND-CPA
security of Katana.

Theorem 6.1 (FS-IND-CPA security). Our RKEM Katana is FS-IND-CPA
secure assuming the hardness of the MLWE, ., and the hint-MLWE, x ok v x, 7.0
assumptions with Fepa := U({Takx2k})-

Proof Overview. The main technical argument of the proof is to prove that
the encryption algorithm REnc-P(ekp,dkp) run by user P can be simulated
without knowledge of P’s decapsulation key dkp = sp. Focusing on P = A,

l Notations [ Explanation [
Ry Polynomial ring Ry = Z[X]/(q, X™ + 1) with n > A
k Dimension of public matrix D € R’;Xk
X X Distributions for secrets and noises in ek and ct
X Distribution for “updated” secrets: ¥ := [2] - x
H A function H : R} x {0,1}> — {0,1}* x RF modeled as a RO.
Encode, Decode Encoding and decoding elements in {0, 1}* to R,

Table 2: Overview of the notations. See the accompanying text for more details.
Recall [N]- D is the convolution of N independent copies of D.
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this would be a straightforward proof if not for forward-secrecy as (eka,ctg) =

(D -sa+ eA,eAkg -sa + éa + m) cousists of a standard Kyber-like ciphertext.
However, this is non-trivialized by the fact that the we must simulate this all
while being able to simulate the updated decapsulation key @A = sp + s to
the adversary, as required by forward-security, where recall s is generated as
H(ekp, seed) with m = Encode(seed).

In our proof, we first modify the way the reduction simulates the random
oracle H so that s is no longer output by it. This modification allows the reduction
to only require knowledge of JEA = sp + s as opposed to explicitly knowing s.
However, since we haven’t established that m does not leak from the ciphertext
ctg yet, we cannot immediately argue that this modification cannot be detected
by the adversary. We will use deferred analysis (cf. [19]) to formally argue this.
After this step is completed, we can rely on the hint-MLWE problem to argue
that (eka, ctg) looks random while viewing the updated key @A as the hint. The
full proof is given in App. E.2. O

Ratchet Simulatability. The following theorem establishes the ratchet simu-
latability of Katana. Below, we rely on the hint-MLWE, 1 1 v ¢, 7. Problem, where

Fsim is a distribution over Réxgk that outputs [-8'[e"] with §,& & X.

Theorem 6.2 (Ratchet simulatability). Our RKEM Katana is ratchet sim-
ulatable assuming the hardness of the MLWE, . 5 and hint-MLWE i 1 %, Fuim
assumptions.

Proof Overview. Ratchet simulatability consists of proving key and ciphertext
simulatability. The former can be proven in a straightforward manner by observing
that the information required to perform key update does not depend on the peer’s
(updated) encapsulation key. The latter is the more technical proof. Similarly
to FS-IND-CPA security, the main technical argument of the proof is to prove
that the encryption algorithm REnc-P(ekp,dkp) run by user P can be simulated.
However, there are two critical differences: (i) the goal is not to hide the message
m, and more importantly, (ii) the simulation must be performed while the
adversary holds user P’s decapsulation keys (dkg, @,3) — in particular, arguing
ctp is random based on hint-MLWE does not work as the adversary can use the
decapsulation keys to check this.

In our proof, we first aim to statistically simulate cts using @p, without

~T
knowledge of dkp. Focusing on the case P = A, the ciphertext cta = ek, -sg+ég+m

can be equally expressed as S) - ekg — SA - eg + €, - sg + g, where we denote

the underlined values as h. In particular, cta can be simulated using d/EA = Sa
and h. However, notice the information of dkg = (ug,sg) is required to compute
h, and thus, ctp cannot be made independent from dkg.!”> We thus only aim to
computationally simulate cta, where we rely on the hint-MLWE problem again,

15 While ratchet simulatability is a new notion in our work, the same argument should
be required by [1,27], and this is the part where they contained a flaw in the proof.
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but with the difference that the hint is now given in the form h. The actual proof
consists of carefully setting up the game hybrids so that we can invoke this core
argument. The full proof is given in App. E.3. O

We note that our definition of RKEM is in the standard model, while our
construction is in the random oracle model (ROM). We thus make an implicit
assumption that the correctness and security definitions of RKEM are adapted in
the standard way to allow adversaries to make RO queries. As common practice,
we then assume the RKEM instantiated with a concrete hash function retains the
same security, and view it as an RKEM in the standard model when using it as a
building block to generically construct a CKA.

6.3 Optimizing Katana with Bit-Dropping

We can minimize the size of the ciphertext by performing bit-dropping, similarly
T

to Kyber [33]. Namely, we drop the d lower bits of the ciphertext ctp = (—:1(,5 .
sp + ép + m € R, and map it to an element over modgy. These are standard
techniques and the details are provided in App. E.4.

It can be checked that this optimization only affects the correctness of Katana.
Specifically, the proof of FS-IND-CPA security and ratchet simulatability remains
unchanged, except for the hybrids we rely on the correctness of the scheme.
We therefore only provide the proof of correctness below. Below, similarly to
Kyber, we consider an average case bound on the error § < y,oung induced by
bit-dropping for tighter concrete parameters. The proof is included in App. E.4.

Lemma 6.1 (Correctness with bit-dropping). Our optimized RKEM
Katana is correct assuming

Pr(Is7-e—@" s+é&+6lw <q/4] =1—negl(N), (1)

where the probability is taken over the randomness to sample (s,e) < x x

A A\ $ A~ ~ ~ $ ~ $ . . . .
X;(8,€) < X X X, €< X, and § < Xround- HeTE, Xround 18 sSome distribution over
Ry such that Pr[6 < Xround : [|6]|ec < |52 ]] = 1.

6.4 Concrete Parameter Selection

We provide a concrete instantiation of Katana. For reference, we recall all the
requirements our parameters (see Tables 2 and 5) must satisfy, where note that
some requirements are subsumed by others. The first requirement stems from
correctness (cf. Lemma 6.1), the second and third stem from FS-IND-CPA security
(cf. Theorem 6.1), and the second and forth stem from ratchet simulatability
(cf. Theorem 6.2).

(R1) The correctness error is below 27 (see Lemma 6.1, Eq. (1)).

(R2) The MLWE, i, and MLWE, ; ; problems are hard.

(R3) The hint-MLWE, x 2k,y,x, 7., Problem is hard, where Fepa 1= U({T2px2r}),
i.e., a distribution always outputting the identity matrix Isp o1 € ng x2k
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(R4) The hint-MLWE, 1 1,y,¢, 7 Problem is hard, where Fym is a distribution
over R1*?* that outputs [8T[67] with §,& <& X.

Below, we focus on the conditions required by FS-IND-CPA security. The condi-
tions Items (R2) and (R4) required by ratchet simulatability is obtained in a
similar fashion. The condition Item (R1) on correctness is similar to Kyber, and
in particular, we re-employ their analysis, [33, see Egs. (7) and (8)] in order to
characterize the distribution in Eq. (1). More details are found in App. E.5

FS-IND-CPA Security. We study Items (R2) and (R3), which underlie
FS-IND-CPA security. We note that Item (R3) strictly subsumes Item (R2),
therefore we may study Item (R3) alone. If x follows a Gaussian distribution
of parameter o, then the hint-MLWE reduction (cf. Theorem A.1) tells us that
hint-MLWE r.2k,x,x, 7o 15 at least as hard as MLWE, 1. ox,,/, where X' is the dis-

51 (Iap)?

crete Gaussian of parameter ap- % =2 % + 3 = % In our case, we
o3 o o o ’

rely on two heuristics:

Heuristic 1: Replace Gaussians. While Theorem A.1 holds when the secret and
noise are sampled from Gaussian distributions, we assume that it also the
case with non-Gaussian distributions of equivalent variance o2. In our case,
we will sample ép < ¥ as a sum of uniforms and s < y from a binomial
distribution (see below Summary for discussion); both types of distributions
become “Gaussian-like” for some parameter regimes. It has also been argued in
Raccoon [16,15] that in Rényi divergence-based arguments, sum of uniforms
behave similarly to discrete Gaussians of identical variance o2. For the present
analysis, we conjecture that this is also the case in hint-MLWE.

Heuristic 2: Remove factor 2. We remove the factor 2 in the above equation.
This is motivated by the fact that in [24], this factor seems to appear in
order to simplify a smoothing parameter argument for discrete Gaussians.
In particular, we can see that (i) if there is no hint then it is clear that the
factor 2 is superfluous, and (ii) in our case, since the underlying distributions
are not discrete Gaussians, this factor 2 serves no apparent purpose.

Under Heuristics 1 and 2, the above equation simplifies to o9 = 0/4/2, where o
is the standard variation of x, and x is not necessarily discrete Gaussian. We
may then estimate the hardness of MLWE, i o1 ,+ using the lattice estimator'.

Summary. We now specify the parameter sets. We introduce the error distribu-
tions that we use to instantiate our scheme:

— x = CBD,, is a centered binomial distribution, that is CBD,, = [n] - (B — B),
where B = U({0,1}) is the Bernoulli distribution of parameter 1/2. This
distribution is used in Kyber [33].

16 https://github.com/malb/lattice-estimator
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Target| CoreSVP | n | k q qd X X d | |ek| | |et| | |ek| +
A hardness |ct]
128 100 |256] 2 | 7681 | 8 |CBD(4)|SU(7,4)| 3 |832] 48 | 880
192 158 - 3 10753 - - - - |1344] 72 | 1416
256 215 - 4 115361 - - - - |1792] 96 | 1888

Table 3: Parameter sets for Katana. The sizes of ek and ct are in bytes. The
symbol “-” in a cell indicates that it has the same value as the cell directly above
in the table.

- X = SU(u,T) is the sum of T wuniformly random variates over
{=2v=t ... 2v=t — 1}, that is SU(u,T) = [T] - U({—2%"1, ..., 2v71 —1}).
This distribution is used in Raccoon [16].

These distributions were chosen because they are easy to implement in a constant-
time manner, unlike Gaussian distributions. An additional silver lining of sums of
uniforms is that they provide slightly better correctness bounds than Gaussians
(of identical variance), due to their tails decreasing faster. Finally, we propose
parameters sets in Table 3, which target 128, 192 and 256 bits of security. We
recall that the CoreSVP hardness is a crude measure of the bit-security of a lattice
problem and that it ignores several polynomial factors. These factors typically
represent about 30 bits of security. We choose primes ¢ that are NTT-friendly.

7 Efficiency Analysis of Triple Ratchet

We now examine the effects of our two main improvements — erasure coding and
a better RKEM— on the efficiency of attaining post-quantum PCS (recall efficient
classical PCS is inherited from using Signal’s Double Ratchet protocol). For our
RKEM improvement, the gain is clear as it reduces the combined encapsulation
key and ciphertext size by approximately 37% when compared to a standard
KEM (Kyber) at a comparable security level. For our coding improvement, PQ3
is a natural benchmark. It turns out that the gain (or loss) depends on the
communication pattern, and to emphasize this point, in addition to comparing
PQ3 to TR with Katana we also compare it with TR using a trivial RKEM based
on Kyber-768. We focus on communication cost but note that higher efficiency
can yield higher security: a protocol that is more efficient in communication
cost can yield shorter epochs and faster PCS healing for a fixed communication
overhead budget.

7.1 Effect of Our RKEM on Communication Costs

We can use Kyber to construct a trivial RKEM (cf. App. F). Compared to
such RKEM, our optimized RKEM Katana has significantly smaller combined
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encapsulation key and ciphertext size at the same security level, and this leads
directly to a smaller amount of data that must be transferred between parties in
order to obtain PCS when building a post-quantum CKA. This can be seen by
comparing the last two columns in Table 4, where the reduction in per message
overhead comes entirely from the fact that Kyber-768 requires the transfer of 2272B
per epoch where Katana only requires the transfer of 1416B (see also Table 3).

7.2 Effect of Chunk Encoding on Communication Costs

The benefits of our use of erasure codes is more nuanced and depends on mes-
saging behavior. To understand this, recall that PQ3 attains post-quantum PCS
by repeatedly sending Kyber encapsulation key and ciphertext messages until
receiving an acknowledgement [22].

In a perfectly balanced conversation where every send is followed by a receive,
this repeated sending imposes no cost and PQ3 actually has a structural advantage
over TR because As(%g = 2 where ALR = 3. Real conversations are unbalanced
and Signal’s use of encrypted typing indicators - small, frequent messages that
do not elicit a response - amplify this imbalance. Using PQ3 in this setting would
lead to a large number of repeated KEM messages. The cost is significant and
this can negatively impact a user’s experience when it happens. Another Signal
feature, linked devices, exacerbates the costs of repeated messages even further.
Signal users often leave linked laptops and desktops off for hours or days, and
each logical conversation with a user maintains separate protocol sessions with
each of that user’s linked devices. When someone leaves their laptop off overnight
- or loses it - it can impose a significant cost on everyone messaging them. The
resulting costs and user experience are unacceptable for the Signal team.

We illustrate these costs in Table 4 where we report the expected number
of bytes transferred to attain PCS assuming a simple model of unbalanced
communication where every sender has a probability p of sending another message
before receiving all incoming messages, independent of previous events. We
compare PQ3 and two instantiations of TR. One is the TR where we use Signal’s
Double Ratchet protocol as the classical CKA with curve25519 and the post-
quantum CKA based on the trivial RKEM with Kyber-768. The other TR, which is
our main protocol, replaces the post-quantum CKA with one based on Katana at
A = 192. Chunk sizes are chosen so that all protocols attain PCS in 50 messages
under ideal conditions. In row one we use p = 0 to capture perfectly balanced
communication The advantage of PQ3 over the trivial RKEM, due to its smaller
Apcs, is clear, as is the advantage of Katana due to the smaller message size. In
row two we use p = 0.5 to conservatively approximate the sending behavior of
two online parties using typing indicators and read receipts, and we see that at
this point both instantiations of TR have an advantage over PQ3. Finally, in row
3, we use p = 0.9 to approximate the behavior of a device that is offline for hours
at a time, where PQ3 is more than 4 times as expensive as TR with Katana.

Acknowledgement. The third author was partially supported by JST, CREST
Grant Number JPMJCR22M1, Japan.
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TR with TR with

PQs3 Kyber-768 Katana (A = 192)
p=20 6488 9000 6 500
p=20.5 11176 9540 6890
p=20.9 48680 13 860 10010

Table 4: Expected communication cost in bytes to attain PCS for PQ3 and TR.
See text for the parameter p. PQ3 is assumed to send a Kyber-768 encapsulation
key and ciphertext every 50 messages. TR with Kyber-768 (resp. Katana) uses
a post-quantum CKA based on Kyber-768 (resp. Katana with A = 192). This
includes base message cost of 36B for PQ3 and 46B for TR to account for the
overhead of sending counters and DH keys but excludes the 64B signature used
by PQ3 for fair comparison.
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SUPPLEMENTARY MATERIALS

A Omitted Preliminary

A.1 Lattices and Hardness Assumption

Cyclotomic rings. Let n be a power-of-two integer, which we leave undefined unless explicitly specified

otherwise. Let R = Z[z]/(z™ +1) the cyclotomic ring of degree n and K = R[z]/(z™ +1). For a real matrix
[IM-x||
[E]
Lo-norm. The spectral norm of M is also the (unique non-negative) square root of the largest eigenvalue
of M? .M. We recall that if M is symmetric, then its singular values are the square roots of its eigenvalues.
If B € RF*¢ has its entries in R, we identify B with its associated anti-circulant matrix M € Z™**"¢ and

abusively say that the spectral norm of B is the spectral norm of M.

M e R*** we note s1(M) and call spectral norm of M the value maxy..o , where ||-|| denotes the

Hardness Assumption. In this work, we also rely on the standard module learning with errors (MLWE)
problem, formally defined as follows.

Definition A.1 (MLWE). Let k,q be integers and x be a probability distribution over R,. The advantage
of an adversary A against the Module Learning with Errors MLWE, 1, , problem is defined as:

AdVMIME(1N) = [Pr[A(D,D s +e) = 1] — Pr[A(D,b) = 1]|,

where (D, b, s,e) < ’R’;Xk X ’R’; x x X x. The MLWE, ., assumption states that any efficient adversary
A has negligible advantage.

The following result establishes the hardness of the hint-MLWE problem based on the MLWE problem.
This is a simple adaptation of the original proof [24], formally appearing in [18]. Below, we denote D, as
a discrete Gaussian distribution with standard deviation o.

Theorem A.1 (Hardness of hint-MLWE). For any integers k, ¢, q, n, let F be a probability distribution
over Rg“’“, X and X be discrete Gaussian distributions D,, and D,,, respectively, and B,o a positive
real such that

Prlsi (MMT) < B: M <& F| > 1 negl(h),

D...F problem

o109

and o = w(y/logn) and 5 = 2- (% + %) Under these conditions, the hint-MLWE, 1 ¢ p
is as hard as the MLIWEy . p_ problem.

A.2 Rounding

In our work, we use the rounding definition used by Kyber [33]. Below, we briefly recall their definition.

For an even (resp. odd) positive integer ¢, we define 2/ =  mod *¢ to be the unique element 2’ in the
range 5! <z’ < § (resp. —%1 <2 < %) such that 2/ = 2 mod ¢. For any positive integer ¢, we define
2’ = x mod Tq to be the unique element 2’ in the range 0 < 2’ < ¢ such that 2’ = £ mod q. We simply
write  mod ¢ when the representation is not important. Also, for an element in x € Q, |«] denotes the

rounding to the nearest integer, where in case of a tie, we take the larger integer.

Compression and Decompression. We define the following compression and decompression algorithms for
positive integers d and ¢ such that d < [log,(q)]:

2d
T —> { x—‘ mod *29. (2)
q
Decompress,, : Zoa —> Z4
q
y— |55 2. (3)

For these functions, we have the following:
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Lemma A.1. Let d and g be positive integers such that d < [logy(q)]. Then, for any x € Z,, we have

o o o] < | 2]

where x' = Decompress, (Compress, (z,d), d).

When, Compress, or Decompress, is used with = € R, or x € R’;, the procedure is applied to each
coefficient individually.

A.3 CKA Security

In this section, we recall CKA security as introduced in [1]. Note that we use separate parameters Agg
and Apcs for FS and PCS, respectively, whereas [1] hardcoded Apcs = 2.

Definition A.2 (Key Indistinguishability). Let Agrs and Apcs be positive integers, dictating how fast
forward secrecy and post-compromise security come into effect. For a CKA protocol Ilcka, the advantage
of an adversary A against key indistinguishability is defined as

1
CKA AN . CKA A
AdV-AaAFS’APCS(l ) = H%gx (Pr[GameAAFs,APcsf*(l ) = 1] - 2) ’

where GameiszFS Apcs {*(1)‘) for any challenge epoch t* € N is described in Fig. 7.

We say Icka is (Ars, Apcs)-key indistinguishable if for any efficient A that respects alternating
communications (cf. Remark 2.1), we have Adv%ﬁFs’APCS(l)‘) = negl(A\). In the context of alternating

communications, it is understood that a call to Chall-P has the same effect as a call to Send-P.

Game N o apee.i (17) Chall-P()

10 < {0,1} 1:tpetp+1

2: leka & CKA-Init-KeyGen(1»)  / Initial key ~ 2: Ted [tp =t*] / Challenge epoch t*

3: for P e {A,B} 3: (K, pi,,stp) & CKA-Send-P(stp)

4:  stp & CKA-Init-P(lcka) 4: if [b = 0] then

5: tp<—0 500 K Kg,

6: b & A@*)Send-P(),Receive-P(),Chau_P(),cO,,_p() 6 : else $

7: return [b = ] K < K/ Replace with random key
8 : return (K, pg,)

Send-P(rleak)
Receive-P()

l:ft\p<—:c\p+1

2: if [[rleak]] // Leak randomness Litp —tp+1

$
// Allow leaking rand. Apcs-epoch before t* 2: (K’ Stp) - CKA'RGC'P(StPa th)
3: req [E/_\,/t\B < t — Apcs]] 3: assert [[K = KQP]] // Correctness
. $
4: rand <R Corr-P()

5:  (Kg, pg,sste) < CKA-Send-P(stp; rand)

. else // Secure randomness // Allow corrupting Apcs-epoch before t*

1: req [[%A,ts < /t\* — APCS]]
// Allow corrupting Apcs-epoch after t*
2: req tp = t* + Ags]

3: return stp

(=2}

7: rand «— L
(K, , ps,» stp) < CKA-Send-P(stp)

: return (K, pz,, rand)

©

Fig. 7: Security game for continuous key agreement (CKA) protocol. With an overload of notation, in the
above P denotes the variable that can be either A or B. For instance, it is understood that A is given
oracle access to both Send-A and Send-B with the shorthand Send-P.

34



Remark A.1 (Bad randomness). We deviate from [1] (and other works on secure messaging) by not
considering adversiarilly chosen randomness. Instead, we consider a slightly weaker model in which
randomness is always honestly sampled but might be leaked to the adversary instead. We discuss
mitigations against adversarially influenced randomness in App. G.

A.4 Chunk Encoding

Definition A.3. An erasure code for a set of symbols X, a block length N, and a message Size Nchunk
consists of PPT algorithms Encode, Decode defined as follows:

Encode(M, i) — ¢ : It takes as input a message M € X"k and an integer i € Zy and outputs symbol
ce .

Decode(L) — M : It takes as input a set L < Zy x X such that |L| = nehunk and outputs a message
M c chhunk.

An erasure code is said to be correct if for all messages M € X"k for all I < Zpy such that
|I| = nchunk, if L = {(¢, Encode(M, i, nchunk) | 7 € )} then Decode(L, nchunk) = M.

A correct erasure code can be instantiated using systematic Reed-Solomon codes, allowing an imple-
mentation to avoid decoding overhead in a typical case when no messages are dropped. Furthermore
we note that using Reed-Solomon erasure codes over a finite field whose size is much larger than nchunk
makes the encoding effectively rateless, similar to a fountain code. Unlike fountain codes, however, we do
not require linear time decoding but do require reconstruction with exactly nchunk symbols.

A.5 Cryptographic Primitives

Definition A.4 (Authenticated Encryption). An authenticated encryption with associated data
(AEAD) scheme is a pair of algorithms AEAD := (Enc, Dec) with the following syntaz:

Enc(K, h,M) — e: It takes a key K, authenticated data h, and a message M, and produces a ciphertext e.
Dec(K, h,c) — M': It takes a key K, authenticated data h, and a ciphertext ¢, and outputs a plaintext M’.

We assume all agorithms to be deterministic, i.e., all randomness to be based off the key.
We say that an AEAD scheme is correct, if for all keys K and all pairs (h,M),

Dec(K, h, Enc(K, h,m)) = m.
We require AEAD to be one-time IND-CCA secure, formalized by the game in Fig. 8, and define the

following advantage

1
AV (1) = |Pr{Gamel (1)) - 5

and say the scheme to be secure iff every PPT A has negligible advantage.

Game’FAP (11 encrypt(h, M) decrypt(h, €)

1:6&{0,1} 1: if [b = 0] then 1: if [e=¢e*] v [b= 1] then
2: K& {0,1}* 2: ¥ « Enc(K,h,M) 2: return L

3. ¥ | 3: else 3: return Dec(K, h,e)

i b E A(lk)encrypt(),decrypt() 4: efdc

5: return [b=1V] 5: return e*

Fig. 8: The one-time IND-CCA game of an AEAD scheme (Enc, Dec) with ciphertext space C, where
encrypt is a one-time oracle.
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Key Derivation Functions (KDF). We use several KDF in our work. Syntax wise, KDF is a determin-
istic algorithm taking one or more inputs and producing one or more (uniform) values. While we fix the
number of inputs for each concrete KDF, in slight abuse of notation we overload the same function to
output a variable number of arguments. In practice, each KDF would be instantiated by a hash-based
construction such as HKDF. In the following we outline the different security assumptions we need.

Definition A.5 (Pseudorandom generator (PRG)). A KDF with one input argument is said to
behave like a PRG, if

AdvERC(1%) 1= [Pr[z < {0,1}*,y < KDF(2),b' < A(y) : V' = 1] — Pr[y < Y, 0 < A(y) : b/ = 1]

is negligible for every PPT A.

Definition A.6 ((dual)-PRF). A KDF with two input arguments is said to behave like a pseudo-random
function (PRF), if

1

AdvERF (1) 1= |Pr[Game"fF (11)] — 3
is negligible for every PPT A, for the game from Fig. 9. Moreover, it is said to be a dual-PRF if the
advantage is also negligible in a variant of the game where the roles of o and I are swapped, i.e., where
initially I is sampled and chall, eval take o as input, and F is indexed by o.

GameF (1%) chall(I) eval(I)

1:b&{0,1} 1: (¢/,R) < KDF(o,I) 1: if [F[I] = 1] then
2: 0 & {0,1} 2: if [b = 1] then 2:  FIIER

3: Fl]«—1 3:  Reeval(l) 3: return F[I]

42 b E A 4: return (¢', R)

5: return [b = V']

Fig. 9: PRF security of a two-input KDF. If KDF expands to more than two return values, then the first
one is 0 and the remaining outputs should be considered as R over an appropriate composite space R.

Definition A.7 (PRF-PRNG). A KDF with two input arguments is said to have PRF-PRNG security,

if
1
AdvPRFPRNG (10) . |pr[GamePRFPRNG (1] — 5

is negligible for every PPT A, for the game from Fig. 10.

B More Details on Hybrid Messaging

In this section, we present the formal security and correctness definition of a (hybrid) secure messaging
scheme. The game is shown in Fig. 11. The game is a generalization of the game from Alwen et al. and
we, therefore, refer to [1] for an indepth discussion thereof.

On a high-level, the security game allows an adversary to control a messaging session, where either
party can send and receive messages. Security is defined using a special challenge oracle that takes two
messages, with the adversary’s goal to guess which one was encrypted. Parties can moreover be corrupted
where to predicate safe-corr and safe-chall rule out trivial attacks by challenging before PCS kicked in
after a corruption, or corrupting before FS kicked in after a challenge, respectively. The game uses
“semi-active” adversaries as in [1], where the adversary has to behave passively after a corruption until
PCS restores security, but can otherwise try to break authenticity by injecting other ciphertexts. We
discuss authenticity more below.

Recall that for a hybrid SM scheme the receive algorithm SM-Rec-P returns the index idx of the
received message, while the sender stores the index of the last sent message as part of their protocol state.
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GameFRF-PRNG (13) process(I) chall-prng(1)

1: 6 & {0,1} 1: I « sample-if-nec(I) 1: I « sample — if — nec(I)
2: 0 & 0,1} 2: (0,R) <« KDF(o,I) 2: req [—corr] A [—prf]

3: corr, prng, prf « false 3: return R 3: prng <« true

40 F[]« L 4: (0,R) < KDF(o,I)

chall-prf(I) 5: if [b = 1] then

1: req [—corr] A [—prng] 6: RER

7: return R

5 b/ iA(1>\)process,chall—prf,chaII»prng,corr

6: return [b =] P
: prf < true
: (¢',R) < KDF(o,1)

2
corr() 3
4: if [b =1] then
5
6

1: req [—prf]

21 corr « true R — eval(I)

!
: return (o', R
3: return o (o, R)

sample-if-nec(I) eval([])

1: if [I = 1] then
1&z1 2:

3: corr « false 3:

1: if [F[I] = 1] then
FIII&ER
return F[I]

4: return |

Fig. 10: PRF-PRNG security of a two-input KDF. If KDF expands to more than two return values, then the
first one is o and the remaining tuple of outputs should be considered R over an appropriate composite
space R.

In the security game, correctness thus enforces that the receipent outputs the correct message index (in
additition to the correct message) as part of the respective oracle. The game moreover uses an epoch
function 7(idx) defined on those message indices to abstract the handling of epochs, which can advance
at different velocities depending on whether we consider classical or post-quantum security. FS and PCS
is then defined in the number of epochs Ars and Apcs, respectively, describing the corruption window.
The game uses uses the helper algorithm epoch-mgmt to ensure consistency of the indices and the epoch
function: For each operation, indices must strictly increase while the associated epoch must be monotonic.
The additional helper algorithm corr-mgmt moreover keeps track of corrupted epochs — updating the
last corrupted epoch t; in case the party does not have access to good randomness — and the last epoch
each party has been challenged.

Finally, the game also uses an period function 1(idx) for bookkeeping. Within each epoch, periods have
to start at 1 and then increment on each send operation. Periods are then used to formalize the precise
authenticity guarantees. Recall that we said that the attacker may try to inject messages as long as neither
party is currently compromised (as formalized by safe-inj.) If all messages have been delivered, then we
expect that no injections can be performed outside such a windows of compromise. This is, however not
necessarily true if delayed messages for which the keys where compromised have not been delivered. The
game keeps track of those messages using Lcomp and then permits injecting the same number of messages
without being counted as a compromise. In other words if Alice sent ten messages not yet delivered while
being compromised, then the attacker may substitute those ten messages but must not be able to inject
an eleventh. This is checked by ensuring that for each message in Lcomp only one injection happens with
the same epoch-period pair. (The overall message index, however, may differ.)

Definition B.1. For a SM protocol Ilsy with message index space Idr, let 7: Idv — N be an epoch
function that dictates how fast forward secrecy and post-compromise security come into effect, measured
as positive integers Ars and Apcs, respectively. The advantage of an adversary A is defined as

- -

SM AN . SM A
AdVA;APCSyAFSﬂ'(l ) = Pr[GameA,APcs,AFs,T(l ) = 2

where the game is described in Fig. 11. We say Ilsy is (Afs, Apcs, T)-secure if for any efficient A we
have Advil\,AApcs,AFs,r(l)\) = negl(\).
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Gamei\MAPcs,ArsJ(l/\)

Send-A(M, rleak)

1: 6&{0,1}

2: Ik & SM-Init-KeyGen(1%)  // Sample initial key
3: for P e {A, B}

4:  stp & SM-Init-P(Ik)

(tchalp, idxp) «— (0, —00)

ot

6: tL «— —00
7 Ltran57 Lchally Lcomp < @
S A(l)\)Send—P(),Receive—P(),ChaII—P(),Corr—P()

9: return [b=1V]

Chall-A(Mg, M1, rleak)

1:rand &R

2: req [[Mo] = [M4[]

(ct,sta) & SM-Send-A(sta, My; rand)
epoch-mgmt(A, chall, rleak)

5 : req [safe-chall(A)]

6 : record := (A, My, idxa, ct)

3
4:

7: Ltran57 Lchall; Lcomp ‘i record
8 : if [—rleak] then rand «— L

9 : return (ct,idxa, rand)
Inject-A(ct)
1: req [(B,_,_,ct) ¢ Luans] A [safe-inj()]

2: (M')idxX, sta) & SM-Rec-A(sta, ct)

3: epoch-mgmt(A, receive, false)

/| Authenticity guarantee
4: if [M" # 1] then
5: assert Jidx” : [equiv(idx’, idx")]
A (B, _,idx", ) € Leomp]
6 : foreach idx” : equiv(idx’, idx")
70 if [(B,_,idx", ) € Lyans] then
8: Litrans, Lehally Leomp < (B, _,idx", )

9: return (M',idx’)

1: rand &R

2: (ct,sta) < SM-Send-A(sta, M; rand)
3: epoch-mgmt(A, send, rleak)

4: record := (A, M, idxa, ct)

5 Ltrans & record

6 : if [—safe-chall(A)] then

7 Leomp & record
8 : if [—rleak] then rand «— L

9 : return (ct,idxa, rand)

Receive-A(ct)

1: req (B, ct) € Lurans]

2: (M)idxX, sta) < SM-Rec-A(sta, ct)
3 : epoch-mgmt(A, receive, false)

4: record := (B, M',idx’, ct)

// Correctness guarantee

ot

: assert [record € Lirans]

6 : if [record € Lehan] then
7: M —1
8: Ltran57 Lchall; Lcomp «— record

9: return (M’,idx)

Corr-A()

1: req [(B,_,_,_) ¢ Lehan] A [safe-corr(A)]
2: foreach (B,M',idx’, ct’) € Lirans

3t Leomp < (B,M',idx', ct’)

4: t. < max(ta,ts)

5: return sta

epoch-mgmt(P, act, rleak)

corr-mgmt (P, act, rleak, t, tp)

sending-ep(P, t)

[

¢ idx < idx(stp)

2 (t,tp) « (7(idx), 7(idxp))

: (i,ip) « (2(idx), 2(idxp))

: if [Jact € {send, chall}] then
assert [idx > idxp]

: else assert [[idx > idxp]

: assert [t > tp]

¢ if [t > tp] then
assert [i = 1]

. elseif [act € {send, chall}] then
assert [[i = ip + 1]

© 0 N O O s W N

[
N o= O

: else assert [i = ip]

—
w

: corr-mgmt(P, act, rleak, t, tp)

:idxp « idx

N
IS

1: if [act = chall] then tchaip <t

2 : if [rleak] then bad-randp « true
3: if [t > tp] A [bad-randp] then
4: while [tp < t]
5: tp +=1
6: if [sending-ep(P,t)]
A [—safe-chall(P)] then
7 tL < max(tL, t)
8: bad-randp « false

equiv(idxy, idxz

)
1: return [7(idx;) = 7(idx2)]
A [iidxq) = i(idx2)]

1: return [P = A and t is odd]
v [P = B and t is even]

safe—chaII(P) // Apcs after last corruption

1: return [tp =t + Apcs]

safe—inj() // Once both parties healed

1: return [min(ta,ts) = tL + Apcs]

safe—corr(P) // Afs epochs after last challenge

1: return [tp > tcharp + Ars]

Fig.11: The SM security game parametrized in the epoch function 7, the number of epochs Apcs for
PCS, and the number of epochs Ags for F'S. The period function ¢ is used for bookkeeping purposes and
not security relevant. The oracles for B are defined analogously.
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C Triple Ratchet: Security Proof

In this section, we prove the SM security of the TR protocol, as stated in the following theorem.

Theorem C.1 (Theorem 4.1 restated). For the TR protocol, let ¢ and 7R denote the epoch functions
as discussed in Remark /.1, and let :¢ := iS¢ and «Q := iSQ denote the period functions. Assume that

CKAS s (AES7ASCS)-secure CKA scheme or CKAQ is (AFS7APCS) secure CKA scheme;

— CKAS and CKAR are both correct;
— KDF; is a secure PRF-PRNG, KDFy is a secure PRG, and KDF3 is a secure dual-PRF;
AEAD 1is a secure authenticated encryption scheme with associated data.

Then, the TR construction above is (ASg, AScs, 7¢)-secure if CKAS is secure, and (ASS,ASCS +1,79)
secure if CKAQ is secure respectively. More concretely, let g be an upper bound on the oracle invocations .
Then we have

~ C _ Q
AdVi‘MAPCSJrLASS’TQ(lA) < AdV_,CL\IjA corr (1/\) +AdV_/C4léA corr (1A)

+ 262 (Adv%KQSCSAQS(lA) +q - AdvERFPRNG (10) |0 AdvPRG (1)

+ AdVEPRF(12) _’_AdVé_EAD(lA))

in case the post quantum sub-protocol CKAQ is secure. Moreover, in case the classical sub-protocol CKAC

18 secure, AdvA AS . AS Tc(l)‘) can be bounded by the same term, except with the CKA advantage replaced

C
by AdvéKﬁ‘c AL respectively.
In the above AdvG A" denotes the advantage of A’ breaking the correctness'” of the CKA and the
remaining advantage terms formalizing the aforementionend security assumptions on the underlying
primatives.

As observed in [1], the SM security game can be split into separate games for correctness, authenticity,
and confidentiality, as stated by the following lemma.

Lemma C.1. In the following, let

— Game"°" be g variant of Game>" whose only winning condition is breaking the correctness
A A, Apcs, Afs, T Y g g
in the Receive-A and Receive-B oracles (whose challenge oracles has been removed and where the
adversary loses upon a successful injection,).
SM-auth oo L . Co . .
— Game Ao Aps,r b€ a game whose only winning condition is breaking authenticity, i.e., triggering
M’ = 1] v [record € Leomp]], with the adversary losing when breaking correctness and the challenge
plls Y g g g
oracle removed.
— Gameeonf be a variant where the adversary loses if they break correctness or cause a non-trivial
A, Apcs, Ars, T Y Y

injection, i.e., trigger [M’ = L] v [record € Leomp]-
It holds that
SM A SM- A SM-auth A SM-conf A
AV Apes, Aps,r (1) < AV (1) 4+ Adv Anes, Ars,r (1) + AU Ape - (17)
Correctness. For correctness of the Triple Ratchet protocol, we require both CKAs to be correct. For
simplicity, we assume the AEAD scheme to decrypt correctly with probability 1.

Lemma C.2. Assuming the AEAD to have perfect correctness, then the Triple Ratchet is correct as long
as both the classical CKA and the post-quantum CKA are correct. More concretely,

Advi\M-corr( ) Ad CKA -corr© ( )+ AdVCKA corr® (1>\)7

where AdvcKA ©M(1M) the notes the advantage of A to just trigger the correctness property in the CKA
game.

17 Technically, of winning an variant of the CKA game where the challenge oracle has been removed such that
breaking correctness is the only winning condition.
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Proof. This follows mostly by inspection. For the classical CKA, observe that it is easy to argue to both
parties A and B absorb the same keys Kcka into their root key Kyoor. Therefore, for the same epoch t and
period iS, they produce the same AEAD key K& ;. Analogously, for the post-quantum protocol, Decode is
guaranteed to produce the correct CKA message p and, therefore, correctness of the CKA scheme implies
they produce the same sending and receiving keys KS and KR as well. As a result, for each message index
idx, both parties produce the same AEAD key Kaead := KDF;;(Kgead7 KSead) and, therefore, by correctness

of the AEAD the recepient outputs the correct message. O

Confidentiality. We now proceed to bound the advantage on the confidentiality game. Privacy holds as
long as either of the CKA protocols is secure — with the speed of FS and PCS depending on whether
the classical or the post-quantum CKA is assumed to be secure. While the proofs of both properties are
essentially analogous, in the following we mainly focus on the post-quantum security. First, we establish
some technical lemmas that allow us to simplify the proof.

Lemma C.3. Let Game®™°"* pe ¢ variant of Game>™ " with the following two modifications:

— The attacker A only gets to make a single challenge.
— The attacker has to selectively input the value ti that the game will have at the time of the challenge
at the beginning of the interaction. We call this input tj".

For any PCS and F'S parameters Apcs and Ags, respectively, and any epoch function T, we then get
SM-conf A 2 SM-conf- A
AdVA,AC:;s,AFsJ(l ) S AdVA'7AC(;257SZFS,T(1 )

Proof. The reduction to a single challenge follows using a standard hybrid argument, losing a factor in the
number of challenge queries, which is at most ¢. Simply put, one can consider hybrids where the first n
challenges encrypt message M; while all challenges thereafter encrypt message Mg; the first hybrid clearly
corresponds to the original game with b = 0 while the last hybrid corresponds to the original game with
b = 1, while distinguishing two subsequent hybrids reduces to the one-challenge game with emulating
the other challenges using the regular sending oracle. Selective security then follows by a reduction that
simply guesses the input, losing another factor q. O

Lemma C.4. Assuming either the classical protocol CKAS or the post-quantum protocol CKAQ to be
secure, then confidentiality holds for TR protocol. More concretely, let g be an upper bound on the oracle
invocations and, for X € {C,Q}, let Afcg and Afs denote the PCS and FS parameters for the classical and
post-quantum CKAs, respectively, and let 7€ and 7R denote the respective epoch functions (as discussed
in Remark 4.1). Then we have

SM-conf - A CKAC A PRF-PRNG /1A
AdvA',z%ZS,SASES,TC(]‘ ) < AdeAc A§s<1 )+q- Adv, (1)

PCS?
+ - AdVRC (1Y) + AdvEPRF (1) + AdvEEAP (171
in case the classical part CKAS s secure, and

AdySM-conf-ss (1>\) < AdVCKAg

A PRF-PRNG /1 )\
A, A% 11,087 B,A8,a8 (17) + ¢ Adve (1)

+ - AdVRC (1Y) + AdvEPRF (1) + AdvEEAP (1)
i case the post-quantum part CKAQ is secure.

Proof. We show this using a sequence of hybrids. The overall approach closely follows the proof in [1].
All of the changes, unless specifically mentioned otherwise, are only performed to the CKA of TR that
is assumed to be secure. The proofs for the two CKAs are mostly analogous, with small deviations
mentioned when they arise.

Hybrid,: In the first hybrid, we modify Gamei“ﬂ}jig'}isﬁ as follows:

— We replace the key Kcka of epoch t]* + Apcs with a fresh independent one. That is, we replace it
in both TR-Send-P, when output by CKA-Send-P, and in TR-Rec-P, when output by CKA-Rec-P,
with the same freshly sampled key.

— If tf = —o0, i.e., if no corruption occurs before the challenge, then Hybrid, behaves as the original
game.
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The latter case is trivially indistinguishable; we focus on the former case (with some corruption) in the
following. Note that the sender of the key of tj* + Apcs, i.e., the party P executing CKA-Send-P, did so
between epoch t* + Apcs — 1 and t]* + Apcs. By definition of t*, we can therefore conclude that this
must have been done with good randomness, as safe-chall(P) at this point was still false and, therefore,
using bad randomness would have updated t, . Using Apcs = Agéé + 1, we can moreover observe
that t* := t 4+ Apcs — 1 is a valid challenge epoch for the CKA game. In other words, safe-corr(P)
and safe-chall(P) ensure that the CKA state can only be leaked for strictly before t* — ASK& and after
t* + Aps. Therefore, there exists a simple reduction to Ga me%v’%* as follows:

— Whenever TR-Send-P invokes CKA-Send-P, the reduction uses the Send-P oracle of the CKA game
instead to obtain p for epoch other than tj. Similarly, the reduction uses the Chall-P oracle to
obtain p for the challenge epoch t*. The reduction then keeps track of the corresponding key
Kcka and uses that one to mix into the root key Koot.

— Whenever TR-Rec-P invokes CKA-Rec-P on a decoded message p that has been sent by the other
party, as chunks, then the reduction invokes the Receive-P oracle of the CKA game to advance
the party’s CKA state. In a bit more detail, once at least nchunk many SM messages have been
honestly delivered (without any non-trivial injection), the reduction invokes the delivery oracle.
Using correctness of the erasure code, we know that the game delivers the same p that Decode
would recover. It then mixes in the key Kcka that was output as part of sending p (which by
correctness is the same key the protocol obtains).

— Whenever the attacker A’ corrupts a party P in the SM game, the reduction corrupts the
corresponding party in the CKA game to obtain their CKA state. As argued above, whenever a
corruption is valid in the SM game, it is also valid in the CKA game.

— For injections, recall that we disallowed so-called non-trivial injections, i.e., only allow injections
for messages sufficiently in the past such that both parties have healed in the meantime. Note,
however, that delivering old out-of-order messages causes the Triple Ratchet protocol to just look
up the skipped key in StoredKeys — not affecting the CKA state. Therefore, the reduction running
these parts internally can properly emulate any effect of such injections.

As a consequence, for the post-quantum CKA we obtain

—conf- . Q
’Pr [Gamej\,"’xcifl’AFs’TQ(1)‘) = 1] — Pr [Hybrid, (1*) = 1]‘ < AdvngApc&AFS(lA),

and the analogous result for the classical CKA with the tighter Apcs bound.
Hybridy: In the second hybrid, we modify Hybrid, as follows:

— For all epochs starting from t;* + Apcs to the challenge epoch, we replace the output of KDFy,
i.e., Kioot, KS and KRy 1, with freshly sampled independent keys. (In the case of the classically
secure CKA, KDF; just outputs two keys, which we replace by fresh ones.)

Observe that the first of those KDF; (Kyoot, Kcka) invocations in Hybrid; uses a fresh and independent
Kcka. Therefore, by PRF-PRNG security of KDFy, the outputs will be indistinguishable from freshly
sampled outputs. Moreover, the game disallows any corruption of the involved keys. Therefore, using
a sequence of hybrids we observe that for all the subsequent epochs, until the challenge epoch, the
Kroot input now is a secure key and, thus, by PRF-PRNG security we can replace the subsequent
outputs. (Note that for confidentiality, we only need the “PRNG” property of PRF-PRNG security.
The “PRF” aspect of it will be vital for authenticity.) As a result, we can deduce

|Pr [Hybridy (1) = 1] — Pr [Hybrid; (1) = 1]| < ¢ - AdvgRT PRNG (1),

Hybrid;: In the third hybrid, we modify Hybrid, as follows:

— For all epochs starting from tj* + Apcs to the challenge epoch, we replace the output of KDFs, i.e.
KS, of the sending party with freshly sampled independent keys. For the receiving party, KR is
replaced with the same key, i.e., the key used by the sender for the same epoch and period.

— In the challenge epoch, only invocations up to the actual challenge are replaced.

Since the initial keys KS (or KR, respectively) have been fresh in Hybrid,, PRG security of KDFs
ensures that those outpts are indistinguishable. In particular, recall that for epochs between t* + Apcs
and (before) the challenge epoch the game does not allow corruptions. While corruptions may be
allowed for the challenge epoch in case of Ags = 0, they are in particular only allowed after the
challenge. However, KS can be safely leaked after the challenge with the challenge K?fead still appearing
independent and uniform at random. Therefore, we obtain

[Pr [Hybrid, (1%) = 1] — Pr [Hybridy (1Y) = 1]] < q- AdvERS(1).
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Hybrid,: Finally, we modify Hybrid; as follows:
— For the challenge, we replace the output of K,eaq := KDFg(Kaead, ngad) with a fresh independent
key.
Note that in Hybrid; either Kaead or Kaead has been substituted with a fresh independent key. Therefore,
dual-PRF security ensures that the output is indistinguishable from a uniform random key in either
case.
|Pr [Hybrid, (1*) = 1] — Pr[Hybrids(1*) = 1]| < Advg" <" (1%).

Finally, we consider the probability of A’ winning Hybrid,, i.e., of correctly guessing which of the messages
was encrypted as part of the challenge. Since Hybrid, uses a fresh uniform random key to encrypt the
challenge using AEAD, this probability trivially reduced to AEAD security:

AdvP9 (1) < AdVAEAP (1),

The overall confidentiality statement then follows directly by adding the respective error terms, for both
the classical and the post-quantum parts. O

Authenticity. Finally, we bound the advantage on the authenticity game. Analogous to confidentiality,
authenticity holds as long as either of the CKA protocols is secure — with the speed of FS and PCS
depending on whether the classical or the post-quantum CKA is assumed to be secure.

SM-auth

Lemma C.5. Let Game®™2"""5 pe g yariant of Game with the following two modifications:

— The attacker has to selectively input the epoch t* they try to attack, as well as t)*, the value of the last
epoch corrupted t| beforehand.

— Any non-trivial injection is forbidden unless in epoch t*.

— Corruptions are disallowed for a parties in epoch t*.

For any PCS and FS parameters Apcs and Ags, respectively, and any epoch function T, we for every
PPT adversary A, there exists a PPT adversary A’ such that

SM-auth A 2 SM-auth-ss A
AdVA,APcs,AFsﬂ'(l ) Sq AdVA’7APcs7AFs,T(1 )

Proof. A’ works by internally running A and simulating the original game based on the restricted one.
To this end, the reduction tries to guess the epoch t* of the first successful (non-trivial) injection and the
last corruption beforehand. (Note that any corruption in t* would need to happen after the successful
injection for the injection to be allowed; therefore, we can simply disregard such ijections.) To this end, it
chooses t* uniformly at random in {1,...,¢} and t* in {0,1,...,¢ — Apcs}. It remains to briefly argue
that if the guesses are correct, then the reduction can successfully simulate the original game until the
successful injection. (Note that the game is considered won the moment a successful injection occurs.
Therefore, the behavior of A’ afterwards is irrelevant.) This can be achieved trivially by simply rejecting
all non-trivial injection attemps before t*, since for TR the state remains unchanged in case an injection
is rejected. O

Lemma C.6. For X e {C,Q}, let Afcs and A¥g denote the PCS and FS parameters for the classical and
post-quantum CKAs, respectively, and let 7€ and 7R denote the respective epoch functions (as discussed
in Remark 4.1). Then we have

AV S (1Y) < AV ae (1) + - AdvE PN

PCS’“FS
+ - AdVERC (1Y) + AdvEPRF (1) + AdvEEAP (1)

in case the classical part CKAS is secure, and

Adv SM -auth-ss ( ) Adv CK

PRF-PRNG (1)
ALAQ 41,4 7 (1) + ¢ - Adv (1Y)

+ - AdVERC (1Y) + AdvEPRF (1) + AdVEEAP (1)

Q Q
APCS A

in case the post-quantum part CKAQ is secure.
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Proof. First, we consider the injections for “old” epochs, i.e., where 7(idx’) < tj, but the party P is in
epoch t* when processing the injection. Note that at this point P already got the (correct) number of
messages sent during 7(idx’) and has stored the individual AEAD keys in StoredKeys. Therefore, P will
not accept an injection for a period counter, according to the period function , for which no message has
been sent. Moreover, the CKA already moved on sufficiently such that those “trivial” injections no longer
affect the protocol state. Therefore, we will ignore them in the following, for simplicity.

In the remainder, we bound the probability of a “non-trivial” attack using a sequence of hybrids. The
sequence closely follows the one of the confidentiality proof — we mainly outline the differences.

Hybrid;: In the first hybrid, we modify Gameil\,/"‘jitcr;jstsyT as follows:

— We replace the key Kcka of epoch tj + Apcs with a fresh independent one. That is, we replace it
in both TR-Send-P, when output by CKA-Send-P, and in TR-Rec-P, when output by CKA-Rec-P,
with the same freshly sampled key.

— If tff = —o0, i.e., if no corruption occurs the injection oracle becomes available during epoch t*,
then Hybrid; behaves as the original game.

Note that while processing the message that delivers this Kcka to the receiver, the receiver is still in
the prior epoch. Therefore, injections are disallowed by safe-inj at this point. As a result, the argument
becomes essentially the same as in the confidentiality case: the respective sender sampled the key
using good randomness and no corruption exposing it is allowed. This yields a simple reduction to
the CKA game in which either the correct key or an independently sampled one is produced. As a
consequence, for the post-quantum CKA we obtain

[Pr [GameS A 4, a(1%) = 1] = Pr[Hybrid, (1%) = 1]| < AdvEAT, 4, (1),

and the analogous result for the classical CKA with the tighter Apcs bound.
Hybridy: In the second hybrid, we modify Hybrid, as follows:

— For all epochs starting from t* + Apcs to t*, we replace the output of KDFy, i.e., Kioot, KS and
KR4 1, with freshly sampled independent keys. (In the case of the classically secure CKA, KDF;
just outputs two keys, which we replace by fresh ones.)

— In epoch t* if the receiver is still in epoch t* — 1 then we replace the keys by independent ones
for any injected ciphertext, using the ones consistent with the sender for the honest delivery.
Again, the argument is fairly similar to the one from confidentiality, as no corruptions are allowed for
that period. Some care, however, has to be taken with respect to (non-trivial) injections. For epochs
tf + Apcs to t* — 1 no injections are allowed by Hybrid;. Thus, we can therefore use a simple sequence

of additional hybrids to replace those keys by fresh ones.

In constrast, injections are allowed for t*. In particular, the receiver of such an injection might be
still at epoch t* — 1 at this stage, processing the injection attempt. We know from the prior argument
that the Koot the receive stores at this point is fresh. Here we crucially rely on the “PRF” property of
PRF-PRNG security of KDF; to argue that we can replace all the resulting keys with independent
and uniformly distributed ones. As a result, we can deduce

|Pr [Hybridy (1) = 1] — Pr [Hybrid, (1) = 1]| < g - AdvgRmPRNG (1),

Hybrid;: In the third hybrid, we modify Hybrid, as follows:

— In epoch t*, we replace the output of KDFs, i.e. KS, of the sending party with freshly sampled
independent keys. For the receiving party, KR is replaced with the same key, i.e., the key used by
the sender for the same period.

Due to the absence of corruptions, this simply follows by PRG-security of KDF5. Therefore, we obtain

|Pr [Hybrid, (1%) = 1] — Pr [Hybridy (1)) = 1]] < q- AdvERS(1).

Hybrid,: Finally, we modify Hybrid; as follows:
— For all injection attemps in epoch t*, we replace the output of Kaeaq := KDF3(KS.,,, KSead) with
a fresh independent key, subject to consistency. For example, assume we consider CKAQ to be
secure, then for each unique value of ngad, we replace the output with a fresh uniform key.
Assume CKAQ is assumed to be secure. Then, in Hybrid; we replaced KSead for each injection attempt
with independent and fresh values. Even if the attacker can cause the receiving party to reuse Kacead
accross injections, dual-PRF security of KDF3 ensures the outputs to be independent and freshly
sampled. The analogous argument holds if we assume CKAS to be secure. Therefore, dual-PRF security

ensures that the output is indistinguishable from a uniform random key in either case.

|Pr [Hybrid, (1) = 1] — Pr[Hybrids(1*) = 1]| < Advg" " (1%).
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gl KeyBaseSi . P
Distribution D, G =" Distribution DY&/BSm

1: (eAkA7 aEA) & ﬁRKeyGen—A 1: (eka,dka) < DrieyGen-a

2 : return (eAkA,aRA) 2 (eAkA,al\(A, _) < RSimKey-A, (eka, dka)

3 : return (eAkA,aPA)

Fig. 12: Base Key simulatability.

Distribution D% P*5™ Distribution DXV
1: (eks, dks) € Drkeycen-s{rando} 1: (ekg, dks) € Drkeycen-a{rando}

2 : (eke, dkg, auxo) & RSimKey-B, (eks,dks) 2 : (eke, dks, auxo) <~ RSimKey-B, (eke, dkg)

3 : (eka, dka) <& Dreygen-a{rand;} 3: (eka,dkp) < Drieygen-a{rand;}

4 (cts, K, dka ) & REnc-A( ekg ,dka;rands)  4: (eka,dka,aux1) < RSimKey-A, (eka, dka)

50 (K, eka ) & RDec—B(aEB,ctB,ekA) 5 (cts, K, K', rands) < RSimKey-A, (ekg, dke, aux;)
6 : return ((eAkB,aEB)7 (eAkA,aEA), ctg, K, K, 6 return ((&B,&B), (eAkA, al\m),ctg, KK

auxo, rando, rands, randg) auxo, randg, rands, randg)

Fig. 13: Updated Key simulatability. The text highlighted in blue denotes the main differences between
the two distributions. Recall D{rand} denotes the process of sampling from the distribution D with
randomness rand. Above, we assume rand (except for those output by RSimKey-A,) to be distributed
uniformly over their respective domain.

Finally, we consider the probability of A’ winning Hybrid, by succeeding with one of the injection attempts.
There are three cases to consider:

— The attacker injects in the transition from epoch t* — 1 to t* with a modified CKA message, i.e., such
that the Kcka differs from what the sender uses.

— The attacker injects in the transition from epoch t* — 1 to t* but the receiver obtains the Kcka the
sender used.

— The attacker injects after the receiver already honestly transitioned to t*.

In the first case, the attacker essentially tries to inject to a fresh key K,ead (see Hybrid,) for which they
have no information about (in particular not even seen a ciphertext for). AEAD security rules out such an
injection. In the second and third cases, the attacker has seen a valid ciphertext under that key, from the
sender, but tries to inject a different one. Again, AEAD security prevents such an attack. Overall, this
probability trivially reduced to AEAD security:

AdvP9 (1) < AdVAFAP (1),

The overall confidentiality statement then follows directly by adding the respective error terms, for both
the classical and the post-quantum parts. O

D Details on the CKA from RKEM

D.1 Omitted Definition of RKEM

We formally define ratchet simulatability of RKEM explained in Sec. 5.1. Notice we have one more
additional property named base-key simulatability. This is a minor property required to capture the first
keys that are shared among the users in the CKA protocol.

Definition D.1 (Ratchet Simulatability). For b € {0,1}, let DK?gBaSESim be the distributions as
defined in Fig. 12, DK?’UPdSim be the distributions as defined in Fig. 13, and DgfijtSim be the distributions
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Distribution Dg%>™ Distribution DG%S™

1: (ekA,dkA) <$— DRKEyGen_A{rand} 1: (ekA,dkA) <$; DRKeyGen,A{rand}
2: (eAkA,aPA,aux) & RSimKey-A, (eka,dka)  2: (eAkA,aPA,aux) & RSimKey-A, (eka, dka)
3: (eks,dks) < DRKeyGen-B 3: (eks,dkg) & Dreygens
—~ ~ -
4:(cta ,K,dks) < REnc-B(eka, dke ) 14:(cta ,eks, K, K') & RSimCtxt-B(ekg, eka,dka )

(K eke) & A(dR ~ o~
5: (K, ekg) < RDec-A(dkn, cta, eks) : return (aux7 rand, (eka, dka), cta,

ot

6 : return (aux, rand, (eAkA,dkA), cta,

’ (eks, eke), (K, K/))
(eke, eks), (K, K’))

Fig. 14: Ciphertext simulatability. The text highlighted in blue denotes the main differences between the
two distributions.

as defined in Fig. 1. Moreover, let Dgfgsasesm and Dgfg’UpdSim and Dgffs"" be defined analogously with
the roles of the two parties swapped in the respective experiments. We say a ratcheting KEM Ilrkem is
ratchet simulatable if there exists efficient simulators (RSimKey-P, RSimKey-P,, RSimCtxt-P)pc(a gy such
that the advantage against base-key simulatability

AdvERESIME (12) = 1Pr[b & {0, 1}, & & DEFES" Y & A(z) 1 b = b] — % :
the advantage against updated key simulatability
AdVEYOPEIME (1) = Pr[h & {0, 1}, 2 & DEYIPEI™ Y & A(x) b = b] — %
and the advantage against ciphertext simulatability
AdvTSmP(12) = [Pr[b < {0,1}, 2 < DEES™ b & A(z) : b = b] — ;’
for both P € {A,B} are negligible. We denote Advt<4eyBaseSim = maxXpe(a g} (AdvﬁeyBaseSim'P(lk)),

AdvzeyUpdSim = maxpe(ag) (AdvﬁeyUpdSim-P(l)\)) and AdVJCAtxtSim = maxpeia gy (AdvitxtSim—P(l)\)).

D.2 Protocol Description

A formal description of our generic construction of a CKA protocol based on an RKEM is depicted in
Fig. 15.

D.3 Security

In this section, we provide the security proof for the generic CKA construction based on RKEM.

Theorem D.1 (Theorem 5.1 restated). For any correct and forward-secure RKEM, the protocol from
Fig. 15 is a correct and secure CKA protocol with Ags = 0 and Apcs = 2. Moreover, if the RKEM is
non-forward secure, then the protocol is a secure CKA with Aps = 1 and Apcs = 2.

More specifically, let q denote an upper bound on the number of epochs A creates and let eRKEM denote
the correctness error of the RKEM. Then we have

AV s (1) < - BEVM . AP B(1%) 4 (g — 1) - Advf PO (1)

+ AdV%tXtSim(].A)+AdVgS_IND_CPA(]./\),

with Apcs = 2 and Aps = 0 if the RKEM is forward secure. If the RKEM is non-forward secure, we obtain
the same bound except with AdvlgND’CPA(lA) and for Aps = 1.
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CKA-Init-KeyGen(1?*) CKA-Send-A(sta)

1: par & RSetup(1™) 1: parse (ta, ,ekg, par) < sta
2: (eAkB,al\(B) & RKeyGen-B(par,updated) 2: req [ta is even]
3: return Ik := (eAkB,dAkB,par) 3:itat=1

4: (eka,dka) < RKeyGen-A(par)
CKA-Init-A(lx) 5: (cts, K, dka) & REnc-A(eke, dka)
1: parse (eAkB,c/il?B7 par) < Ik 6: p:= (ta,eka,ctg) / Send (eka,ctg)
2:ta:=0 7 st i= (tA,aI(A,J_,par)
3: stp = (tA,J_7eAkB, par) 8: return (K, p,sta)

4: return st
A CKA-Rec-B(stg, p)

CKA-Init-B(l) 1: parse (tB,aEB,i, par) < stg

1: parse (eﬁ(B, dks, par) « Ik : req [tg is even]

: parse (ta,eka,ctg) < p
: req [ta =t + 1]

ctg +=1

6: (K, ekn) & RDec—B(aT(B,ctB,ekA)

2:tg:=0

3: stg:= (tB,al\qa,J_, par)

(SN YV A V)

4 : return stg

7: stg = (tBa J~7e/I\(A7 par)
8 : return (K, stg)

Fig. 15: A generic construction of a CKA from ratcheting KEM. Algorithms CKA-Send-B and CKA-Rec-A
are defined analogously with the roles of parties A and B swapped, and the algorithms checking for the
epoch number to be odd instead of even.

Proof. Consider the CKA game Game%ﬁk as depicted in Fig. 16 with the protocol from Fig. 15 inlined
and some minor syntactic changes. In particular, we keep the protocol state expanded as part of the
game’s state rather than parsing and reasembling stp for each operation. Analogously, we keep lx and
CKA messages p; in their expanded form, which especially implies that CKA-Init-P which just parses Ig
becomes vacuous. Furthermore, we observe that the epoch counters maintained by the game and the ones
maintained by the protocol match, and therefore unify them into a single counter tp per party. Finally,
we remove some redundant checks on the epoch counters in CKA-Rec-P that always hold when messages
are honstly delivered by an adversary that respects alternating communication.

Correctness: We first argue correctness of the scheme; namely that line 3 of Receive-P never applies. To
this end, observe that by correctness of RKEM, K| = K; and the keypair (eﬁ(l, @1) is indistinduishable
from a fresh one, when only considering the keys themselves. Since the protocol for epoch t only uses
the keys (eAkt_l, akt_l) (and no side information thereof) we can therefore inductively invoke correctness
and argue that by correctness K| = K; and that the key pair (eAkt, akt) is indistinguishable from a fresh
keypair (when ignoring side information).

In the following, we therefore consider a modification of Game%ﬁh where the correctness condition
has been removed and bound the respective advantage of A.

HybrldA vk b0 1O HybndAH< pex_o: We define a sequence of hybrids HybrldA vk pg for 0 < i <t* —2 and
b e {0, 1} The hybrids are based on Fig. 16 with modifications described below — they are depicted in
Fig. 17.

Initial setup: Instead of directly sampling (ek07dk0) using the RKeyGen B algorithm, all hybrids

first sample (ekg, dkp) instead, and then use RSimKey-B; to derive (eko, dko) It is easy to see that this
is indistinduishable by base-key simulatability, and more concretely there exists a simple reduction By
such that

’Pr[Game%tA*’b(l’\) — 1] = Pr[Hybrid§4 , o(1*) = 1]‘ AdyKeyBasesimB (11
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Game§ i (1Y) Chall-P()

1:b&{0,1} 1:tpe—tp+1
2 Ticilg,&_[n}tj};eiyé;,; 777777777777777 1\ 2: req [tp = /t\*]] /| Challenge epoch t*
| | F—m ——— — mmmm e mm ————m————— - - - B
i par < RSetup(1%) i 3: | CKA-Send-P
| |
| |

(ekep, dkp ) < RKeyGen-P(par)
(ctey_1, K, dkep) < REnc-P(eke, 1, dkep )
p = (tP,ektP,CttP_l)

3: for P € {A, B}

I

I

I

I

I

- I

I

I

I

4 tp:=0 // CKA-Init-P does nothing I

L e e e e e e e e e e e e = |
5 b/ ($_ A(t\*)Send—P(),Receive—P(),ChaII—P(),Corr—P() 4 Ktp < K
6: return [b =1V] 5: if [b = 1] then
Send-P(rIeak) 6 : K & K // Replace with random key
7: return (K, p)
1:tpe—tp+1
2: rand := (randi,randz) < R Receive-P()
r-——>"""~>">"~"~>"~>"~"~"~"~"~"=-"~-"~"=-"-" =~ - °-T°-" - °-°=-°-°=-°=°7-7 A
3:, CKA-Send-P 1:tp<—tp+1

r-—-—~="~>">"~>"~"=>"~"~" -~ ~"~-" - - - - =-=-°-°=-=7=°77 ml

(eksp, dkep ) < RKeyGen-P(par; rand;) 2: ! CKA-Rec-P

(ctip_1, K, dke) < REnc-P(eke, 1, dke, ; rands)

p = (tp, ekip, Ctip—1
[ ——(————tp———tp——z ————————————————— - 3 : assert [[K = Ktp]] // Correctness

4: if [rleak] then / Leak randomness

| (K, eky,) & RDec-P(dke 1, Ctey 1, ekep)

|

I

|

! I
| |
! I I
! I
! I
| L o o e e e el = 4
I

// Allow leaking randomness Apcs-epoch before t* COI’I’—P()

. * ~
5 req [[tA7 tg <th — APCSH 1: // Allow corrupting Apcs-epoch before t*
6: else // Secure randomness (for challenge epoch) 2: req [[%\A,:C\B < T — APCS]]

7 rand < L // Allow corrupting Apcs-epoch after t*
8: Ky <« K 3:req[[€p>:c\*+AF5]]
9 : return (K, p,rand) FTTT TSI TS TTT T T 7

4: ' Protocol state

if P is sender in tp then

| |
| |
| |
| |
: stp == (tp, dkep, L, par) :
| |
; else ;
| |
| |

stp = (tPa J—a e’I\(tP’ par)

5: return stp

Fig. 16: The CKA security game with our specific RKEM based protocol inlined for clarity. Some trivial
simplifications have been applied, such as unifying the epoch counters shared between the game and the
protocol, and storing the individual components of CKA messages and states to avoid repeated parsing.
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Hybrid {3 , ;(1%) Chall-P()
[ Bl
111 CKA-Init-KeyGen ! 1:tpe—tp+1
| | . s . N *
1+ par & Rsetup(1”) ; 2ireale ZUL Jcmonseevot .
| | 31! CKA-Send-P ‘
I 2: (eko,dko) & Drieygen-a(par) | : :
| P . | ' 1 (ekyp,dke) & RKeyGen-P(par) !
'3 eko dko, - ) <~ RSim-KeyB; (eko, dko : ! —~ ~ !
L,,,,(,,,’,,,,,) ,,,,,,,, il,,(,,l,,z,J : 2: (CttP—I’szktp)(iREnC'P(ektP—lvdktP) :
2: for P e {A, B} 31 pi= (tp, ekep, Ctip—1) |
L e o e e e e e e e e e e e e e = -
3 tp:=0 // CKA-Init-P does nothing 4: Ky « K
. P
4 b/ ‘$_ A(t\*)Send—P(),Receive-P(),ChaII—P(),Corr—P() 5. if Hb _ 1H then
5: return b’ 6 : K & K // Replace with random key
Send-P(rleak) 7: return (K, p)
1:tpe—tp+1 Receive-P()
2: rand := (randy,randz) < R Litpe—tp+1
ittt bl
3:! CKA-Send-P LTI T
| i 2%, CKA-Rec-P |
I $ I I I
1: (ekyp,dk D n- ;rand . n
: (e tp s tp) < L/RKeyGe P(P3r7 ran 1) : : 1: if IItp > ’L]] then :
| 2: if [tp <] then | | ~ g — |
| | 2 (K,ektp) «— RDeC—P(dktpfl,CttP717ektP) |
I NS I Lo Ll
L3 (ekep, dkep, aux) < RSim-KeyP1 (eksp, dksp ) !
| | Corr-P()
4: ct; 71,K,Kl ,rands
: ( k5 & ) i 1: // Allow corrupting Apcs-epoch before ¥
I
| & RSim-KeyP>(ekip—1,dkep—1,aux) | 2: req [ta,ts < T¥ — Apcs]
i 5: else i // AlllIc/)\w cor/::ptirj Apcs-epoch after T*
I —~ ~ ! 3: tp = t7 +
61 (ctip—1,K, dkip) < REnc-P(ekip—1, dkep; rands) ! reatr =t T4 sl .
|7 pi= (tp,ekep, Ctep—1) i 41 Protocol state !
Lo o o o a | |
4: if [[rleak]] then // Leak randomness : 1: if P is sender in tp then :
// Allow leaking randomness Apcs-epoch before t* : 2 stp = (tp, C“(tp7 J_, par) :
| |
5 req [ta,ts < t* — Apcs] o3 else |
6: else // Secure randomness (for challenge epoch) : 4 stp == (tP7 1, e/I(tF” par) :
7 rand <« L BT B
5: return stp
8: Ktp <« K
9 : return (K, p, rand)

Fig.17: A sequence of hybrid games for 0 < ¢ < t* — 2. Changes with respect to Fig. 16 are highlighted.
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Hybrid 30 o 1 (17) Chall-P()

F-—~- -~~~ """ ----------------- Bl
11! CKA-Init-KeyGen | litp—tptl
| [ . _ T* *
| par & Retup(1") ; 2ireafte =t / Chollenge epoche”
i (eko, dko) < DrkeyGen-8(par) i 3: | CKA-Send-P !
I I
| (eko, dko, - ) < RSim-KeyB; (eko, dko) ! (ekep, dkep ) < RKeyGen-P(par) !
Lo ol ____ a I Py . I
2: for Pe {A7 B} : (CttPflv dektP) & REnC'P(ektPflydktP) :
~ | . |
3: tp:=0 // CKA-Init-P does nothing L f),j,(tp,’ (Ek,tp,’,ditp,_,lz 7777777777777 J
4 b/ S A({*)SendfP(),ReceivefP(),ChaII—P(),Corr—P() 4 Ktp — K
5: return [b = b'] 5: if [b = 1] then
Send—P(rleak) 6 : K & K // Replace with random key
7: return (K, p)
1:tpe—tp+1
2: rand := (randi,randz) <« R Receive-P()
5:1 CKASendP Toliteetptl
| |
r---—-—-—-—=>"~>"">">""T"~"~"~"~" =" ~-" - - ~-"—-"°—-=°=-°=—77 ‘1
| if [t < t* — 2] then | 2:! CKA-Rec-P !
I I ‘ ‘
- (ekip, dkiy) < Dikeyen-p (par;randy) | |if [t > t* —1] then |
| 0 T $ . | ! ~ - !
| (ekep, dkep, aux) < RSimKey-P, (eke,, dkep ) ! | (K, ekep) & RDec-P(dkep—1, Ctip—1, eksp ) :
I (CttP71,K,K;P,I’and2) ettt
I I
} & RSimKey-P, (ekip—1, dkep—1, aux) i Corr-P()
I I
: elseif [[tp —t* — 1] then : 1: // Allow corrupting Apcs-epoch before t¥
| | ~ A,
| A = ~ | 2: req [ta, ts <t — Apcs]
I & I
: (ektm dktp) DRKeyGen-P(par) : // Allow corrupting Apcs-epoch after t*
(ot ek, K KY,) & RSImCixt-P(ekey, ekep 1, dkip 1) 1 3 red [t >+ Aes] )
i else i 4: i Protocol state i
3 (ekep, dkep) < Drkeycen-p( ;rands) : i if Pis senderAin tp then i
| (ctip—1, K, dkep) <& REnc-P(ekep—1, dkip; rands) | ; stp := (tp, dkip, L, par) :
I I
Lpi= (tp, ektP, Cttp_l) | : else :
L L _________ a | ._ ~ |
if [[rleak]] then // Leak randomness L B 757ti 7_7 Etf’i%’ielftf :Fia[)7 B J‘
// Allow leaking randomness Apcs-epoch before t¥* 5: return stp
4 : req [[tA,tB < t* — Apcs]]
5: else // Secure randomness (for challenge epoch)
6: rand <« L
7: Ky < K
8 : return (K, p, rand)

Fig. 18: An additional hybrid game. Changes with respect to Hybrid%ﬁab,t*fz are highlighted.

Sending and receiving: For epochs 1 < tp < ¢, we moreover change CKA-Send-P to use RSimKey-P,
and RSimKey-P, to generate the key pair (eks,,dks,) as well as the ciphertext cty,—; and key Ky,

I~

for epoch tp. Note that the updated decyrption key dk, is already generated by the simulator and,
thus, we skip RDec-P in CKA-Rec-P for those epoch. (Observe that defining the key earlier does not
otherwise change the game’s behavior, as it is only leaked as part of a corruption once the respective
message has been leaked.)

Note that this behavior exactly corresponds to
corresponds to DIF(,%' UpdSim " Therefore, there exists a simple reduction to updated-key simulatability,
ie.,

’Dgely UpdSim while the regular protocol behavior exactly

’Pr[Game%ﬁ)b(lA) =1]— Pr[Hybrid%é’b,o(l)‘) = 1]‘ < AdvgeyUpdSEm'P(l)‘),

where P = A for odd tp and P = B for even tp.
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Hybrid%ﬁk,b’t*fl: Next, consider a hybrid depicted in Fig. 18 that changes how the keys for epoch t* — 1

are sampled. More concretely, it samples the key pair (eAktP, @tp) freshly and then uses the simulator
RSimCtxt-P to simulate eky,, the key Ky, and the ciphertext cty, 1. (The private key dky, is not needed by

the hybrid.) In addition, we also emit the decryption for epoch t* — 1 as ek, has already been produced.
Observe that this matches the sampling strategy of Dgffts'm, while the old strategy of Hybrid%ﬁ,‘7,)7t>,<_2

matches DgfgtSim. Therefore, we obtain
‘Pr[Hybridj’fﬁw*_z(ﬂ) — 1] = Pr[HybridSA ey (1Y) = 1]’ < AdvEIS™P (13),
for an appropriate reduction D.

Embedding the challenge: In Hybrid%ﬁ_’b’t*fl, we now switch from b = 0 to b = 1 based on FS-IND-CPA
security of the RKEM. Observe the following:

- (eAkt* 1 @t* 1) is a fresh key pair drawn from the same distribution the key generation algorithm
produces. Moreover with Apcs = 2, the adversary is not allowed to leak the key pair’s randomness.

— The only place dkt* 1 is used in the game is in CKA-Rec-P to update ek to ekt*

— The only place ekt* 1 is used is in Chall-P where the challenge is encrypted under this key, and a
real-or-random key is returned based on the bit b.

This directly corresponds to FS-IND-CPA security of the RKEM. Thus, we obtain
‘Pr[Hybridj’be:O,t*,l(1A) — 1] = Pr[HybridSA o1 (1Y) = 1]‘ < AdVESIND-CPA (10

Note that if the RKEM is non-forward secure, then &t* = dk+ cannot be leaked as Aps = 1. Moreover,
the reduction does not need to consider the use @t* to update the next public key. Therefore, there is
no need for the reduction to know dk.+ to simulate the further protocol execution, and the reduction to
AdvNP-CPA works analogously.

Putting it all together: By fixing the bit b in the CKA game and taking b’ as its output — technically the
version without the correctness condition — we can rewrite the advantage as

AdvGA (1Y) = ‘Pr[Game%ﬁk&:O(lk) =1] - Pr[Game%é,bzl(l)‘) = 1]‘

Using the sequence of hybrids

CKA . [CKA . [CKA
Game ;s oo — Hybrid;{s g0 — ... — Hybrid 3y p_o 1
. [CKA . [CKA CKA
— HybrldA,t*7b:17t*_1 - ... —> HybrldA7t*,b:17O - GameA7t*7b:1
then yields the desired bound. O

E More Details on Our Lattice-based RKEM Katana

In this section, we provide the correctness and security proofs omitted in Sec. 6. We further provide
omitted details on the optimized RKEM using bit-dropping.
E.1 Correctness

Correctness can be shown through a standard check on the size of the decapsulation noise. While it is
easy to show that the assumption required for the correctness holds for specific distributions of y, X, and
X (e.g., discrete Gaussian distributions), we leave it general to allow any distribution. See Sections 6.1
and 6.4 for more detail.

Lemma E.1 (Correctness). Our RKEM Katana is correct assuming
Prs" -e—@' s+ éllo < g/4] =1 —negl()),

where the probability is taken over the randomness to sample (s,e) < x x x,(8,8) <& ¥ x ¥, and é < ¥.
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Proof. Recalling that ¥ is defined as [2] - x (i.e., convolution of two independent copies of x), correctness
of update key distribution is immediate. Let us show correctness with updated keys. Due to symmetry,
we only focus on the case where user A runs RDec-A. Namely, we have the following

T ol < T
ctp — ekg - dka = ekp - sg + € + m — ekg - dka

T T

:(D§A+6A)T-SB+éB+m—(D SB+eB) -8

=m+6X~sB—eg-§A+éB,

=z

where (Sa,€a) < X x X and (sg, ep, ég) < X x x x X. If each coefficient of z € R, is smaller than g/4 (i.e.,
||z]lec < g/4), Decode will correctly decode to m as desired. O

E.2 FS-IND-CPA Security
We recall the theorem statement establishing the FS-IND-CPA security of our RKEM Katana.

Theorem E.1 (FS-IND-CPA security). Our RKEM Katana is FS-IND-CPA secure assuming the hard-
ness of the MLWE and the hint-MLWE assumptions.

Formally, for any adversary A against the FS-IND-CPA security making at most Q) queries to the
random oracle H, there exists adversary Buiwe against the MLWE, i, problem and adversaries Bhint-MLWE,1
and Bhint-muwe,2 against the hint-MLWE, x ok v, 7., PTOblem with Fepa := U({Togxok}) such that

AdV;S-IND-CPA-A(lk) < AdVI\B/I’\IA_\LC/vE(1>\> +Advg;:;l\,\j|lLLv\é\éEl(1)\)

Q

+ 2 . Advhint—MLWE (1)\) + Ecorr 4 2)\717

Bhint-MLWE, 2

where €corr s the probability that correctness with updated keys fails (cf. Def. 5.2).

Proof. Due to the symmetry of users A and B, we only focus on bounding the advantage Advf"'ND'CPA'A(lA)

(cf. Def. 5.3). The theorem is proven in a sequence of hybrid games given in Figs. 19 and 20. The first
Gamey is the real FS-IND-CPA security game, where Gameg is a game in which even an unbounded
adversary has negligible advantage. Our proof consists of bounding the advantage of an adversary A of
the adjacent games. Below, ¢; denotes the advantage of A in Game; and @ denotes the number of random
oracle queries performed by A.

Gamey: This is the real FS-IND-CPA security game. For reference, in Fig. 19, we provide the full details
of the game.

Game;: In this game, the challenger reuses K, s, e from algorithm REnc-A as opposed to generating them
through executing RDec-B. This follows from the same argument made to prove correctness: m used
during REnc-A and m' generated during RDec-B are the same with all but a negligible probability.
Hence, we have

|€O - 61| < €corrs

where €qorr is the probability that correctness with updated keys fails (cf. Def. 5.2).

Gamey: In this game, the challenger samples a random g from R’; as opposed to generating them
as an MLWE instance. It is straight forward to see that the Gamey is indistinguishable from Game;
under the MLWE assumption. Formally, we can construct an adversary Bmuwe against the MLWE, j;
problem such that

MLWE(l)\)

‘61 — €2| < AdeMLWE

Games: In this game, the challenger first samples (Ko, s, e) <~ {0,1}* x x x x and later programs the
random oracle H on input (eka, seed). In case the input is already queried (i.e., Qu[eka,seed] # 1),
then the challenger declares the adversary A wins and outputs 1 as the output of the game. This
game is identical to Games as long as Qu[eka,seed] # L. Since seed is sampled uniformly random
over {0, 1}, the probability of this occurring is Q/2*.

Hence, we have

|€2 — 63| < 27)\
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Gameg // Original FS-IND-CPA security game Games

1: QH [] =1 // Prepare empty RO 1: QH[] =1
2: b&{0,1} 2: b {0,1}
3: Ky & {01} 3: Ky & {0,110

// Sample from ﬁRKeyGen_B 4- ﬁB & Rk
° q

4: (S8,88) & X x X

5:ﬁB::DT~§B+éBeR’; 5: ekg := g /| Remove dkg
6 : (eAkB, aRB) := (Ug, Sg) // Sample from DgkeyGen-a
/| Sample from DrkeyGen-a /| Same from Gamey, line 7
7: (sa,ea) & x x x Games
3:uai=Dosy+ene Ry 1 Qul]:=1
9: (eka,dka) := (ua, (ua,sa)) <
2: b<{0,1}

// Run REnc-A(ekg, dka)
10: seed < {0,1}*

11: m < Encode(seed) / me R, 4: Ky & {0, 1}A

(Ko, s, e) L {0, l}A X X XX / Sample w/o RO

w

12: (Ko, s, e) := H(ua, seed) 5 ek & R
: q
Q. o $ v

13 ea <X GZ(SA7eA)<iXXX

14:v3::§<;sA+éA+meRq 7:uA:=D~sA+eAeR§
15 : ctg := uB 8: (eka,dka) := (ua, (ua,sa))
16: dka := sa +s€ R¥ // Update and erase dka 9: seed & {0,1}*
// Run RDec-B(dkg, ctg, eka) 10 : m < Encode(seed)
17: m' = ctg — eka - dks 11: if [Qu[ua,seed] # L] then

18 : seed’ := Decode(m)
19: (K',s’,€’) := H(ekj, seed’)
20: ekp :=eka + D -8’ + ¢’

12: return 1  // Declare A wins

13: Qn [uA, seed] = (Ko, S, e) // Program RO

// Run adversary A 14 : ea & X
s ~ A —~ AT
21: b’ & A(eka, eka, ekg, ctg, dka, Kp) 15: vg :=ekg -San +éa +me R,
22: return [b =] 16 : ctg := vB

T k
Game, 17 : dka :=8sa +s€ Ry

18 : eAkA =ekn+D-s+e
19 : b/ & A(ekA,eT(A,Fj(B,CtB,aT(A, Kb)
20 : return [b=b']

// Same up till Gameg, line 16
16: eka :=eka +D-s+e // Reuse K, s, e from REnc-A

17: 0 & A(ekA, eAkA, eAkB,ctB, al\(A, Kb)

H(ua, seed Used by G to Games:
18 : return [b = 0] (ua )/ Used by Gameo to Games

1: if [Qu[u,seed] = L] then

2. (Ko,s,e) < {0,117 x x x x
3:  Qu[u,seed] — (Ko,s,e)

4: return Qu[u,seed]

Fig. 19: Hybrid games Gamey to Games used for the proof of FS-IND-CPA. The text highlighted in blue
denotes the main difference between the previous hybrid.

Gamey: In this game, the challenger no longer programs the random oracle. Instead, it aborts the game
and declares the adversary wins when the random oracle is queried on (u},seed™). We denote this
event by E4. Clearly, as long as event E4 does not occur, Games and Gamey proceed identically. Hence,
we have

|€3 — €4| < PI‘[E4]
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Gamey Games

1: Qn [] =1 // Same up till Gamey, line 17
2: (uf,seed™) := (UL, 1) 201 dkp i= sn+seRk
3: <& {0,1} 21: 8x:=ep+ec Ry

4: (K(),S,e) & {O, 1})\ X X X X // Sample w/o RO
5: Ky & {0,131

6 : ekB<$—R§

22 : eAkA:=D-al\<A+6A

23: b & .A(ekA,eAkA, eAkB,ctB,aT(m Kb)
24 : return [b = V']
7: (sa,ea) < X X X

8: up:=D-sp+exc R Gameg

9: (eka,dka) := (ua, (ua,sa)) 1: Qu[]:=1

10 : seed & {0,1}* 2: (up,seed®) := (L, 1)

11 : m < Encode(seed) 3: b {0,1}

12 : if [Qu[ua,seed] # 1] then 4: (Ko,s,e) & {0,1) x x x x / Sample w/o RO
13: returnl |/ Declare A wins 5 Ky & (0,1}

14: (uf,seed®) < (ua,seed) 6: ekg & RE

15:éA<$—)~< 7:(sA,eA)<$—x><X
1GI’UBZ=eA;'SA+éA+m€Rq S - uAFLR’;

17 : ctg := vB

— & 9: eka:=ua // Remove dkp
18 : dka :=sa +s€ R, . N
10 : seed < {0,1}

11 : m < Encode(seed)
12 : if [Qu[ua,seed] # 1] then

19 : eAkA ‘=eka +D-s+e
20: b & A(ekA,eAkA,eAkB,ctB,c/iI?A, Kb)
21: return [b = b']

13: return 1l |/ Declare A wins
H(u,seed) / Used by Games to Gameg 14 : else
15:  (u},seed™) « (ua,seed)

1: if [(uf,seed®) # (L, 1)] then

16: v < R
2 if [(u,seed) = (uj,seed™)] then ¢ .

/
17: wvg:i=vg +m
3: abort

18 : ctg := vB
4: if [Qu[u,seed] = 1] then

\ 19:al\(A::sA+sER’;
5:  (Ko,s,e) & {0,1}" x x x x

6: Qulu,seed] — (Ko,s,e)

7: return Qu[u, seed]

20 : 6A:=eA—i—eequC

21 : eT<A ::D-&T«A—i-éA

221 b & A(eka, eka, ek, cte, dka, Kp)
23 : return [b = V']

Fig. 20: Hybrid games Games to Gameg used for the proof of FS-IND-CPA. The text highlighted in blue
denotes the main difference between the previous hybrid. abort indicates the game terminates and
returns 1.

As we cannot bound Pr[E4] yet, we postpone bounding it to later.
Games: In this game, the challenger computes user A’s updated key ekp directly without using eka. Since
this is only a conceptual change, we have
€4 = €5.
Moreover, denoting E5 the event that the adversary triggers the abort condition in Games, we also
have
PI‘[E4] = PI‘[E5]
Gameg: In the final game, the challenger samples a random ua from ’R’; and sets user A’s key as ekp 1= ua.
Moreover, it samples random vg from R, and sets the ciphertext as ctg := vy + m. Recall in the
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previous game, up and vg were set as MLWE instances. Since sp and ea are partially leaked to the
adversary A via dkA =sa +s and ekA, we cannot rely on the standard MLWE assumption to argue
indistinguishability of the two games. However, noticing that s, e < y are information theoretically
hidden to A conditioning on the game not aborting, we can rely instead on the hint MLWE assumption.
Let Eg denote the event that A triggers an abort in Gameg and let Win; denote the event that A
wins in Game;. Then, we can construct an adversary Bhint-mLwe,1 against the hint-M LWE(I7k72k'7X7X7]:cpa
problem with F := U ({Ioxx2r}) such that

[Pr[Wins A —Es] — Pr[Wing A —Eg]| < Advin-MWE (14,

V Bhint-MWE, 1

Indeed, the reduction is straightforward as Bhint-Mmuwe,1 Teceives as hints @A and €a and can efficiently
simulate Games or Gameg to A depending on whether it receives a random or valid MLWE instance.
Here, recall F outputs Iogyor (i-e., the identity matrix in Rg’”zk) with probability 1. Moreover,
observe we have

€5 — €6l

|(Pr[Es] - Pr[Wins|E5] + Pr[Wins A —Es]) — (Pr[Ee] - Pr[Wing|Eg] + Pr[Wing A —Eq])|
I'[E5] + PI‘[EG] + |Pr[Win5 A "E5] - Pr[Win6 AN "E6]|

r[Es] + Pr[Es] + Adyhint-MLWE (1Y),

Bhint-MLWE, 1

<P
<P

where we use the fact that Pr[Win;|E;] = 1 for i € {5,6}. In addition, it can be checked that the
differences between Pr[E5] and Pr[Eg] are negligible assuming the hardness of the hint-MLWE problem.
Formally, we can construct an adversary Bhint-miwe,2 against the hint-MLWE, 1 2k y v, F.a Problem
such that

|Pr[Es] — Pr[Eg]| < AdvhintMIWE (42

Bhint-MLWE, 2

Lastly, observe that in the final game, m is information theoretically hidden from A as vg is sampled
uniformly at random. Put differently, seed is hidden from A, and thus, we have Pr[Es] < Q/2*.
Combining everything together, we have

‘65 _ €6| Adv hint-MLWE (1)\) + Advhint—MLWE (1)\) + %

Bhint-MLWE,l Bhint-MLWE, 2

The bound in the theorem statement follows by collecting all the bounds. This completes the proof. [

E.3 Ratchet Simulatability

We recall the theorem statement establishing the ratchet simulatability of our RKEM. Below, we rely on
the hint-MLWEg i 1,y 5,7 Problem, where Fypm is a distribution over R}*2* that outputs [-ST[eT] with

AA S A~
S,e < X.
Theorem E.2 (Ratchet simulatability). Our RKEM Katana is ratchet simulatable assuming the
hardness of the MLWE and hint-MLWE assumptions.
Formally, for any adversary A against ratchet simulatability making at most QQ queries to the random

oracle H, there exists adversary Bmwwe against the MLWE, i o problem and adversary Bhint-muwe against
the hint-MLWEy 1. 1 v, 5, 7. Problem such that

AdvieyBaseSim—P(l)\) _ O7 AdvﬁeyUpdSim—P(lx) < €con

and
AdVJC“txtSim-P(lA) <AdVMLWE(]_/\) +Athint_MLWE(1)\)+€con+

Buiwe Bhint-MLWE

277
where €corr 1S the probability that correctness with updated keys fails (cf. Def. 5.2).

Proof. We first provide the simulators (RSimKey-P,, RSimKey-Py, RSimCtxt-P)pea gy used to prove
ratchet simulatability in Fig. 21. As base key simulatability trivially holds from construction, below we
show update key simulatability and ciphertext simulatability.
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RSimKey-P, (ekp, dkp)

RSimKey-P,, (ekp, dks, aux; )

RSimCxt-P(ekp, ekp, dkp)

1: (up,sp) :=dkp

2: seed <& ({0, 1}™){randscea}
3: (K,s,e) := H(up, seed)

4: if [P = A] then

5: eAkA::uA-&-D-s-i-e
JP=8

7 e’I(B::uB+DT-s+e

6: else

8: g|\<p:=sP+seR§

9 : auxy := (randseed, dkp)

1: (randseed, dkp) := aux;
2: (uP,Sp) = dkp

F)

. (K,s,e) := H(up, seed)

(o2

6: ép & x{randz}

~T -
7: vp:=¢€kp -sp+eép+me Ry

8: Ctp 1= vp

9: rands := (randseed, randz)

: seed & 14({0,1}*){randseed}

: m < Encode(seed) /| me R,

1: (K,s,e) & {0, 1} x x x x
2: if [P = A] then

3: ekp :=ekn —D-s—e // ek before update

4 63 = ekB — ]:)T . dkB // MLWE noise in ek

5:else )/P=8B
6: ekB::eAkaDTsfe
7 éA:=eAkA—D~cﬂ<A

8: seed & {0,1}*

9 : H(ekp,seed) := (K,s,e) / Program RO

10 : return (eAkp, dkp, auxi) 10 : return (cts, K, K, rands) 10 : m < Encode(seed) ) me R,

11: (sp,ep,ép) & X X X X X

12: vp =8} -ekp — 82 -ep + &3 -sp+ép +m

13: ctp :=vp // Simulate vs w/o user P secret

14 : return (ctp, ekp, K, K)

Fig. 21: Simulators for base key, updated key, and ciphertext simulatability with (P,P) = (A, B) or (B,A).
Recall U(S){rand} denotes the process of sampling uniformly from the set S using randomness rand.
Moreover, in line 9 of RSimCtxt-P, we assume the simulator outputs L in case the random oracle is already
programed.

Updated key simulatability. Due to the symmet gf of users A and B, we only focus on bounding the
distinguishing advantage of distributions DKeyUpd "™ and DKeyUpds'm (cf Def. D.1). This is proven in a
sequence of hybrid distributions given in Flg 22 Let us assume an adversary A is given a sample from
the distribution Da; for i € {0,1,2} and outputs a bit. Let ¢; denote the probability that A outputs 1
given a sample from Dp ;. The goal is then to bound the difference between ¢y and es.
Distribution Da o: This is the distribution DKeyUpdS'm
of the distribution.

Distribution Da ;: The only difference between the prior distribution is that we reuse K,s, e from
algorithm REnc-A as opposed to generating them through executing RDec-B. This follows from the
same argument made to prove correctness: m used during REnc-A and m’ generated during RDec-B
are the same with all but a negligible probability. Hence, we have

For reference, in Fig. 22, we provide the full details

|60 - 61| €corrs

where ecope is the probability that correctness with updated keys fails (cf. Def. 5.2).
Distribution Da 2: The only difference between the prior distribution is that we push the generation of

eAkA and @A once we sample (K;s,e). This can be done because eAkA no longer depends on user B’s
information due to the modification we made in Dp ;. Since this modification is conceptual, we have

€1 = €.

Lastly, observe that Da 2 implicitly defines the desired RSimKey-A; and RSimKey-A,. Hence, Da 2 has
the same distribution as DKely UpdSim " This completes the proof of updated key simulatability.

Ciphertext simulatability. Similarly to above, we only focus on the distinguishing advantage of the
distributions Dcms'm and Dcms'm This is proven in a sequence of hybrid distributions given in Figs. 23
and 24. Again, let €; denote the probability that A outputs 1 given a sample from Dg ;. The goal is then
to bound the difference between ¢y and eg.

Distribution Dg ¢: This is the distribution Dgf’o(ts"". For reference, in Fig. 23, we provide the full details
of the distribution.

Distribution Dg 1: The only difference between the prior distribution is that we reuse K,s, e from
algorithm REnc-B as opposed to generating them through executing RDec-A. This follows from the
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. KeyUpdSi st ribut KeyUpdSi
Distribution Da o := DRYPem Distribution Da1 := D5 "=

1: (eks,dks) & DrkeyGen-a{rando} /| Same up till DEFPSM line 12

2: (eks, dks, auxo) < RSimKey-B, (eks, dks) 13: eka i=eka + D s+ e / Reuse (K,s,e) from REnc-A

3: (eka,dka) € Drkeycen-a{rand;} PN .
// REnc-A in full detail 14 : return ((ekg,dkg),( eka ,dka),cts, K, K,

4 : (randseed, randzg) := rands auxo, rando, rands, rand2>

5: (ua,sa) := dka

6 : seed (S; u({07 I}A){randseed} Distribution DA72

7: m < Encode(seed) ) me R, // Same up till DEYPS™ ine 3
8: (K,s,e) := H(ua, seed) // Run RSimKey-A, (eka, dka)
9: éa & ¥{rands} 4: (ua,sa) :=dka / eka = ua

5: seed & L{({O, 1}A){randseed} // Sample only randseed
6: (K,s,e) := H(ua, seed)

~T -

10: vg :=¢ekg -sp+éa+me Ry
11: ctg := vB
12 : dka :=sp +s€ R]; 7: eka:=¢eka +D -s+e // Compute at the beginning

// RDec-B in full detail —~ B
—~ 8: dka:=sa+seR,
’ T
13: m = ctp — ekg, - dkp

14 : seed’ := Decode(m') 9: auxy := (randseed, dka)
15 : (K/, S/, e/) = H(ek,s7 seed') // Run RSimKey-Az(eAkB, dkg, auxy ), ignoring the initial steps
16: ekp :=eka + D -8 +¢€ 10 : m < Encode(seed) / me R,
~ o~ ~ o~ ~ 0§ ~
17 : return ((ekB,dkB),(ekA,dkA),ctB,K, K, 11: éa< x{rands}

~T -
12: vg :=ekg -sa +€xr+meE Ry
auxo, randp, randy, rands
13: ctg := vB

14 : randg := (randseed, randg) // Set rand2 at the end

15 : return ((eAkB,EI\(B), (eAkA,d/I\(A), ctg, K, K,

auxop, randp, rands, rand2>

Fig. 22: Hybrid distributions used for the proof of updated key simulatability. The text highlighted in
blue denotes the main difference between the previous hybrid.

same argument made to prove correctness: m used during REnc-B and m’ generated during RDec-A
are the same with all but a negligible probability. Hence, we have

|€O - 61| < €corrs

where € is the probability that correctness with updated keys fails (cf. Def. 5.2).

Distribution Dg 2: The main difference between the prior distribution is that we compute the ciphertext
cta = wva in a different way. Below, we show that these two ways of computing va are identical, where
the first equality is how va is computed in the prior distribution:

AT
va —m = ek, -sg + €
:(D-§A+6A)T-SB+éB

=35 (D" -sg+eg) —SA-ep+ea-sg+ép

=’S\—Ar~ekB—§X~EB+é;_\r~SB+éB

The last equation is exactly how va is computed in Dg . Hence, we have
€1 = €9.
Distribution Dg 3: The difference between the prior distribution is that we sample (Ko, s, e) < {0, 1}* x

X x x and later program the random oracle H on input (eka, seed). In case the input is already queried
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Distribution Dgo := ’D(B:tbétSIm

1: QH[] =1 // Prepare empty RO

2 (ekA, dkA) <$— DRKeyGen_A{rand}

12 : cta = va

13 : JEB =S +SE€E RI; // Update and erase dkg
/| RDec-A(dka, cta, ekg) in full detail

14: m = cta —ekg ~ERA

15 : seed’ := Decode(m’)

4: return Qu|u,seed]

Distribution Dg 2

4 §A = dkA
3: (eka,dka,aux) < RSimKey-A, (eka, dka) = ~ = R
5: €ep:=¢ekay — D -sa // MLWE noise in ekp
// Real user B procedure in full detail
~ $ ~
// DRKeyGen»B in full detail 6: (SB7 e, €B ) XXX X X
4: (sg,es) & x x x 7:uB:=DT~sB+eBeR§
. . T k
5: ug:=D 'SB+eB€Rq 8: ekg:=ug // Remove dkg
6 : (ekg,dkg) := (ug, (ug, ss
5/ ) ),\ ( 7( ’ )) 9: seed (i {O7 1})\
REnc-B(eka, dkg) in full detail
) N 10: (K,s,e) := H(ekg, seed)
7: seed < {0,1} =
11: ekg := ekg + DT S+e // Update immediately
8: m « Encode(seed) ) meR, :
9: (K, s, e) - H(ekB,seed) 12: m «— Encode(seed)// Generate cta w/o dkg
~ $  ~ . . AT ~T AT ~
10: ég < X 13: va:=785p-ekg—Sp -eg+€p-sg+ég+m
~T . o
11: va:=¢eky -Sg+ég +mE Ry 141 Cta i=va

Distribution Dg 3

: return (aux,rand, (eAkA,aI\(A),

// Same up till Dg o, line 3

cta , (EkB7 éi(B), (K7 K))

16: (K',s',e’) := H(eks, seed’) 4: (K,s,e) & {0,1}* x x X x / Sample w/o RO
a4 T / / —
17: ekp ;= ekg +D - s +e 5I§A1:dkA
18 : return (aux, rand, (eka, dka), 6: 6p:=oka — D -84
% ’
cta, (eks, eks), (K, K7)) 7: (sp,es, @) & X X x X X
. T k
Distribution Dg ; 8:ug:=D"-sgtes€ly
9: ekg := up
// Same up till Dg g, line 13 ~ T
- 10: ekg:=ekg+D -s+e
13: ekg := ekg + DT -st+e // Reuse (K, s, e) from REnc-B 11 seed & {07 1}>\
14 : return (aux, rand, (eka, dka), 12 if [Quleke, seed] # L] then
Cta, (ekB’ eke )’ (K’ K )) 13 : return T // Output special symbol T
H(u,seed) / Used by all distributions 14: Quleks,seed] := (Ko,s,e) / Program RO
1: if HQH[uv seed] — J—ﬂ then 15: m «— Encode(seed)
. _aT. AT AT -
5 (Ko,s,e)<$—{0,1}>‘><x><x 16: vp:=Sp -ekg —Sp e+ €x -sg+€ég +m
3:  Qu[u,seed] — (Ko,s,e) 175 cta 1= Ua o
18 : return (aux,rand, (eka,dka),

// Same up till Dg g, line 3

CtAv(ekB7 e/I\(B )a( KvK ))

Fig. 23: Hybrid distributions Dg to Dg 3 used for the proof of ciphertext simulatability. The text

highlighted in blue denotes the main difference between the previous hybrid.

(i.e., Quleka,seed] # L), the distribution outputs a special symbol T. This distribution is identical to
the previous one as long as Qn[eka,seed] # L. Since seed is sampled uniformly random over {0, 1}*,
the probability of this occurring is Q/2*.

Hence, we have

|62 — 63| < 27
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Distribution Dg 4 Distribution Dg ¢ := D(B:f’{tSim

// Same up till Dg g, line 3 // Same up till Dg g, line 3
4: (K,s,e) & {0, 1}’\ X X X X // Sample from DrkeyGen-5
5: Sa = dka 4: (Sg,88) € X x%

6 éAZ:ekA—D-gA

ot

s - ﬁB:=DT'§B+éBERZ
7: (sg,es,€) < X X X X X

8: us & Rk 6 : eAkB o= ﬁB // Implicitly d/l\<B := 8
N q
// Run RSimCtxt—B(eAkB7 eAkA7 EEA)
7: (K,s,e) & {0,1}" x x x

9: ekg := up

10 : eAkB :=ekB+DT~s+e

11 : seed & {0,1}* 8:8a1= dAkA
121 if [Qu[eks,seed] # L] then 9: € :=eka —D-5p
13: return T 10: ekg :=ekg — D' -s—e
14 : Qulekg, seed] := (Ko, s, e) 11 : seed & {0,1}
15 : m < Encode(seed) 12 : if [Qu[eks,seed] # L] then
16: vp =384 -ekg —SA eg + 64 -Sg+ég+m 13: return T
17 : Cta = va 14 : Qulekg,seed] := (Ko, s, e)
18 : return (aux,rand, (eAkA7 dAkA), 15 : m < Encode(seed)
cta, (eks , eks), (K, K)) 16: (ss,es,8) <& X X X X X
17: vp:=8A -ekp —SA -€p + €A -Sg + 68 + M

Distribution Dg 5 18 : cta := va

// Same up till Dg g, line 3 19 : return (aux,rand, (eAkA7 @A),
4: (K,s,e) & {0,1}" x x x x cta, (eks, Ao ), (K, K))

5: §A = a|\(A
6 : éA:=eAkA—D~§A
7: U & RI;
8: e:I(B = ﬁB
9: ekg:=ckg—D'-s—e
10 : seed & {0,1}*
11 : if [Qu[eks,seed] # L] then
12: return T
13 : Qu[eks, seed] := (Ko, s, e)
14 : m < Encode(seed)
15: (sg,es,€B) <$—X X X X X
16 : va 1=/S\Z~ek|3—’s\AT~eB+éX~SB+éB+m
17 : cta := va
18 : return (aux,rand, (eAkA,al\(A),

cta, (ekBa e/I(B)7 (K7 K))

Fig. 24: Hybrid distributions Dg 4 to Dg ¢ used for the proof of ciphertext simulatability. The text
highlighted in blue denotes the main difference between the previous hybrid.

Distribution Dg 4: The difference between the prior distribution is that we sample a random ug from
R’; and sets user B’s key as ekg := ug. Recall in the previous game, ug was set as MLWE instances.

Since sg and eg are partially leaked via cta = va and @A = Sa, we cannot rely on the standard
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l Notations ‘ Explanation ‘

d Amount of bit dropping performed on ciphertext such that d < [log,(q)]
qd Rounded modulus satisfying qq := 27
C . .
OMPressy Rounding operations from Kyber [33]
Decompress,

Table 5: Parameters and notaions regarding bit-dropping optimization. See App. A.2 for the definitions of
Compress, and Decompress, .

MLWE assumption to argue indistinguishability of the two distributions.'® However, noticing that
¢ & y is information theoretically hidden to A conditioning on the game not aborting, we can rely
instead on the hint MLWE assumption. Concretely, we can construct an adversary Bpini-MmLwe against
the hint-MLWE, 1 y,%,7. problem such that

hint-MLWE<1A)7

|€3 - 64| < Adehint—MLWE

where recall a sample from Fi, has the form [-87|e] with 5, < X. In more detail, Bpine.mwe

obtains (DT, ug,[-8T|e"],h =[-8T|e"] [g:] + éB) as input, where ug is either random or of the
form DT - sg + eg. Here h is the hint. It then simulates (eAkA, ERA) by setting (Sa, €a) := (8,€) and
computing the ciphertext cta = va = 8! - ug + h + m.

Distribution Dg 5: The only difference from the prior distribution is that we sample user B’s updated
key eAkB = Ug uniformly sample and then set ekg. In the previous distribution, this was performed in
the opposite direction. Since this produces an identical distribution, we have

€4 = €5.

Distribution Dg ¢: The only difference from the prior distribution is that we sample user B’s updated
key eAkB = Up as a valid MLWE instance. It is straight forward to see that the two distributions
is indistinguishable under the MLWE assumption. Formally, we can construct an adversary Byiwe
against the MLWE, ;, ¢ problem such that

€5 — €6 < AdvigE(1).

Lastly, it can be checked that the final distribution Dg g is identical to Dgf’fts"" as the generation of

the updated key (eAkB7 EEB) can be pushed before generating the non-updated key (ekg, dkg). Moreover,
line 7 onward is identical to RSimCitxt-B as desired. The bound in the theorem statement follows by
collecting all the bounds. This completes the proof. O

E.4 Details on Optimized RKEM

We minimize the size of the ciphertext in our RKEM by performing bit-dropping, similarly to Kyber [33].
The additional notations we use and our optimized construction is provide in Table 5 and Fig. 25,
respectively.

Lemma 6.1 (Correctness with bit-dropping). Our optimized RKEM Katana is correct assuming
Pr([T-e—@" s+é+d|eo <q/4] =1—negl(}), (1)

where the probability is taken over the randomness to sample (s,e) < x x x,(8,8) < Y x X, ¢ & ¥, and
§ < Xround- Here, Xround s some distribution over R, such that Pr[§ < X,ound : [|6]|c0 < lzd%]] =1.

Proof. Since the encapsulation key is unchanged, correctness of update key distribution follows
from Lemma E.1. Let us show correctness with updated keys. Again, due to symmetry, we only fo-
cus on the case where user A runs RDec-A. First, observe that we have

AT
va = eky -SB+ €+ m

'8 Tt is worth noting that at a high level, this is the argument where [1] made a mistake by arguing indistinguishability
solely on MLWE.
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REnc-P(eks, dkp) RDec—P(c/iEp7 ctp, ekp)

1: (up,sp) := dkp 1: ctp := Decompress,(ctp,d) € R,
2: seed & {0,1}*

3: m <« Encode(seed) ) meR,
4: (K,s,e) := H(up, seed)

2: m:= ctp —ekgw/il\q:eRq
3: seed := Decode(m)
4: (K,s,e) := H(ekp, seed)

~ % ~
5: €p — X
~T // Update ekp
6: vp:=¢ekp -sp+ép+me Ry 5: if [P = A] then
7: ctp := Compress, (vs,d) € Rg, 6: ckp:—eks +DT -s+e

8: dkp :=sp +s¢€ R§ // Update and erase dkp 7: else // P=B

9:return(ct,s,K,aT<p) 8: ekn:=ekn+D-s+e
9 : return (K, ekg)

Fig. 25: Our RKEM IIrkem with the bit-dropping optimization. The differences are highlighted in blue .
RSetup and RKeyGen-P are defined identically to those in Fig. 6.

=(D~§A+6A)T~SB+éB+m
=(D"-Sg+ep) -sp+6A-sg—ep-Spn+és+m

= ekg - dkp + €, -sg —eg -8a + ég +m

=z

Plugging this into the decryption equation, we have

Decompress, (cta,d) — ekg - dka = Decompress, (Compress, (va),d) — va + 2z +m

=m+z+0,

where 6 € R, such that [|6]|co < | 5747 | from Lemma A.1 . If each coefficient of z + § € R, is smaller than
q/4 (i-e., ||z|lo < g/4), Decode will correctly decode to m as desired. O

E.5 Details on Concrete Parameter Selection

Let us explain the omitted details behind our parameter selection.

Correctness. We first study Item (R1). Our analysis of correctness is similar to the one of Kyber, and we
use similar techniques. By symmetry, we can see that all integer coefficients of " -e — &' - s+ & + § follow
the same distribution, although they are not independent. We start by studying an arbitrary coefficient of

sT.e—@e'-s+é+46, let us note it y;. If we completely ignore rounding, it is clear that y; is distributed as:

yi ~ [2kn] - Xo - X0 + Xo, (4)

where Xo (resp. xo, resp. Xo) is the distribution of each integer coefficient of X (resp. x, resp. X). Now,
let us note xround the distribution entailed by rounding v and xo round as the distribution of each integer
coefficient. Since, we use exactly the same rounding method as in Kyber, we may re-employ their analysis,
[33, see Eqgs. (7) and (8)] in order to characterize the resulting distributions. Eq. (4) may then be adapted
as follows:

Yi ~[2kn] - Xo - Xo + Xo + X0,round- (5)

We compute explicitly the distribution in Eq. (5) using a Sage script. To keep the computation tractable,
we continuously apply tailcutting (over a set of weight < 27*/n). Finally, we use the union bound to
ensure that |[ST -e —@' - s + & + J||o» < ¢/4 with overwhelming probability.

Ratchet Simulatability. Finally, we study Items (R2) and (R4), which underlie ratchet simulatability.
Item (R4) strictly subsumes Item (R2) and is therefore studied alone. Using the same reasoning as above,
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RKeyGen-P(par, mode) REnc-P(eks, dkp) RDec—P(dAkp,ctp,ek,s)

1: (ekp,dkp) < KeyGen(1*)  1: (ct,K) & Enc(ekp) 1: parse (ekp, ct) < ctp
2: return (ekp,dkp) 2: (ekp,dkp) < KeyGen(1*)  2: K « Dec(dkp, ct)
3: ctp = (eAkp,ct) 3: return (K,eAk,s)

4: return (ctp, K,c/il\<p)

Fig. 26: A generic forward-secure RKEM based on a KEM = (KeyGen, Enc, Dec). When using the RKEM
to instantiate our generic CKA construction (cf. Sec. 5.2) this exactly yields the generic CKA construction
analyzed by Alwen et al. [1].

under Heuristics 1 and 2, we may say that hint-MLWE, 1. 1y 4.7 is at least as hard as MLWE, 1. ok /,

where /' is the discrete Gaussian of parameter og:'?
1 1 51(M)?
P 1(~2 : (6)
o§ o o

where M = [—§T | éT]7 o (resp. &, resp. &) is the standard variation of x (resp. X, resp. X), and x (resp.
X, resp. X) is not necessarily Gaussian. In addition to Heuristics 1 and 2, we rely on a third heuristic:

M-z
llzIl *

Heuristic 3: Approximate singular norm. Instead of computing the worst-case bound s; (M) = max

we estimate the average-case value E [Hlﬂ/QHZH]_ We observe that E [||M . Z||2] = 2kn?02?6% and

E [||z||2] = 2kno?. Therefore we heuristically estimate:

M og?] E[IMea]
]El 2l ]~ ]E[HZH2] = né2 (7)

The reason why this is heuristic is because the expected value is only multiplicative for independent
random variables. Since M -z and z are high-dimensional vectors, their norms are tightly concentrated
around their expected values. Therefore we replace s;(M)? in Eq. (6) by n62. Since 6 = 20, Eq. (6)
becomes:

1 1 4no?

-y 8
o o2 72 ®

Eq. (8) is minimized when & = 2+/n0?, in which case o9 = 0/+/2. Interestingly, this is exactly the same

value of o( as the one obtained in the study of FS-IND-CPA security. Again, we use the lattice estimator

to estimate the hardness of the underlying MLWE assumption.

F Additional RKEM instantiation

F.1 Generic Construction

While the Ratchet KEM notion is geared towards abstracting the efficient forward-secure constructions
that reuse (parts of) the KEM ciphertext to be the next round’s public key, the abstraction can also be
naively instantiated from any KEM with just using fresh keys for each round — at the cost of doubling
the communication cost. The protocol is shown in Fig. 26.

Theorem F.1. The construction from Fig. 26 is correct and FS-IND-CPA secure if the underlying KEM
1s correct and IND-CPA secure.

Proof. This immediately follows using trivial reductions. In particular, observe that since (e/|\<p, EEP) are
just fresh keys unrelated to this round’s KEM encapsuation, leaking dkp does not affect FS-IND-CPA
security. O

9 Recall that s1 (M- M) = s;(M)>.
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Ratchet simulatability is furthermore trivial due to the complete independence of rounds. For com-
pleteness we depict the simulators in Fig. 27. The proof of the following theorem follows by inspection.

Theorem F.2. The construction from Fig. 26 is perfectly ratchet simulatable using the simulators from

Fig. 27.
RSimKey-P, (ekp, dkp) RSimKey-P, (eks, dks,aux;)  RSimCtxt-P(ekp, ek, dkp)
1: (dkp,ekp) & KeyGen(1*;rand)  1: parse (ekp,rand) < aux;  1: (ct, K) < Enc(ekp)
2 aux; := (ekp, rand) 2: (ct,K) < Enc(ekp;rand’) 2: K« Dec(al\q,7 ct)
3: return (al\@,eAkp,auxQ) 3: K Dec(akls,ct) 3: ctp = (eAkp,ct)
4: ctp = (eAkp,ct) 4: ekp := ekpreturn (ctp, ekp, K, K')

5: randy := (auxy, rand’)

6 : return (ctp, K, K, rand2)

Fig. 27: Simulators for key and ciphertext simulatability for the generic RKEM.

F.2 Non-Forward-Secure Lattice-based Construction

For completeness, we mention that our construction can be trivially “downgraded” to a lattice-based
non-forward-secure RKEM (cf. Remark 5.1). The difference is that we modify the REnc-P algorithm
so that H(up, seed) outputs only K rather than (K;s,e), and skips the updating of dkp. Moreover, the
RDec-P algorithm is modified similarly where ek is no longer updated.

It is easy to check that correctness (cf. Lemma E.1) holds, where the updated key distribution Y is
replaced by the non-updated one y. FS-IND-CPA security remains intact as well, with the main difference
being that we rely on standard MLWE instead of hint-MLWE to bound the advantage of Games and Gameg
in the proof of Theorem 6.1. The differegse stems from the fact that the reduction no longer requires to
simulate the updated decapsulation key dkp. Lastly, ratcheting simulatability remains intact as well. It is
worth highlighting that we still need hint-MLWE to simulate the ciphertext in distribution Dg 2 in the
proof of Theorem 6.2 as this argument does not stem from forward security.

F.3 Diffie-Hellman Constructions

In this section, we show how both the Diffie-Hellman based Double Ratchet protocol and the forward-secure
modification thereof introduced by Bienstock et al. [9] can be viewed as an instantiation of RKEM.?°

Protocol. In the following, let G = {(g) be a cyclic group of prime order |G| = ¢. Recall that in the
(original) Double Ratchet protocol a party reuses a group element g*i as (1) the KEM ciphertext and
(2) the public key for the next round. In other words, assume Alice currently knows Bob’s public key
Y;—1 and wants to initiate the next epoch. Then Alice sends X; = ¢g* and absorbs K; = (Y;_1)*¢ as the
CKA into the key chain. For the next message, Bob then sends Y; ;1 = g¥+! and outputs K; 1 = X/'**

— therefore reuses X;. In the forward-secure modification, Bob instead computes )/(\z = XlH (Ki), upon
receiving X;, and then encapsulates to that public key instead. Upon sending X;, Alice updates her secret
key Z; := x; - H(K;) analogously. Simply put, the idea is that leaking ; no longer exposed K;, which can
be proven in the ROM. This neatly fits the RKEM abstraction as used by our generic CKA construction in
Sec. 5.2. For completeness, we present both the original and the forward-secure instantiations in Fig. 28.

Correcntess and security. We briefly argue correctness and security of the schemes. Note that the schemes
are symmetrical between A and B. Therefore, in the following, we solely focus on A without loss of
generality. Correctness of the scheme follows by correctness of the Diffie-Hellman key exchange and holds
unconditionally.

20 Bienstock et al. [9] dubbed theird forward secure protocol the “Triple Ratchet”. To avoid confusion with our
hybrid SM protocol, we omit this term.
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RKeyGen-P(par, mode) REnc-P(eAkp =Y, dkp := x) RDec—P(c/iRp =z, ctp,ekp :=Y)

1: o & Zq 1: ctg 1= () // empty ciphertext 1: Ki=Y"

2 (ekp,dkp) — (gz71‘) 2: K:=Y" H(K)

3: return (ekp, dkp) 35: dkp i= H(K) 2: ekp =Y

. 3: return (K,eAkg.)
4: return (ctp, K, dkp)

Fig. 28: Diffie-Hellman based RKEM. When using the base protocol to instantiate our generic CKA
construction (cf. Sec. 5.2) this exactly yields the Double Ratchet CKA as analyzed by Alwen et al. [1].
When making the RKEM forward secure , this yields a forward-secure KEM, as analyzed by Bienstock et
al. [9]. Note that for the forward secure variant, key generation is the same irrespective of the mode.

Theorem F.3. Both the non-forward secure and the forward secure RKEM constructions from Fig. 28
are perfectly correct.

Proof. Let (eka,dka) := (X, z) and (eAkB,d/EB) = (Y,y), where X = ¢g” and Y = ¢¥, respectively. The key
K output by REnc-A(ekg, dka) is K := Y* = ¢*¥ while RDec-B(dkg, (), eka) outputs K’ := X¥ = ¢g*¥ as
well. O

Security of the basic scheme trivially reduces to the decisional Diffe-Hellman (DDH) assumption,
while security of the forward secure variant additionally relies on the random oracle model.

Theorem F.4. The non-forward secure RKEM construction from Fig. 28 is IND-CPA secure under the
DDH assumption. When modelling H as a random oracle, the forward secure variant is FS-IND-CPA
secure under the DDH assumption.

Proof. Let (eka,dka) := (X, z) and (eAkB,aRB) = (Y,y), where X = ¢* and Y = ¢¥, be sampled uniformly
at random over the key space. In the non-forward secure scheme, A is given eka = X, ekg = Y and either

the real key Ko = ¢g*¥ or an uniform random and independent key Ky € G. This directly corresponds to a
DDH instance. In the forward secure protocol, the adversary is given the following:

—eka = X
_ ekA:XH(KO)
— kg =Y

— dka = z - H(Kp)

— Ky, i.e., either Ky or K; depending on the bit b.

Note that eAkA is redundant given @A. Furthermore/,\ note that the reduction to the DDH instance can
program the ROM for consistency as H(Kp) := 27! - dka, which does look like a uniform random elements
in Z, to A. Moreover, the key K, is unpredicatable to A upront, i.e., before the key pair (X, z) is sampled
(and REnc-A is executed) meaning the programming will succeed with overwhelming probability 1 — %. O

Ratchet Simulatability. In the following, we argue ratchet simulatability of the protocols. Note that
ratchet simulatability for the non-forward secure protocol is almost trivial: Key simulatability can simply
execute the protocol, and for ciphertext simulatability the only caveat is that the simulator knows the
secret key of party P instead of the one of P. Due to the symmetry of Diffie-Hellman, this nevertheless
allows to compute the correct key. The forward-secure variant is slightly more elaborate and involves
RSimKey-P; actually choosing a fresh key pair and then RSimKey-P, programming the ROM to make
this appear consist.

Theorem F.5. The forward-secure RKEM from Fig. 28 is ratchet simulatable with respect to the simula-
tors from Fig. 29. The non-forward secure variant is ratchet simulatable with respect to the simulators
form Fig. 30.

Proof. For the non-forward secure variant, the proof follows by inspection. Let us now consider the
forward secure protocol. Here,the proofs of the two properties mostly follow by inspection. In particular,
observe that the programming of the ROM is consistent, in particular (1) it programs H(K) to a value that
has the correct uniform distribution as in the real-world experiments, and (2) programs it at positions
that A cannot guess beforehand, meaning the programming is still valid with overwhelming probability
when attempted. O
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RSimKey-P, (ekp := X, dkp := 2) RSimKey-P,(ekp := Y, dkp := §,aux1) RSimCixt-P(ekp := X, ekp := Y, dkp := 7)
1: (f,)?) & RKeyGen-P() 1: parse (z,Z) < aux: 1: z2& 2,
2+ aux = (2,3) )i Koz () ) X e R
3: return (Z, X, aux;) 3: HK):=2"' % / Program RO 3: Ki= X7
4: ctp,randz := () 4: ctp = ()
5: return (ctp, K, K, rands) 5: return (ctp, X, K, K)

Fig. 29: Simulators for key and ciphertext simulatability for the forward-secure Diffie-Hellman based
RKEM.

~ —~

RSimKey-P, (ekp:=X,dkp:=z) RSimKey-P,(ekp:=Y, dkp :=vy, aux; :=x) RSimCtxt—P(eAkp::X,&,s::Y,al\qs::y)

1: auxy '=2x 1: K=Y" 1: K=XY
2: return (z, X, aux;) 2: ctp := ();randz := () 2: ctp = ()
3: return (ctp, K, K, randz) 3: return (ctp, X, K, K)

Fig. 30: Simulators for key and ciphertext simulatability for the non-forward secure Diffie-Hellman based
RKEM.

G Remark on Bad Randomness

The use of bad randomness can significantly affect a protocol’s security. The secure messaging literature
can roughly be divided into three camps with respect to the type of randomness corruption considered.

— No randomness corruptions. Some papers, such as [2,21], do not consider randomness corruptions
at all. More recent work often justfies this as a deliberate choice to reduce definitional complexity.

— Uniform but leaked randomness. A significant body of work, e.g. [13,6,23], considers “good” (i.e.,
uniformly sampled) randomness that can be revealed to the adversary.

— Adversarial randomness. Another line of work, e.g. [1,20,9,3] assumes that the adversary gets to
fully control the randomness.

As argued by Balli et al. [5], the additional power of each corruption model does reflect to certain
real-world attacks. For instance, there are certain real-world attacks that randomness leakage does not
capture, but that is captured by adversarially chosen randomness. While thus applealing, we argue that
the third model is problematic when considering post-quantum security: For realistic choices of parameters,
most lattice-based KEMs are not perfectly correct, implying that an adversary choosing the randomness
can induce arbitrary decryption failures. For “ratcheting” protocols that continuously exchange fresh key
material, such correctness issues moreover can translate into security issues, if it allows the adversary to
tamper with the decryption of a freshly exchanged public key.

Several countermeasures are conceivable:

— One may choose parameters in a regime where perfect correctness is guaranteed for lattice-based
scheme. While this approach was taken in the initial (theoretical) post-quantum instantiation of the
Double Ratchet in [1], this ultimatly is highly undesirable for practical applications where the size of
post-quantum keys is one of the main obstacles towards adoption.

— One may harden the randomness as part of the cryptographic protocol. For instance in [20] the authors
generate the randomness via an output of a hash function. In the ROM, one can then prove, using an
union bound argument, that the probability of the adversary finding bad randomness triggering a
decryption failure is negligible (cf. [20, Section 1.3]).

In this work we eschew the issue of adversarially chosen randomness and choose the model of
honest-but-leaked randomness instead for several reasons. First, the model already captures many of
the attacks from bad randomness. In particular, this caputures the exposure of all intermediate values
of a computation during a corruption. (In contrast, if an attacker only gets to see the state between
operations and the operations can use fresh randomness, intermediate values may remain hidden.) Second,
while a real-world attacker may realistically have some control over the randomness source, arbitrarily
setting the randomness (but not allowing to tamper with other protocol state) seems to be an extremely

64



strong assumption not met by the real-world attacks pointed out by [5]. Finally, randomness hardening
should preferrably be performed at the operating system level and not the at the level of an individual
cryptographic protocol.
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