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Abstract. PAKE protocols are used to establish secure communication channels
using a relatively short, often human memorable, password for authentication. The
currently standardized PAKEs however rely on classical asymmetric (public key)
cryptography. Thus, these classical PAKEs may no longer maintain their security,
should the expected quantum threat become a reality. Unlike prominent security
protocols such as TLS, IKEv2 and VPN, quantum-safe PAKEs did not receive much
attention from the ongoing PQC integration efforts. Thus, there is a significant gap
in awareness compared to PQC schemes that are subject to the official governmental
and institutional standardization processes. In the work at hand, we provide a
comprehensive overview of the existing PQC PAKEs focusing on their design ratio-
nales, authentication methods and used asymmetric key agreement primitives. We
highlight their performance and properties as per their assumed security assurances
and practical usage in applications. Moreover, we address PAKE designs that are
still non-present in the PQC realm and discuss the possibility of their adaptation.
Thus, we offer a detailed reference and derive future work for quantum-safe PAKEs.

Keywords: Systematization of Knowledge - Password Authenticated Key Exchange
- Post-Quantum Cryptography - Public-Key Cryptography

1 Introduction

Ever since their emergence in the early nineties [BM92], Password Authenticated Key
Exchange (PAKE) protocols became of great importance in the world of (applied) cryp-
tography. According to [HvO22], PAKE applications can be be found in several scenarios
such as credential recovery (e.g., ICloud and ProtonMail), device pairing (e.g., E-Passport,
bluetooth and WLAN), and E2E secure communication (e.g., Thread and Blackberry
Messager). As the name suggests, PAKEs are used to carry out a key exchange combined
with password based authentication. In other words, they allow for establishing secure
communication over an insecure channel, where a communication party can prove their
identity using a (often human memorable) password or a PIN (Personal Identification
Number). The original idea proposed by Bellovin and Merritt was to combine a symmetric
encryption scheme with a public-key crypto-system [BM92]. Basically, one encrypts a
crucial part of the asymmetric key agreement with a password (or a password-derived
value), so that attackers can neither trace the outcome of the agreement back to a pos-
sible password, nor actively manipulate the asymmetric key agreement. According to
Jablon [Jab96], this can be achieved through a low entropy password if the small password
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size space is multiplied by the size of the key space of an asymmetric primitive. This
concept is seen in protocols such as Encrypted Key Exchange (EKE) [BM92], Password
Authenticated Key Agreement (PAK) [Mac02], and Simple Password Exponential Key
Exchange (SPEKE) [Jab96], all of which can be instantiated with the Diffie-Hellman
(DH) scheme to realize key agreement. Over the last decade, the advances in quantum
computing and its threat to (classical) asymmetric cryptography attracted many studies
towards realizing PAKEs based on Post-Quantum Cryptography (PQC) primitives.

1.1 Motivation and Contribution

Currently, none of the PAKE schemes selected by IEEE (P1363.2 [IEE09]), ISO/IEC
(11770-4 [ISO17]) or IETF (CFRG 104 [For19]) in the recent standardization processes
are quantum resistant. Further, and to the best of our knowledge, there does not exist any
surveys concerned with PQC PAKEs. In this paper, we address PQC PAKEs (PAKEs
built from or on top of PQC primitives), and provide a complete and comprehensive
overview of works identified in the literature. These include PQC PAKEs built from
lattices and isogenies, in addition to generic Key Encapsualtion Mechanisms (KEM). We
investigate the current PQC PAKE proposals and point out the aspects we deem necessary
to grasp the differences and issues of constructing PAKEs from PQC schemes. We build
upon the systematic review in [HvO22] and adapt their classification of classical PAKEs
to PQC ones. Moreover, we extend their categorization to incorporate generic design
approaches and thus provide a thorough overview of the current PQC PAKEs. Considering
the performance and security of said PAKEs, we collect their respective analysis and
benchmarks, and offer a comparison as per their proposed instantiations, parameters,
and security models in similar manner to the works in [Jar22] and [HvO22]. Further, we
address PAKE designs that are currently non-present in the PQC realm and discuss the
possibility of their adaptations and instantiations. Finally, we highlight open issues and
future research questions, and summarize the main takeaways from the conducted review.

1.2 Methodology

The presented literature review is a result of an extensive study in the form of a systemati-
zation of knowledge (SoK). The reviewed proposals were collected through an exhaustive
key-word search (e.g., PQC PAKE, LWE Post-Quantum PAKE, SIDH PAKE etc.) con-
ducted on online database and digital libraries platforms such as Scholar, ACM, IEEE,
CiteSeer, and Research Gate, as well as using the preliminary search results as seed for a
forward /backward search using online tools such as Litmaps and Citation Gecko.

1.3 Related Work

Azarderakhsh et al. [AJK™20] discuss PAKEs from isogeny assumptions, and show the diffi-
culty or even the impossibility of translating DH-based PAKESs to isogenies. To the best of
our knowledge, no other works in the literature directly survey PQC PAKEs. The following
related work focuses only on classical PAKEs, but has nonetheless provided a valuable
foundation for our own overview. For instance, the PAKE overview by Abdalla [Abd14] is
one of the earliest works concerned with the design and security goals of PAKE protocols.
This work describes the beginnings of PAKE design studies sufficiently (e.g., EKE [BM92]
and its variants) and classifies following proposals based on their construction approach.
In [Jar22], Jarecki provides a detailed overview on the methods used for constructing
PAKEs from classical asymmetric cryptography. The overview offers a thorough analysis
on the design and security of PAKEs in different security frameworks, as well as on their

We refer the reader to [HvO22] for a complete overview of classical PAKEs and more details on the
official PAKE standardization processes.
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strengths and shortcomings. Hao and van Oorschot [HvO22] present a review of the
state-of-the-art of classical PAKEs and provide practical information on their real-world
applications. More importantly, the authors offer a complete classification of all reviewed
PAKEs in a similar, yet more extensive, manner to [Abd14].

2 Post-Quantum Cryptography

Nowadays, the term classical cryptography is often used in reference to public key crypto-
systems based on the hardness assumptions obtained from the integer factorization and
discrete logarithm problems. The most prominent classical algorithms and schemes are the
Rivest-Shamir-Adleman (RSA) crypto-system [RSAT78], the renowned Diffie-Hellman (DH)
asymmetric key agreement scheme [DH76], as well as variants using Elliptic Curve Cryp-
tography (ECC) such as as Elliptic Curve Diffie-Hellman (ECDH) and the Elliptic Curve
Digital Signature Algorithm (ECDSA) [JMVO01]. However, these public-key encryption
(PKE) and digital signature schemes are expected to be broken by quantum computers uti-
lizing Grover’s and Shor’s [Gro96, Sho97] algorithms in the near future [CCJT16, KNW18].
Hence, Post-Quantum Cryptography (PQC) became an established term following the start
of the NIST PQC standardization process [CCJT16] in 2016. Unlike classical cryptography,
PQC is based on mathematical problems that presumably can neither be solved efficiently
using quantum computers, nor by classical computers for that matter [Ber09, BL17].

2.1 Hardness Assumptions

Including generic KEMs, all of the proposed PQC PAKESs come from two PQC algorithm
families. These are Supersingular Isogenies (SI) e.g., Supersingular Isogeny Diffie-Hellman
(SIDH) or Commutative Supersingular Isogeny DH (CSIDH), and the lattice Learning-
with-Errors (LWE) problem and its Ring Learning-with-Errors (RLWE), Module Learning-
with-Errors (MLWE), and Module Learning-with-Rounding (MLWR) variants.

SIDH and CSIDH Generally speaking, isogenies are non-zero homomorphisms of
elliptic curves (EC) [Smilg8]. One may imagine that they resemble a mapping between
ECs yielding a specific mathematical relation (isomorphism). SIs and CSIs are more or
less special cases of isogenies. Mainly, they rely on the difficulty of identifying isogenies
between ECs, i.e. curves that have the same j-invariants. Finding such mappings is
considered a hard problem, since there can be infinitely many of them. Their attractiveness
in asymmetric cryptography lies within their striking similarities to the DH scheme. They
are hence used to construct the computational and decisional problems similar to DH and
ECDH. However, we refrain from elaborate explanation due to a complexity beyond the
scope of this paper. That being said, we refer to [Smil8] for further reading. Nonetheless,
we note that the SIKE [CCH'19] algorithm, which builds on SIDH, was a NIST round
four candidate until its withdrawal due to its sudden break?. CSIDH [CLM*18] on the
other hand is still deemed secure, and was not effected by the recent break of SIKE.

LWE A lattice is a discrete subgroup of a multidimensional vector space over real
numbers under addition and can be described as a set of points in an n-dimensional space
with a periodic structure. There are several classical computational problems in lattices,
upon which crypto-systems are based [RHCB21], such as the Shortest Vector Problem
(SVP) and the Smallest Integer Solution (SIS). The most relevant problem for PQC PAKEs
is LWE (cf. Tab. 1), which was first introduced by Regev in [Reg05, Reg06]. The decisional
LWE problem is basically to distinguish between random linear equations (called samples)

%https://csrc.nist.gov/csrc/media/Projects/post-quantum-cryptography/documents/round-4/s
ubmissions/sike-team-note-insecure.pdf
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from uniform equations, after applying a small amount of noise (called errors), as found
in the Regev plain LWE crypto-system [Regl0]. Although lattice LWE is defined in the
Euclidean vector space, it is defined on integral lattices from a computational viewpoint,
where its representation is a matrix of integers (e.g., modular lattices). Moreover, a lattice
base can be replaced by an irreducible polynomial and thus a lattice can be defined as a
special subset where all vectors form an ideal in a certain ring (e.g., ideal lattices), which
was introduced in the Lyubashevsky-Peikert-Regev ideal RLWE crypto-system [LPR10].
The MLWE crypto-system was defined by Brakerski et al. [BGV14] and further studied
by Langlois and Stehlé [L.S15]. It takes the construction idea of RLWE a step further to
replace the integers by a ring of algebraic integers of a number field. Hence, the MLWE
problem generalizes both LWE and RLWE using module lattices. The most notable LWE
schemes are the NIST standardization finalist CRYSTALS-Kyber [BDK ' 18] (MLWE), the
round three candidates FrodoKEM [BCD*16] (LWE) and SABER [DKSRV18] (MLWR),
and the RLWE key exchange scheme (not a NIST KEM) of Ding et al. [DXL12].

2.2 Key Agreement

Current PQC PAKESs make use of two types of asymmetric key agreement schemes:

1) Key Fxchange (KEX): Protocol parties combine the exchanged key materials from
their respective ephemeral public keys to create a session key utilizing the mathe-
matical properties of the used asymmetric scheme. This method can be found in the
classical DH key agreement scheme (Fig. 1a), SIDH (Fig. 1b), and LWE (Fig. 1c).

2) Key Encapsulation Mechanism (KEM): Regardless of the used primitive, the protocol
receiver (generically) encapsulates a session key based on the public key of the
initiator into a ciphertext, and then sends it to the initiator, who in turn (generically)
decapsualtes the session key from the ciphertext using their secret key (Fig. 1d).

Alice Bob  Alice Bob
a,g,p b ka €r SKy ka €r SKa
> Wy — - Tad4(P5).02(Q5) _
A=g¢g*modp 225 Ra=Ps+kaQa il il Y Rp = Pg +kpQp
k ) Ep.¢5(Pa)¢5(Qa)

& Begimodp ¢4 EEa=B/(Ra) CHEEES 6p: B Ba = B/(Rp)

K — B mod K — A% mod Rpa = 0p(Pa) +kadp(Qa) Rap = 0a(Pp) + kppa(Qp)
= p = P Kaiee = §(Ep/(Rpa)) Kpob = j(Ea/(Rag))

(a) Classical DH Key Agreement

(b) SIDH Key Agreement [FTTY19]
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Figure 1: High level description of key exchange and encapsulation algorithms

Whereas key agreement from isogenies works (almost) exactly the same as in the case of DH
or ECDH over cyclic groups, their security is less mature and rather questionable due to the
recent break of SIKE. Key agreement from (noisy) lattices does not produce identical shared
keys and requires a so-called reconciliation step through signaling (or hinting) [HPA21].
Lattice-based KEM constructions rather act as a key transport scheme and thus do
produce identical shared keys with a negligible margin of error [Peil4] (decryption failures).
Whereas a DH-like KEX allows relying on the hardness assumptions of cryptographic
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primitives, using KEMs in a black-box manner does not (cf. Sec. 10), and thus requires
fulfilling abstract security properties, which we address in the following.

2.3 Security Properties (Notions)

The design of PAKES, and especially generic constructions, takes several security properties
(goals) into account, which the underlying asymmetric scheme must fulfill. These properties
mainly address the semantics of a KEX regarding the security of the shared key, the public
key, and the ciphertext. For a KEM, similar notions also define the security of the
encapsulated (or decapsulated) key, the public (encapsulating) key, and the (decapsulation)
ciphertext. Here we note that the exact definitions and security assurances of the following
notions differ across the existing literature. In this work, they solely serve the purpose of
understanding their usage in PAKE designs. Hence, they are not to be viewed as formal
definitions or a comparison of such, which is out of the scope of this paper?.

Encryption (Key) Security: The Indistinguishability (IND) notion expresses the core
security of key security in a KEX or a KEM. In general, this property indicates the
infeasibility for an attacker to differentiate (distinguish) real, honestly generated values,
from random ones [GM84]. This property is present in all PAKE constructions and is
considered as the minimum degree required for the security of the final key. The One-
wayness (OW) property plays a similar role, and denotes the irreversibility of an encryption,
i.e., the infeasibility of recovering a value from its corresponding encryption [ABP15].

Public Key Security: Public key Uniformity or Fuzziness (PKU): denotes the indis-
tinguishability of real generated public keys from uniform ones, i.e., honestly generated
public keys have an equal probability distribution to random ones from the same public key
space [BCPT23, AHHR24|. Further, public key Anonymity (ANO) expresses the public
key privacy, i.e., the difficulty of utilizing information from a ciphertext to reveal which
public key was used to create it [GMP22, CDM23]. Note that some works refer to the
anonymity of a ciphertext, and not of a public key (e.g., [BCP 23, ABJS24]).

Ciphertext Security: The ciphertext Robustness (ROB) notion denotes the binding
property of a ciphertext / secret key relationship, i.e., a ciphertext does not decrypt to a
valid plaintext for two distinct secret keys [GMP22, CDM23]. Further, ciphertext Pseudo
Randomness (PR) denotes the indistinguishability of ciphertext and shared key pairs
from random ones. i.e., it is infeasible to distinguish between said pairs under knowl-
edge of the plaintext message and the public key used for encryption [Xag22, CDM23|.
Finally, the ciphertext Non-malleability (NM) expresses the infeasibility to construct cipher-
texts that are meaningfully related to a known ciphertext and its initailly corresponding
plaintext [DDN91].

Applicable Attacks (Related Security Experiments): Multiple variants of the
afore mentioned properties can be obtained under a variety of attacks, which define the
capabilities of an adversary interacting with challenges constructed from said notions, and
hence provide different degrees of security:

o Plaintext Checking Attack (PCA): Adversaries have access to a plaintext-checking
oracle that answers queries as to whether given plaintext-ciphertext pairs correspond
to each other [OP01].

o Chosen Plaintext Attack (CPA): Adversaries can generate arbitrary valid ciphertexts
from plaintexts of their own choosing using an honest public key [GM84].

3We refer to [Poi22] for more details on formal definitions of security notions in asymmetric cryptography.
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o Non-adaptive Chosen Ciphertext Attack (CCA1): Adveraries have access to a de-
cryption oracle before accessing the challenge ciphertext, i.e., adversaries may choose
a set of ciphertexts distinct from the challenge ciphertext and query the decryption
oracle to obtain the corresponding plaintexts [NY90].

o Adaptive Chosen Ciphertext Attack (CCAZ2): Adversaries have permanent access to
a decryption oracle with the only restriction of not being able to query the challenge
ciphertext itself to directly obtain the corresponding plaintext [RS91].

On this basis, it is possible to obtain different notions of security by combining goals with
attack models. Ostensibly, there exist a multitude of pathways in which these notions relate
to each other (i.e., implications and separations) as shown in [BDPR98, OP01, ABP15,
CDM23]. For instance, IND-CPA provides a weaker, yet more efficient alternative to IND-
CCA for scenarios where the ability to check plaintexts is sufficient for the application’s
security requirements, and OW offer security guarantees on a lower level. As a result,
IND-CCA implies IND-CPA. Further, a crypto-system may exhibit semantic security
against CPA, or even CCA1, yet it may remain malleable. However, achieving complete
semantic security, and therefore CCA2 is equivalent to achieving non-malleability against
CCA2. In consequence, it is widely accepted in the cryptographic research community that
the IND-CCA2 model is the preferable notion of security for a general purpose PKE scheme.

That being said, unlike PAKEs built directly from PQC primitives in white-box manner
(e.g., [KV09, DALT17]), the emphasis on the security properties is mostly found in generic
PAKE constructions. This is due to the impossibility of involving the hardness assumptions
of the chosen primitives for proof reductions in a black-box design. In this case, the generic
construction defines a set of required properties, and utilize a KEM that fulfill them in
concrete instantiations and implementations. According to [Jar22], the chosen PKE for a
PAKE has to be at least IND-CPA secure. Since all KEMs fulfill this property, most recent
works focus on finding PQC KEMs that also fulfill properties such as OW, PKU and ANO.
It is also worth mentioning that NIST PQC KEMs are considered IND-CCA secure, since
they apply the generic Fujisaki-Okamoto (FO) transform [FO99] to lift the underlying
PKEs from CPA to CCA2 security [Unr20]. This transformation was a requirement for all
NIST PQC KEMs throughout the standardization process.

2.4 SPHF, OPRF and NIZK Systems

Generally speaking, Smooth Projective Hash Functions (SPHF), Oblivious Pseudo Ran-
dom Functions (OPRF), and Non-Interactive Zero-Knowledge proofs (NIZK) in PAKEs
mainly serve as supporting components for either establishing a trusted setup or realizing
commitment schemes mainly w.r.t. users and their public keys.

SPHF Originally, Cramer and Shoup introduced the Smooth Projective Hash Function
(SPHF) [CS02] in order to obtain hash proof systems with IND-CCA security. Gennaro
and Lindell proposed a generalized SPHF [GLO03] for its many attractive properties and
purposes such as implicit designated verifier proofs of membership. The use of SPHFs
in PAKEs was presented by Katz, Ostrovsky, and Yung [KOY01] and also Gennaro and
Lindell [GLO03], which is known as the KOY-GL paradigm. The basic idea is that an
SPHF defined over a language allows to hash a value (word) in two different ways, with
the hashing key (secret key), or with the associated projection key (public key). If the
word is in the language, both ways of hashing will yield the same hash value. However,
if it is outside the language, the hash obtained using the secret must be statistically
indistinguishable from a random value, even with knowledge of the public key. One of
the earliest PQC PAKEs leverging these properties is the use of Approximate Smooth
Projective Hash systems (ASPH) by Katz and Vaikuntanathan [KV09] (cf. Sec. 4).
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OPRF The first Pseudo Random Function (PRF) as demonstrated by Goldreich et
al. [GGMS86] dates back to 1986, and 18 years later, Naor and Reingold introduced the
idea of interactive and oblivious evaluation of such functions [NR04]. Based on the Naor-
Reingold PRF, Freedman et al. formalized the definition of the first two-party protocol
known as an Oblivious PRF [FIPRO05]. The general idea of an OPRF is to associate a keyed
PRF with a protocol execution between a server and a user. The server holds the key for the
function and the user provides an input to that function. The main catch is that the user
can learn the output of the PRF at the end of the execution, whereas the server does not
learn anything about the input of the user. We refer the reader to [CHL22] for a complete
overview on the evolution, applications and different types of OPRFs. That being said,
the most notable example of the usage of OPRF in PAKE constructions is the augmented
OPAQUE protocol [JKX18], which utilizes the verifiable hash DH-OPRF as proven secure
by Jarecki et al. in [JKK14, JKKX16]. As far as post-quantum security is concerned, almost
all practical OPRF instantiations rely on classical hardness assumptions [CHL22|, with
the exception of ones based on symmetric primitives and garbled circuit (e.g., [FOO23]).
Only a few recent works provide OPRF constructions based on PQC, more precisely from
lattices [ADDS21, ADDG24] and isogenies [BKW20, HHM 24, DdSGP24]. Currently,
there are still no PQC PAKE construction utilizing quantum-secure OPRFs.

NIZK Zero-Knowledge Proofs (ZKP), first introduced by Goldwasser et al. [GMRS85],
are cryptographic constructions that enable one party (a prover) to exhibit its knowledge
of a certain property to another party (a verifier), without revealing the property itself.
In other words, ZKPs allow sharing a proof of holding a specific secret without sharing
the actual secret. In PAKES, this property or secret could be the long lived key (e.g., the
password) or an honest public key pair. While interactive proofs require multiple rounds
of interaction, Non-Interactive Zero-Knowledge Proofs (NIZK), first introduced by Blum
et al. [BFMS8], require only one message from a prover to a verifier, as they make use of
a Common Reference String (CRS) for an initial setup. NIZKs have already seen use in
some classical PAKE applications such as J-PAKE [HR10], which employs the Schnorr
protocol [Sch91]. Benhamouda et al. [BBDQ18] discuss how to construct 3, 2, and 1-round
PAKEs using ASPHs and NIZKs, which we recommend for further reading.

3 PAKE Classification and Security Models

Equipped with basic knowledge regarding cryptographic building blocks and security
assumptions relevant to (PQC) PAKE designs, we can now establish an understanding
for the following classification system and concrete constructions. Nonetheless, first we
recall that unlike key negotiation and agreement found in protocols such as TLS and
IKEv2, Password Authenticated Key Exchange (PAKE) protocols, as the name suggests,
aim at establishing a session key between communication parties over insecure (not-
trusted) channels, and usually without static public keys or certificates. Formally, a PAKE
protocol is a key exchange mechanisms that provides authentication and secure (ephemeral)
symmetric shared secretes based solely on a low entropy long-lived-key (i.e., password),
and a secure asymmetric cryptographic primitive [BM92]. Depending on the actual usage
of the password and the way it is stored, and the underlying hardness assumptions, PAKEs
can be categorized into several classes and types, as explained in the following sections.

3.1 Classification

We adopt the classification system in [HvO22] based on the authentication method and
password usage, and slightly adapt it for our PQC PAKE classification:
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C1) Password Encrypted Public Key, aka EKE-style PAKE, where the password is used
directly to encrypt a public key using a symmetric encryption scheme based on an
ideal cipher (e.g., CAKE [BCP"23]).

C2) Password Modified Public Key, aka PAK-style PAKE, where the password is used
to modify the public key while preserving the underlying hardness assumption in
hash to group (H2G) manner (e.g., RLWE-PAK [DALT17]).

C3) Trusted Setup, multiple approaches, where predefined trusted parameters are required
to achieve authentication (e.g., KV-PAKE [KV09] and GA-PAKE [AEK™22a]).

Although [HvO22] introduced five design classes for classical PAKEs, only classes C1, C2,
and C3 apply to the current PQC PAKEs, as classes C4 and C5 do not (yet) have any
representatives in the PQC realm (cf. Sec. 8). Moreover, some works could be categorized
into more than one class at the same time (e.g., a password modified public key combined
with a trusted setup). Arguably, generic PAKE constructions may also be considered a
class of their own. However, these PAKEs also fall into the same design classes regarding
their password usage methods. They differ only in the underlying crypto-systems used for
concrete instantiations. Therefore, we opted to summarize the reviewed PQC PAKESs in
this paper (cf. Sec. 4) according to: 1. the underlying PQC family (i.e., lattices, isogenies
or generic), 2. the adapted classification into C1, C2 and C3 from [HvO22], 3. whether
balanced or augmented, and 4. chronological order. An overview of all surveyed PAKE
protocols with their respective properties is presented in Tab. 1. The landscape table
consists mainly of two parts: The first half contains balanced PAKEs, while the other
half contains augmented ones. In each part we group PAKEs into said classes, within
which they are listed in chronological order. The columns indicating the security model
and underlying assumptions allow more than one value, as many constructions require
multiple models and include instantiations using different primitives. We deem a PAKE
fully quantum-safe provided that its formal analysis does not involve classical security
models (e.g., IC or ROM), nor classical hardness assumptions (e.g., DDH or ECDH).

3.2 Balanced and Augmented PAKEs

The most important security characteristics of PAKEs are resisting offline dictionary
attacks, surviving online dictionary attacks targeting the used password, and preventing
Man-in-the-Middle (MitM) attacks targeting the cryptographic key agreement [Jab96].
Moreover, PAKESs should preferably provide session-key security and perfect forward secrecy
(PFS) [HvO22]. PAKE:s fulfilling these requirements are referred to as Balanced [HvO22].
Since online attacks are relatively easy to deal with through limiting the number of
password entry trials (usually three), the security of a PAKE protocol heavily relies on its
resistance to offline-dictionary attacks. In other words, even an attacker with substantial
resources and enough time should not be able to guess the password from the public
transcript of a protocol execution. However, a stolen or pre-computed password could be
used directly in impersonation attacks. PAKEs that also protect against server compromise
and pre-computation attacks are thus referred to as Augmented [HvO22], where the value
of the pre-shared password or PIN is stored only as a one-way transformation on the server.

3.3 Security Models and Idealized Objects

Arguably whenever possible, security proofs should be given in the standard model. This
is due to the fact that the standard model allows for security proofs based solely on
complexity (hardness) assumptions, which state that an attacker cannot solve a certain
complex problem in polynomial time (e.g., integer factorizing). That is where the attacker’s
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Table 1: PQC PAKE Overview / Landscape
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Alnahawi [AHHR24] (OCAKE) 2023 IC, ROM MILWE, LWE BPR v o v
Pan, Zeng [PZ23] (CAKE) 2023 1C, ROM LWE BPR v v o
Arriaga et al. [ABJS24] (CHIC) 2024 IC, ROM MLWE uc v ) v VY
Alnahawi et al. [AASAW24] (NICE-PAKE) 2024 ROM NLWE / whLWE BPR v o v
Zhu, Geng [ZG15] 2015 - SIDH/CSIDH CK °
Alsayigh [Als16] 2016 ROM RLWE BPR o v
Ding et al. [DAL'17, Din17] (RLWE-PAK-PPK) 2017 ROM RLWE BPR v o v
Gao et al. [GDL*17] (RLWE-PAK-PPK) 2017 ROM RLWE  BPR o
Taraskin et al. [TSJL20] (SIDH-PAK) 2019 ROM SIDH BPR o v v
C2 Yang et al. [YGWX19] (RLWE-PAK) 2019 ROM RLWE BPR v o v v
Jiang et al. [JGH'20] (PAKEs) 2020 ROM LWE, RLWE BPR v o v v
Ren et al. [RGW23]([RG22]) (MLWE-PAK) 2022 - MLWE  Hybrid o v
Seyhan, Akleylek [SA23] 2023 ROM MLWR  Hybrid o v v Y/
Basu et al. [BSTA23] (MLWR-2PAKA) 2023 ROM MLWR DY v o v
Katz, Vaikuntanathan [KV09] 2009 CRS LWE BPR v o
Xu et al. [XHCC17] (RLWE-3PAKE) 2017 ROM RLWE BPR o v v
Zhang, Yu [ZY17] 2017 CRS, ROM LWE BPR )
Choi et al. [CAK'18] (AtLast) 2018 ROM RLWE BPR v o
C3 Li, Wang [LW18] 2018 CRS LWE BPR v o
Li, Wang [LW19] 2019 CRS LWE BPR v o
Karbasi et al. [KAA19] (Ring PAKE) 2019 CRS RLWE  BPR /o
Yin et al. [YGS*20] 2020 ROM LWE BPR v 0 o
Lyu et al. [LLH24] 2024 (QROM  LWE, GA-DDH uc v v o
Augmented
C2  Gao et al. [GDLL17] 2018 - RLWE uc v o v v
Zhu et al. [ZHS14] 2014 - SIDH CK v [
Feng et al. [FHZ"18] 2018 ROM RLWE BPR v o v v
Liu et al. [LZJY19] 2019 ROM RLWE  Hybrid o v v v
Dabra et al. [DBK20] (LBA-PAKE) 2020 ROM RLWE FTG v o v v
Li et al. [LWM22] 2020 CRS LWE, LWR BPR v o v v
Tang et al. [TLZ*21] 2021 ROM RLWE BPR Vv o v v
Islam, Basu [IB21] (BP-3PAKA) 2021 ROM RLWE BPR v o v
C3  Dinget al. [DCQ22] 2022 RoR RLWE FTG v o v v
Abdalla et al. [AEK*22a] (X-GA-PAKE) 2022 CRS CSIDH BPR o
Wang et al. [WCLT23] (LB-ID-2PAKA) 2023 ROM MLWE BPR v o
Dharminder et al. [DRD*23] 2023 Standard RLWE  Hybrid v o v v
Dadsena et al. [DJRD23] 2023 ROM RLWE BPR v o v v
Kumar et al. [KGKD23] 2023 ROM RLWE BPR v o M v
Guo et al. [GSGT23] 2023 ROM MLWE BPR v o v v
Chaudhary et al. [CKS23] 2023 ROM RLWE BPR v o v v

! Properties with a question mark denote claims that we were not able to verify.

2 Denotes whether a PAKE follows a generic design without relying on a specific scheme (e.g.,
using KEMs opposed to using PKEs).

3 Denotes whether a PAKE relies only on quantum-safe building blocks (e.g., proofs in the
QROM opposed to proofs in the ROM).

capabilities are only limited by their computational power, i.e., an arbitrary polynomial-
time machine [CGHO04]. Nevertheless, the following models are often used in PAKE security
proofs, since they allow for additional complexity-theoretic hardness assumptions [Bla06],
which make proving the security less difficult than in the standard model.

ROM A Random Oracle (RO) is an ideal primitive that models a random hash function
that responds to each query to a given fixed-length input value with a corresponding
random output [BR93]. Additionally, a RO keeps a record of all placed queries, and
responds with the same value for a previously queried input. To prove security in the ROM
means constructing a convincing argument by first replacing some function in the actual
protocol, by an idealized one that returns a random value as described. Hence, the ROM
is basically present in almost all PAKE design classes, since its usage is required to model
hash and key derivation functions. Nearly all ROM-based PAKE constructions surveyed in
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this paper are proven in classical settings (cf. Tab. 1), and are mostly instanstiated using
a secure hash function (e.g., Hash-to-group (H2G) as in [DALT17]).

QROM Boneh et al. [ BDFT11] proposed the Quantum RO Model (QROM) and addressed
the issues with the classical ROM in the presence of adversaries with quantum capabilities,
who may evaluate hash functions on superpositions. Although it was not clear, whether
proofs in the ROM also hold in the QROM, new proof techniques clarified that many
ROM constructions remain secure in the QROM [YZ21]. However, despite the existence
of certain types of ROM to QROM lifting theorems, a fully general lifting theorem for all
ROM security reductions seems yet impossible [YZ21]. Among the works surveyed in this
paper, only one PQC PAKE provides a security proof in the QROM (cf. Tab. 1).

IC Model An Ideal Cipher (IC) serves modeling block ciphers (e.g., AES) as idealized
objects similar to hash functions in the ROM with some exceptions [Bla06]. Its main
advantage is defining the behavior of a cipher, where each encryption maps to an inde-
pendently random permutation that belongs to the same set of possible input values. In
other words, it models a random block cipher as being chosen uniformly from the set of all
possible block ciphers [Bla06]. Similar to a ROM, the IC provides oracle access for forward
queries on encryption, which are kept record of. However, an IC provides oracle access for
backward queries on decryption as well. Nonetheless, unlike instantiations using DH over
finite fields, applying an IC to e.g., LWE samples is non-trivial and could result in values
that do not exist in the key space (i.e., invalid keys). Considering adversaries with quantum
capabilities, it is not possible to keep record of queries due to the quantum no-cloning
theorem. Very few works in the literature [AR17, HY 18, SS19] address the notion of the
Quantum IC model (QICM), yet do not show how to fully obtain the capabilities of a
classical IC. The work by Unruh [Unr23] builds upon the idea of compressed function
oracles (CFO) and takes a step forward in modeling keyed invertible permutations (i.e., IC)
in quantum settings by introducing compressed permutation oracles (CPO). Nevertheless,
and despite the novelty of the proposed approach, it is not yet formally proven that a
CPO is indistinguishable from a truly random permutation [Unr23]. We note that using
an IC in PAKE construction is mostly found in the design class C1 (cf. Tab. 1).

HIC To avoid the afore mentioned issues, Dos Santos et al. [DGJK22] introduced a
relaxation of the IC model called Half Ideal Cipher (HIC), which is realized through
a modified 2-Feistel construction (m2f) using a block cipher and hash functions. This
construction also inspired the work by Arriaga et al. [ABJS24], where a compact m2f is
used over uniform bit-strings from so-called KEMs with splittable public keys. The usage
of HIC in PAKEs is also found in the design class C1.

CRS Model The Common Reference String (CRS) model was introduced by Blum et
al. [BFMSS] as a way to realize non-interactive zero-knowledge proof systems (NIZK) by
providing a shared string accessible to and trusted by all protocol parties. Usually, the
CRS is drawn from a pre-defined uniform distribution (randomness source) that does not
reveal any information about the way the string is generated. A Structured Reference
String (SRS) is a variant of a CRS where the string is structured, which is mainly used
in NIZK design. In the context of PAKEs in general, and PQC PAKEs in particular, a
pre-shared public key of the protocol initiator is used as a CRS in a trusted-setup (mostly
with a prior registration phase), and thus serving as means for authentication. Since a
public key is (theoretically) indistinguishable from a random string taken from a uniform
distribution, a PAKE in the CRS model is widely accepted in the community. That being
said, most PQC PAKEs constructions in the CRS model make use of SPHFs and ASPHs
or NIZKs such as [KV09, ZY17, BBDQ18, KAA19], and belong to the design class C3.
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Here we note that using a CRS (very often) implies security proofs in the standard model,
except for RLWE-PAK-like PAKEs relying on the H2G mechanism in the ROM.

CoR Setup (Multi-Setups) In 2008, Groth and Ostrovsky [GO14] introduced the
Multi-String (Multi-CRS) model to mitigate the risks of having only one trusted authority
generating a random string. Following this work, other methods and ideas were developed
to distribute trust among multiple setups as discussed in [XZZ24]. The CRS-or-RO-Setup
(CoR) was unified in 2014 by Katz et al. [KKZZ14], who showed the impossibility of
obtaining a secure construction from a straightforward setup combining one CRS and one
RO [XZZ24]. While this result also holds for PAKESs, Xiao et al. [XZZ24] showed how to
maximize the utility of a such setup by extending the model to a so called Fine Grained
CoR-Setup, where either the CRS or the RO may fail, yet it remains possible to build a
secure PAKE. Still, this type of setup has no representatives in the PQC realm.

3.4 Adversarial (Threat) Models and Frameworks

The security of key agreement protocols is most commonly proven in one of the following
frameworks, which model the capabilities of an adversary in a simulation of a crypto-
graphic protocol: 1) Bellare-Pointcheval-Rogaway (BPR) model [BPRO0] and the extended
eBPR [AFPO05] variant. 2) Universal Composability (UC) model [Can01]. The BPR model
defines a set of queries that an adversary may submit throughout a series of so-called
games. The adversary’s goal is to either guess the correct password or distinguish real
session keys from random ones by outputing a test bit. Hence, the BPR and eBPR
models are often referred to as Find-then-Guess (FTG), and Real-or-Random (RoR) re-
spectively for single and multiple test queries. The UC model on the other hand, defines
ideal functionalities emulating a protocol, and and environment acting as a distinguisher
interacting with honest parties and adversaries. The environment outputs a bit at the
end of an execution indicating whether it was interacting with the real protocol or its
ideal emulation. Nonetheless, both models include changes in behavior through steps
(i.e., game hops). In each game the protocol is changed in a way that an adversary’s
advantage in breaking the original protocol remains statistically negligible. These changes
are defined based on the protocol interface (i.e., exchanged messages) and the idealized
objects or functionalities. Although the UC model is claimed to provide better security
proofs, almost all of the current PQC PAKEs are proven in the BPR model (cf. Tab. 1).
This is most likely since the UC framework is supposedly yet to be shown suitable for
lifting security proofs from classical to quantum settings. Other less common frameworks
in the context of PAKESs are the Dolev-Yao (DY) [DY83], Canetti-Krawczyk (CK) [CKO1]
and Benhamouda-Blazy-Ducas-Quach (BBD(@) [BBDQ18] models.

4 PQC PAKEs

Despite the novelty and to a certain extent the immaturity of some PQC schemes, the work
on PQC PAKESs dates back to even before the start of the NIST PQC standardization
process. The LWE PAKE by Katz and Vaikuntanathan [KV09] in 2009 and the isogeny-
based PAKE by Zhu et al. [ZHS14] in 2014 may therefore, and to the best of our knowledge,
be considered the very first PQC PAKEs. However, the RLWE PAKE by Ding et
al. [DAL"17] in 2017 marks the emergence of many other PQC PAKESs, as shown in the
timeline in Fig. 2.
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Figure 2: Timeline of a) Balanced and b) Augmented PQC PAKE Publications

4.1 Overview

Up to date, we collected roughly 50 PQC PAKESs, which were thoroughly reviewed except
for eight papers?. These works consist of over 30 PAKEs based on lattice LWE and
variants. Whereas the remaining works consist of five SIDH and CSIDH isogeny PAKEs,
and seven generic KEM PAKEs almost entirely instantiated using LWE. In the following
we categorize said works according to their underlying PQC assumptions, and whether
balanced or augmented within their respective design classes. For each class, and before
diving into the high-level review, we take a closer look at a respective representative PAKE
(Tab. 2) with a technical description in comparison to the corresponding classical design.

Table 2: PQC PAKE Representatives for each Class and Corresponding Classical Designs

Class PQC PAKEC(s) Classical PAKE(s)
Cl CAKE [BCPT23] EKE2 [BPRO0]
2 RIWE-PAK [DAL'17] PAK [Mac02]
C3 | KV-PAKE [KV09] / GA-PAKE [AEK"22Dh] | KOY-PAKE [KOY01] / SPEKE [Jab0]

4Ye et al. [YHL13] (full-text unavailable), Ding and Fang [DF11] and Jheng et al. [JTCW18] (incomplete
works), Yu et al. [YLZ121] and Rewal et al. [RSMT23] (paid access), Zi-chen et al. [ZTJ21] and Shu et
al. [SWL*21] (written in Chinese), and Seyhan and Akleylek [SA24] (unknown assumption).
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4.2 Lattice-Based
Class C2: PAK-Style with LWE and Variants in the ROM

As previously noted, Ding et al. [DALT17] proposed the first RLWE PAKE based on
Ding’s RLWE KEX and reconciliation mechanism [DXL12]. The PAKE construction
is inspired by MacKenzie’s classical PAK and PKK [Mac02] and follows a very similar
security analysis. The variant following PAK is a 3-pass PAKE (consists of 3 messages)
and provides mutual explicit authentication. The other variant following PPK is a 2-pass
PAKE and provides implicit authentication. The security proof is given in the ROM
and the BPR model. The authors also introduce the Pairing with Errors (PWE) and
the decisional (D)PWE problems relying mainly on the H2G method for the public key
authentication, which can be reduced to the RLWE problem. In other words, the hash
value of the password is added to the public key, which results in shifting (masking) the
RLWE sample to a new one within the same lattice. A previous version of this PAKE
exists as a PhD thesis [Als16], and the first author of [DAL17], Jintai Ding, submitted a
patent later on for this construction [Din17].

Technical Description: The 3-pass RLWE-PAK protocol (Fig. 3) resembles the original
DH-based PAK protocol (Fig. 4). The client initiates the protocol by randomly sampling
sc,ec (the RLWE secret and error terms) and computing « (the RLWE public key),
v (the hashed password), m = « + ~ (the shifted RLWE sample i.e., public key), and
finally sending < C,m > to the Server. The server verifies if m € Ry, aborting if the
check fails. It then similarly samples sg,eg, computes p and recovers a = m +v'. In
the following steps, the server computes ks (DH-like key agreement) to finally compute
w = Cha(kg) € {0,1}" and ¢ = Mody(kg,w). The server sends u, w and k to the client,
who in turn checks if p € Ry, aborting if the check fails. Else, the client computes k¢ and
o. Both client and server check if the pre-keys match using two hash functions. Finally,
they can derive the session key sk¢ = skg = Hy(C, S, m, u,0,7").

Client C Server S
Input S, pw 7' = —Hi(pwe)
Sample sc, ec + X Sample ss,es < X3
o =asc +2ec € Ry 1 =ass+2es € Ry
~v = Hi (pwe) Abort if m ¢ R,

<C,m> ’
m=a+-y Em— a=m+vy
Abort if p ¢ R, ks = ass
ke = scu w = Cha(ks) € {0,1}"
o = Modz(ke¢, w) ok o = Mods(ks,w)
7/ =7 k :HQ(C,S,m,M,U,’)//)

k" = H3(C7 ‘Sa m, u, 0o, FY,)

Abort if k # Hy(C, S, m, i, 0,7")

else k' = Hs(C, S, m, p, ,7') LN Abort if & #£ k"
ske = Hy(C,8,m, u,0,7) sks = Hy(C,S,m, p,0,7")

Figure 3: RLWE-PAK [Dinl7]
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Client Server
Input: S, 7 ms[C] = ((Hi(mc)) ")
R
T ZLg
a4+ g°
v« Hi(m)
m<— -y
(C,m)
—
Abort if ~ACCEPTABLE(m)
Y <£ Zg
w<—g¥
v+ ms[C]
a+—m-v
o+ oY
k — H2(<Ca Sa m,u,o, 7/>)
o+ p M k"« Hs((C,S,m,u,0,v"))
v = ()7
Abort if k # Hy((C, S, m, u,0,7"))
kK + H3({C,S,m,p,0,9)) LN Abort if &' #£ k"

Figure 4: The PAK Protocol [Mac02]

In 2017, Gao et al. [GDL"17] proposed an integration of RLWE-PPK in the TLS library
and provided a C++ implementation in the NFLIib library, improving the performance
of the original construction in Alsayigh’s PhD thesis. Yang et al. [YGWX19] modified
this construction using a new reconciliation mechanism based on asymmetric key con-
sensus [JZ16]. The authors claim higher bit-security levels, and provide an optimized
implementation in C, stating that their construction is 12x faster than RLWE-PAK. Ren
et al. [RGW23]| (preliminary version in [RG22]) also proposed a modification of the RLWE-
PAK construction using MLWE and the CDF-Zipf [WCW*17] model within a similar BPR
security proof in the ROM, in order to model the adversary’s ability of using the PWE
assumption. The authors also provide a thorough comparison to previous constructions
showing that their PAKE is more advantageous in both bit security and performance,
most likely due to the use of their own optimally-balanced key consensus with noise error
reconciliation mechanism over MLWE. Seyhan and Akleylek [SA23] proposed the first
Learning-with-Rounding (LWR) PAKE protocol SABER.PAKE. As the name suggests,
the construction is based on module LWR (MLWR), yet the construction idea is the same
as in RLWE-PAK. The authors give a security proof in the ROM and a hybrid model
from BPR and MacKenzie [Mac02]. They provide thorough benchmarks and claim smaller
key sizes and CPU cycles than other lattice constructions. However, roughly a year later,
Cao and Liu [CL24] showed that Saber.PAKE is vulnerable against offline dictionary
attack and impersonation attack by, where an impersonating adversary can utilize publicly
transmitted hash values to test passwords at will, and thus compute the corresponding
session key. Basu et al. [BSTA23] proposed a hybrid construction from MLWR in the
ROM combined with user certificates. The authors claim that using a new reconciliation
mechanisms (modified HiHo) makes session keys unbiased and that their construction
provides resistance against key compromise attacks. They provide a security proof in the
DY threat model and provide benchmarks for key sizes, failure probability, and bandwidth.
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Class C2: Outlier

Jiang et al. [JGH'20] proposed new techniques to construct a PQC PAKE in the standard
model based on LWE and RLWE, and associated ASPH systems over a commitment
scheme. The authors suggest a new reconciliation mechanism for the LWE key agreement
and a new key-fuzzy Message Authentication Code (KF-MAC) for the final key verification.
The security proof is provided in the BPR model and does not rely on the ROM. This
3-pass construction interestingly differs from other ASPH-based PAKEs (cf. Class C3 in
the following) through its approximate key establishment, which is reconciliated later on,
and verified via a commitment scheme. We note here that most (R)LWE PAKEs with
reconciliation follow the previously described RLWE-PAK [DAL'17] approach without
using ASPHs or NIZKs. However, although this construction is more similar to those
described in the following subsection (Class C3), strictly speaking it belongs to Class
C2. Gao et al. [GDLL17] proposed an augmented PAKE in the form of a secure remote
password (SPR) protocol based on the RLWE KEX scheme of Ding [DXL12] and the
previously mentioned RLWE-PAK. The authors claim security in the UC model, but do
not provide a full proof. They implement the protocol in C++ using NFLIib. Benchmarks
for 209-bit security are compared to the classical SRP showing a 3x speed-up using RLWE.

Class C3: KOY-GL-Style with ASPHs and NIZKs (mostly in the CRS Model)

As already mentioned, the lattice-based PAKE by Katz and Vaikuntanathan [KV09] is
most likely the first PQC PAKE built from an LWE PKE. The authors showed how a
modification of the Genarro-Lindell framework [GLO03] is used to construct a PAKE from
an IND-CCA encryption scheme and an associated ASPH. The protocol consists of three
messages and relies on a CRS for a trusted setup using an LWE public key combined with
said ASPH. Mainly, the protocol parties exchange CCA secure ciphertexts, from which
they attempt to compute ASPH values and execute a reconciliation to derive a final session
key. This reconciliation first extracts a bit from the noisy ASPH value and then applies an
error-correcting code (ECC) to finish the reconciliation [JGH™20].

Technical Description: The 3-pass KV-LWE-PAKE (Fig. 5) employs an SPHF in
similar manner to the KOY-PAKE [KOYO01] (Fig. 6). First, the client runs a key gener-
ation algorithm to generate the verification key and secret (signing) key pair (VK, SK).
They proceed by setting a label and encrypting the password w to obtain the ciphertext
C := Ency(label, w;r). After receiving the message (Client| VK|C), the server computes
its own encryption of the password to obtain the ciphertext C’. It continues by choosing a
random hash key and computing the projection s’ := «(k’,label, C), sending both C’ and
s’ to the client. Upon receiving the server’s ciphertext and projection, the client chooses
it’s own random hash key to compute the projection s := «a(k,label’, C’). At this point,
the client computes a temporary session key tk := Hy(label’, C'.w) & Hy (label, C,w) and
a random session key sk. Using ECC : {0,1}} — {0,1}", an error-correcting code that
corrects 2e-fraction of errors, the client computes ¢ := ECC(sk) to finally set A :=tk @ ¢
and signs o, sending s, A and o to the server. To finalize the exchange, the server verifies
o and similarly computes a temporary session key tk’ and the following final session key
sk := ECC™'(tk' @ A).
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Client Server

w CRS: pk w

(VK, SK) «+ K(1%)

r <+ {0,1}*

label := VK]|Client|Server

C := Encyy(label, w;r) ClientVK|O, r’ «{0,1}*
label’ := ¢

C' := Encyy,(label’, w; ')
label := VK|Client|Server
kK K; s := a(k',1abel, C)

Server|C’|s’
label’ := ¢ il

k<« K; s:= alk,label’,C")

tk := Hy(label’, C",w) & Hy (label, C, w)
sk « {0,1}%; ¢ := ECC(sk)

A:=tkdc

o + Signg (C|C'|s'|s|A) RiELN

if Vrfyk (C|C"|s|s|A,0) =1
tk’:= Hy(label’, C', w) @ Hy (label, C, w)

sk := ECC™(tk' @ A)

Figure 5: Katz and Vaikuntanathan [KV09]
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Figure 6: The KOY PAKE [KOYO01]

Following this construction, a lot of CRS and ASPH PQC PAKEs were published, most
of which inspired by the same idea. Zhang and Yu [ZY17] built upon the previous work
to obtain a generic 2-pass PAKE based on a splittable IND-CCA PKE and non-adaptive
ASPH. Further, the PKE construction relies on simulation-sound NIZK proofs from
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lattices, and the concrete instantiation is also done with a splittable lattice PKE. Karbasi
et al. [KAA19] constructed the first ring-based SPHF PAKE (Ring-PAKE) building upon
the Lyubashevsky-Peikert-Regev (LPR) dual-style RLWE cryptosystem. Apart from using
RLWE instead of LWE, the construction resembles the one by Katz and Vaikuntanathan.
However neither a security proof, nor an evaluation are provided. Li and Wang [LW18]
showed how to construct a 2-round PAKE over an LWE SPHF without a NIZK in the
standard model using a CRS. They integrate the Micciancio-Peikert and Regev schemes to
design two lattice-based SPHFs. CCA-secure encryption is required on the client side, and
CPA-secure encryption on the server side, thus reducing the required weakness assumptions
for the protocol. In the following year, Li and Wang [LW19] claimed achieving a one-round
PAKE based on the same simulation-sound NIZK approach also using LWE. However, the
supposedly 1-round construction consists of two message flows, which we deem confusing,
as the previous one also had two messages and was referred to as a 2-round PAKE (cf.
Sec. 5). The authors integrate a lattice-based ASPH with adaptive smoothness into the
classical PAKE construction by Katz and Vaikuntananthan [KV13], and the ASPH scheme
is built from the IND-CCA Miccianio-Peikert Scheme [MP12] and inspired by Benhamouda
et al. [BBDQ18]. The authors present a performance comparison to [KV09] and [ZY17],
and discuss the potential applications in IoT device authentication. An updated yet similar
construction was presented by Li, Wang, and Morias in 2022 [LWM22], and the publication
also features an augmented 3-party PAKE described in a following section. Building upon
the same construction ideas, Yin et al. [YGS'20] proposed a two-round 3PAKE with
mutual authentication, however from a splittable labeled IND-CCA PKE (SPKE) and a
non-adaptive ASPH (NA-ASPH). The authors also present a 2PAKE version and compare
the security properties to other PAKEs.

Class C3: 3-Party RLWE-PAK and RLWE-PPK

Xu et al. [XHCC17] presented the first LWE 3PAKE construction using the PWE and
DPWE problems introduced by Ding et al. [DAL"17]. They build upon the RLWE-PAK
protocol to create a 3-party PAKE with mutual authentication, using the server for a
trusted setup. The authors provide a very similar security analysis in the BPR model and
an implementation using similar parameters to NewHope using the C library LatticCrypto.
They compare their work to a previous classical 3PAKE construction based on ECDH,
which they also implemented using the MIRACL library. However, we question the
applicability of the benchmarking results, as the total runtime for the PQC 3PAKE is only
0.25 ms compared to 53.3 ms using ECDH. Choi et al. [CAK™ 18] extend RLWE-PPK to
3-party setting constructing a 3PAKE protocol with implicit mutual authentication. The
authors claim ROM security based on RLWE-PPK, but do not provide a formal proof.

Class C3: Augmented 3-Party RLWE-PAK

Liu et al. [LZJY19] proposed an augmented 3PAKE based on the RLWE-PAK protocol
and refer to it as RLWE-3PAK, however using the Peikert reconciliation mechanism. The
authors rely on the ROM and provide a security proof in a modified BPR model following a
proof strategy by MacKenzie [Mac02]. They also present benchmarking results for a proof
of concept implementation in C. Guo et al. [GSGT23] proposed an augmented 2-round
3PAKE with a registration phase. The security proof is given in the ROM and the BPR
model, and the authors rely on the decisional module PWE (DMPWE) assumption over
MLWE and use the Peikert error reconciliation mechanism. Still, the protocol does not
need to send a signal in plain text, and thus mitigates the risk of signal leakage attacks.
They suggest their protocol is suitable for large networks as it has smaller key sizes.
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Class C3: Augmented KOY-GL-Style with SPHFs and ASPHs

Tang et al. [TLZ'21] constructed a 3-round 3PAKE protocol based an ASPH over ideal
lattices (RLWE). Further, the authors claim to reduce the size of ciphertexts and achieve
lower computational overhead by using the Fast Fourier Transformation (FFT). Li et
al. [LWM22] presented a 3-round PAKE based on LWE and LWR for mobile devices. They
use a CRS with an SPHF and a commitment-based Password-Hashing Scheme (PHS) over
lattices for the registration phase, and provide a security proof in the standard model.
The authors claim their construction eliminates costly NIZK methods and bypasses ROM
assumptions and provide thorough performance measurements and security parameters.

Class C3: Anonymous Augmented RLWE-PAK (Mostly 3-Party)

Feng et al. [FHZ" 18] proposed the first anonymous augmented PAKE based on the RLWE
problem with a security proof in the BPR model. The construction consists of a user
registration phase, a login and authentication phase, and also allows for a password
update phase. Dabra et al. [DBK20] addressed vulnerabilities discovered in a conducted
cryptanalysis of the former protocol and proposed LBA-PAKE, an improved lattice-based
anonymous PAKE for mobile devices with key reuse. The authors use a similar construction
to Feng et al. based on RLWE. However, Ding et al. [DCQ22] discovered a signal leakage
attack in LBA-PAKE and claimed to break the protocol in less than two minutes. Ding
et al. thus propose an improved protocol and provide a new security analysis. Islam and
Basu [IB21] proposed a similar 3PAKE for mobile devices with a registration phase called
BP-3PAKA. Similar to previous constructions, the authors build their PAKE form RLWE
with reconciliation. They implement their PAKE using the LatticeCrypto library and
compare their protocol efficiency to previous constructions based on chaotic maps® and
one time keys. Chaudhary et al. [CKS23] addressed the security vulnerabilities in the
construction of Islam and Basu and propose a new protocol following the same approach.
The authors suggest a registration method using ECC and key agreement using RLWE,
and provide a security proof in the ROM and the BPR model. They also provide thorough
performance and security comparison to other 3SPAKESs based on chaotic maps, which are
not included in our survey®. In the same year, two more works were proposed to address
signal leakage attacks including Kumar et al. [KGKD23] and Dadsena [DJRD23]. Finally,
Dharminder et al. [DRD*23] addressed the same issue with another augmented RLWE
3PAKE in the standard model providing a hybrid security proof. Both works provide
similar evaluation benchmarks and comparison to the previous constructions.

Class C3: Outlier

Moving in a slightly different direction, Wang et al. [WCLT23] combined identity based
signatures with Kyber MLWE key exchange and Peikert’s reconciliation mechanism to
construct an augmented 2-round PAKE, without the registration phase. The authors refer
to their protocol as LB-ID-2PAKA and provide a security proof in the ROM. Lastly, earlier
this year Seyhan and Akleylek [SA24] proposed a new augmented PAKE based on the
BiGISIS problem over lattices. However we were not able to review this construction due
to our insufficient knowledge regarding this specific harndess assumption.

5Chaotic maps are used as pseudo-random number generators given a seed value and have applications
in encryption. Source: https://www.sciencedirect.com/topics/computer-science/chaotic-map

We opted to only consider PAKEs based on PQC primitives, even if chaotic maps are, strictly speaking,
quantum-resistant.
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4.3 Generic Constructions
Class C1: EKE-Style with IC

In 2023, Beguinet et al. [BCPT23] proposed the first construction to transform a black-box
KEM into a PAKE in generic manner, i.e., relying on KEM properties rather than on
PQC hardness assumptions. Inspired by EKE and OEKE [BM92], the authors proposed
the CAKE and OCAKE protocols respectively and provided a security proof in the UC
framework utilizing the IC and ROM models. The idea is to encrypt the the public key
and the ciphertext using the password to provide explicit mutual authentication in the
CAKE variant. Alternatively, the ciphertext is authenticated with a key confirmation tag
in OCAKE, which provides explicit authentication for the receiver. Additionally, mutual
explicit authentication can be achieved via a key confirmation round. CAKE and OCAKE
both require KEMs that fulfill IND-CPA, public key fuzziness (Fuzzy KEM), and ciphertext
anonymity, which arguably differ from the prevailing recent KEM notions in the literature.
The authors also suggest an instantiation of the IC for CRYSTALS-Kyber public keys and
provide preliminary bit security estimations using Kyber as well. Following Beguinet et al.,
Pan and Zeng [PZ23] and Alnahawi et al. [AHHR24] presented further security analysis
for CAKE and OCAKE respectively. The two additional security proofs were presented
in the eBPR model. Pan and Zeng [PZ23] suggested the notion of ANO-PCA for the
chosen KEM and extended the security proof to handle multi-user challenges. The authors
in [AHHR24] also adapted similar anonymity and multi-user notions and formulated the
notion of KEM-PKU as a replacement for the Fuzzy-KEM property. Additionally, they
show how to formally handle password guesses in a detailed game-based proof and provide
an implementations with run-time and memory benchmarks.

Technical Description: The CAKE protocol (Fig. 7) is built similar to the classical
EKE2 protocol (Fig. 8), however using an KEM in a black-box manner instead of DH.
CAKE relies on two pairs of ICs, denoted by (E1, D) and (Es, D2), which resemble ¢,, in
EKE. Both parties share knowledge of the password pw. Alice starts by generating a key-
pair (pk, sk) and encrypts the public key using the ideal cipher Epk « FEj (ssid||pw, pk).
After receiving Epk, Bob can decrypt Alice’s message to obtain her public key, plugging it
into the encapsulation function to receive (¢, K). Bob uses Fy to encrypt the ciphertext,
sending it back to Alice. After decrypting the message E. to receive ¢/, Alice decapsulates
it to get K’ «+ KEM.Decaps(sk, ). If Alice and Bob use matching passwords, the pre-keys
match too, i.e., K = K’, and both parties obtain a matching session key SK via hashing.

Alice Bob

A, pw ssid B, pw

(pk, sk) + KEM.KeyGen(1%)

Epk + FE(ssid||pw, pw) AFpk, pk < D (ssid||pw, Epk)
(¢, K) + KEM.Encaps(pk)

¢ + Dy(ssid||pw, Ec) LEe Ec + Es(ssid||pw, ¢)

K’ + KEM.Decaps(sk, ')

SK « H(ssid, A, B,Epk, Ec, K') SK « H(ssid, A, B,Epk, Ec, K')

Figure 7: The CAKE Protocol [BCPT23]
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Alice Bob
A B
T ER [07p - 1]
A, (9" mod p)
y €r[0,p—1]
B,e (9" mod p)
K = H(A|Bllg"ll9*ll9"y) K = H(A[|Bllg"ll9*ll9"y)

Figure 8: The EKE2 Protocol [BPRO0] - adopted from [HvO22]

Class C1: EKE-Style with HIC

Dos Santos et al. [DGJ23] introduced an IC relaxation called the randomized Half-Ideal
Cipher (HIC) on a group utilizing a modified 2-round Feistel (m2f). Also based on
EKE [BM92], the authors propose a 2-round PAKE and provide a security proof relying
on the ROM in the UC framework. By extending the IC domain to bit strings, the authors
suggest instantiating their constructions with a generic KEM satisfying the security notions
IND-CPA, ANO-CCA and UNI-PK. A concrete instantiation is benchamrked with the
MLWR SABER-KEM, showing a decrease of approximately 85% in bandwidth usage
compared to Ding’s RLWE-PAK [DAL*17]. Building upon the HIC idea of Dos Santos
et al. [DGJ23], Arriaga et al. [ABJS24] proposed the Compact Half-Ideal Cipher (CHIC)
protocol. The authors utilize the m2f construction of Dos Santos et al. in white-box
manner and use a randomized value taken from the PKE public key as input. Their main
contribution is a compact m2F and bandwidth-minimal KEM-to-PAKE compiler, where
they also establish security requirements for KEM with splittable public keys. These
requirements include OW-CPA, ANO-PCA, UNI-PK, and ciphertext anonymity. The
authors extend their findings to generic EKE-KEM constructions in the BPR model and
the UC framework, claiming that IND-CPA is not sufficient for tight security proofs.
The authors instantiate the proposed protocol using CRYSTALS-Kyber (also proving the
pseudo-randomness of its public keys) and provide a C implementation with respective
performance benchmarks. The analysis of the runtime and communication overhead
indicates a 25% overahead in the initation phase, and 50% in response. Still, the authors
state that the execution times are only in the order of tens of microseconds, and that the
overhead decreases when the security parameters of the KEM are raised.

Class C1: EKE-Style without IC

Inspired by the idea of splitting a KEM public key in CHIC [ABJS24], Alnahawi et
al. [AASAW24] claim a new approach to construct a secure PAKE in the BPR framework,
completely eliminating the usage of IC. The authors use a RO to model a hash function
used to extend the password to the same length as the uniform string part of the public key
(the seed used to sample a lattice base i.e., a matrix) in LWE, RLWE, and MLWE KEMs.
While the authors rely on well studied KEM properties such as IND-CCA and ANO-CCA,
they also introduce the notions of A-Part-Secrecy (A-SEC-CCA), Splittable Collision
Freeness (A-CFR-CCA) and Public Key Uniformity (SPLIT-PKU) for splittable LWE
KEMs, which rely on the Non-Uniform LWE (NLWE) and the Weak-Hint LWE (whLWE)
assumptions. However, the authors also demonstrate several attacks on instantiations using
NIST KEM parameters, some of which lead to a complete break in security. Therefore, they
suggest several remedies to obtain secure instantiations from ML-KEM and FrodoKEM.
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Class C3: Outlier

Recently, Lyu et al. [LLH24] proposed the first UC PAKEs in the QROM, with three
passes and mutual authentication. They rely on a trusted setup using a CRS, and four
hash functions. Applying concrete LWE and isogeny group action instantiations for the
PKE and LPKE schemes yields four PQC PAKEs, of which two are in the ROM, and two
in the QROM. The ROM construction makes use of Lossy Public Key Encryption (LPKE)
on IND-CCA PKEs, and the QROM construction uses a variant called extractable Lossy
PKE (eLPKE) and utilizes some of the hash functions as PRFs. Although this PAKE
allows for the use of multiple IND-CCA PKE schemes, it is questionable whether it can be
considered a fully generic construction. This is due to the fact that the FO transformation
is used directly to lift the PKE security from IND-CPA to IND-CCA in white-box manner.
Additionally, the use of LPKE or eLPKE schemes poses further restrictions on the possible
choices for this PAKE. Nevertheless, we opted to include this work in this category, since
it is instantiated from both lattice and isogeny assumptions, and could be observed as a
semi-generic construction in that sense. Notably, Lyu et al. [LLH25] also proposed a new
PAKE compiler to transform a symmetric PAKE into an asymmetric one making use of
generic KEMs and Authenticated Encryption (AE) in the ROM. The authors claim that
their construction can be efficiently instantiated using lattice-based KEMs (e.g., ML-KEM)
and show how to apply their compiler to the previously discussed generic PAKESs, as well
as their own. Further, they provide performance benchmarks using ML-KEM and compare
their results to the aPAKE compiler of Gentry et al. [GMROG].

4.4 Isogeny-Based
Class C1: EKE-Style

Terada and Yoneyama [TY19] proposed the only EKE-like PAKE based on SIDH and
CSIDH. Hence, the authors refer to their constructions as SIDH-EKE and CSIDH-EKE
respectively. As in all EKE-style PAKEs, the protocol relies on the ROM and the IC
model. The authors provide a security proof in the BPR model with tight security bounds.
A performance comparison to the SIDH PAKE of Taraskin et al. [TSJL20] with the same
security levels (i.e., NIST lvl. 1) shows no differences when using SIDH. However, the
communication overhead drops from 2640 to 512 bits using CSIDH. On the other hand,
the computation time drastically increases from approximately 5 to 80 ms. Azarderakhsh
et al. [AJK'20] address problems regarding the indistinguishability of isogeny public keys
and illustrate possible MitM and offline dictionary attacks on [TY19], which may lead to
explicit breaks in security (cf. Sec. 10).

Class C2: PAK-Style

Taraskin et al. [TSJL20] proposed a PAK-similar PAKE based on SIDH and group
action. They rely on the ROM for their security proof in the BPR model. The protocol is
instantiated with SIDH parameter sets p434 and p503 and its performance is measured based
on total clock cycles for running SIDH and the additional PAKE overhead. Nevertheless,
the authors address the issue of the message distribution being dependent of the used
password (cf. Sec. 10), which is also found in RLWE-PAK and RLWE-PPK constructions.

Class C3: SPEKE-Style

A more recent work by Abdalla et al. [AEK™22a] builds upon the H2G idea from the
classical SPEKE protocol [Jab96]. The authors proposed two constructions, the 1-round (2-
pass) X-GA-PAKE and the 3-pass Com-GA-PAKE. Both protocols are based on restricted
effective group actions with the ability of computing the so-called quadratic twist, which
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implies the same hardness assumptions as in CSIDH. The PAKEs rely on the CRS model
and provide a security proof in the eBPR model. The authors make use of a CRS to fix two
set elements and use the password to map a tuple of elements. The protocols can also be
modified to construct other variants, e.g., by increasing the number of public parameters
in the CRS, or by using quadratic twists in the setup phase.

Technical Description: The SPEKE protocol (Fig. 10) relies on DH, where the password
is hashed into a group generator using the function f. The GA-PAKE (Fig. 9) resembles
this construction in the group action setting by mapping the password to an ¢-tuple of
elements in X, instead of one element. It utilizes a CRS with two elements (zg,21) € X2
as a trusted setup, and a password pw := (by, ..., bs) € {0,1}* that is mapped to the tuple
(2p1, ..., mp0) € XE. Afterwards, a DH key agreement is done using the basis xp; for each
1 € []. Both user and server generate random group elements and compute a set of new
elements using the DH basis, which they can exchange simultaneously. Then both compute
new elements using the exchanged sets to hash into a final session key, along with previously
generated values, the password, and their IDs. We note that this version of the protocol
is not secure, but serves illustration only. The secure protocol X-GA-PAKE doubles the
message length in the first round and triples it in the key derivation, relying on a new
assumption called SqInv-StCDH, where an adversary has to compute the square and the
inverse of its input at the same time. The Com-GA-PAKE adds a commitment from the
server before the first message, and security is reduced to standard isogeny assumptions.

User U Server S
CRS = (z9,71) € X2
pw = (by,...,bp) € {0,1}*

(ul,...,uz)ﬁge (sl,...,s,g)igf
for i € [{] for i € [{]
l'U .....'L'U
oY =y x BRI 7 1= 8 * T
for i € [{] for i € [{]

Zi = Uy *.’L’ZS

Zi = 8; *xf

s
T DW, 21, )

Figure 9: The GA-PAKE Protocol [AEKT22b]

Alice Bob
A B
T ER [17 q— 1}

A, f(w)* mod p
et

Validate Key
Y ER [17 q— 1]

B, f(w)? mod p
%

Validate Key

K = H(sID||f(w)™) K = H(sID||f(w)"™)

Figure 10: The Patched SPEKE protocol [HS14] - adopted from [HvO22]



Nouri Alnahawi, David Haas, Erik Mauf}, Alexander Wiesmaier 23

Class C3: DH-Style

In 2014, Zhu et al. [ZHS14] introduced an augmented 3PAKE without timestamps based
on the SI problem and its computational (SSCDH) and desicional (SSDDH) DH variants,
and secure one-way hash functions. The protocol consists of five messages in total, and
the authors prove its security in the CK model. They claim to achieve several security
goals including mutual authentication and PFS, as well as resisting impersonation and
replay attacks. However, their efficiency claims are based solely on the number of hashing,
symmetric encryption/decryption, and isogeny operations. In 2015 (and revised in 2017),
Zhu and Geng [ZG15] proposed a new version of their protocol building upon the same
assumptions and also providing a security proof in the CK model. However, this protocol
is a 2-party PAKE, and does not require a trusted setup.

5 Security Overview

Tab. 3 offers an overview of security properties applicable only to generic KEM-based PAKE
constructions. Since such PAKEs make use of PQC PAKEs in black-box manner, they rely
on properties that need to be satisfied by the used PQC KEM. The indistinguishability
(IND-) and anonymity (ANO-) are suffixed with a hyphen to indicate the attached attack
model (i.e., -CPA or -CCA). However, the authors in CHIC [ABJS24] opted for the notion
of OW-CPA for session key security and for ANO-PCA for anonymity, the latter of which
is also used in the CAKE and OCAKE versions of Pan and Zeng [PZ23], and Alnahawi
et al. [AHHR24] respectively. While the afore mentioned properties are well known and
sufficiently studied in the literature, some authors propose new notions to support their
formal analysis, which are, casually put, less famous. This can be seen in properties
concerning the uniformity of public keys, which are prefixed (-PK) to indicate the applied
notion. The CHIC construction defines UNI-PK as in HIC-EKE [DGJ23], which is defined
as Fuzzy-KEM in the original CAKE paper [BCP*23] and the follow-up work in [PZ23].
In contrast, the OCAKE follow-up in [AHHR24] and NICE-PAKE [AASAW24] refer to
this property as PKU and SPLIT-PKU respectively.

Table 3: Security Properties of KEM-Based Generic PQC PAKEs

Protocol IND- ANO -PK Other
HIC-EKE [DGJ23) CPA CCA UNI -

CAKE [BCP'23] CPA CPA Fuzzy -
OCAKE [BCP 23] CPA CPA Fuzzy -

Pan and Zeng (CAKE) [PZ23] CPA PCA Fuzzy Multi-User
Alnahawi et al. (OCAKE) [AHHR24] CPA PCA PKU Multi-User
CHIC [ABJS24] - PCA UNI OW-CPA
NICE-PAKE [AASAW24] CCA CCA SPLIT-PKU A-SEC / A-CFR

In Tab. 4, we present an overview of the security assurances of PQC PAKEs regarding
their design classes and properties. These are the number of rounds, security of the session
key (IND-), forward secrecy (FS), and mutual authentication (MA) for both implicit and
explicit authentication variants. The session key security is denoted by either IND-CPA or
IND-CCA depending on the underlying key agreement scheme. Forward secrecy can either
be weak (FS) or perfect (PFS). Mutual authentication is either checked or not, regardless
of the fact whether it is done explicitly or implicitly. The number of rounds indicates how
many messages are sent from one protocol participant to another (e.g., one round equals
one message). However we note that, and to the best of our knowledge, one round in
a cryptographic protocol should actually indicate one back and forth message exchange
between two parties. That is, one round consists of two messages (or passes). Nonetheless
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we opted for this presentation due to the extreme inconsistency in the usage of this term in
the surveyed papers. The reader may thus feel free to simply divide the presented number
of rounds by two, should it better suit their understanding of the term.

Table 4: Security Properties of PQC PAKE Protocols

Class Protocol Rounds IND- FS MA
Balanced
Terada and Yoneyama (SIDH-EKE) [TY19] 2 CPA PFS v
Terada and Yoneyama (CSIDH-EKE) [TY19] 2 CPA PFS v
1 Dos Santos et al. (HIC-EKE) [DGJ23] 2 CPA PFS v
Beguinet et al. (CAKE) [BCP*+23]! 2 CPA PFS X
Beguinet et al. (OCAKE) [BCP 23] 2 CPA PFS
Pan and Zeng (CAKE) [PZ23] 2 CPA PFS X
Alnahawi et al. (OCAKE) [AHHR24] 2 CPA PFS v
Arriaga et al. (CHIC) [ABJS24] 2 OW-CPA PFS
Alnahawi et al. (NICE-PAKE) [AASAW24]* 2 CCA PFS X
Zhu, Geng [ZG15] 2 CPA PFS X
Ding et al. (RLWE-PAK) [DAL*17] 3 CPA FS v
Ding et al. (RLWE-PPK) [DAL17] 2 CPA FS X
Gao et al. (RLWE-PAK) [GDL*17] 3 CPA FS v
Gao et al. (RLWE-PPK) [GDL"17] 2 CPA FS X
C2  Taraskin et al. (SIDH-PAK) [TSJL20] 3 CPA FS v
Yang et al. (RLWE-PAK) [YGWX19] 3 CPA FS v
Jiang et al. (PAKEs) [JGHT20] 3 CPA PFS
Ren et al. (MLWE-PAK)[RGW23] ([RG22]) 3 CPA FS v
Seyhan, Akleylek [SA23] 3 CCA PFS v
Basu et al. (MLWR-2PAKA) [BSIA23]? 4 CPA PFS Vv
Katz, Vaikuntanathan [KV09] 3 CCA PFS X
Xu et al. (RLWE-3PAKE) [XHCC17] 6 CPA PFS
Zhang, Yu [ZY17] 2 CCA PFS X
Choi et al. (AtLast) [CAK*18]3 5 CPA FS v
€3 Li, Wang [LW1§] 2  CPA/CCA FS X
Li, Wang [LW19] 2 CCA FS X
Karbasi et al. (Ring-PAKE) [KAA19] 3 CCA PFS X
Yin et al. [YGST20]* 2 CCA FS v
Lyu et al. [LLH24] 3 CCA ? v
Augmented
C2  Gao et al. [GDLL17] 2 CPA FS v
Zhu et al. [ZHS14] 5 ? PFS
Feng et al. [FHZT18]" 3 CPA FS v
Liu et al. [LZJY19) ? CPA FS v
Dabra et al. (LBA-PAKE) [DBK20] 3 CPA FS v
Tang et al. [TLZ"21] 3 CCA FS v
Li et al. [LWM?22]" 3 CCA PFS v
C3  Islam, Basu (BP-3PAKA) [IB21]™ 4 CPA PFS v
Abdalla et al. (X-GA-PAKE) [AEK*22a] 2 CPA PFS
Abdalla et al. (Com-GA-PAKE) [AEK"22a] 3 CPA PFS v
Wang et al. (LB-ID-2PAKA) [WCL*23]° 2 CCA PFS v
Guo et al. [GSGT23] 2 CCA FS v
Chaudhary et al. [CKS23] 4 ? PFS Vv

! Mutual authentication requires an additional key confirmation round.
2 Number of rounds excluding the initialization phase.

3 No explicit authentication with the server, only between users.

4 Applies to both 2PAKE and 3PAKE variants.

5 Excluding the registration phase.

t Anonymous PAKEs.
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6 Performance Overview

In Tab. 5 and Tab. 6 we compile information on bit-security, communication cost and
computation cost for two-party and three-party PAKESs respectively. Any values for
communication and computation cost given are rounded to three decimal places where
appropriate, otherwise values are adopted exactly as provided in their original publications.
Some publications yield multiple table rows for specific security or implementation variants
of a PAKE. Such cases may include the variant of an underlying KEM, the variant of a
security parameter set (where the values n, p and ¢ denote the security parameter of the
underlying hardness assumption), a slight variation in the implementation of a protocol or
two different protocols within the same publication. Communication cost describes the
total size of outgoing messages of a given party and is either given in bits (b), bytes (B) or
kilobytes (kB) while computation costs are either given in microseconds (us), milliseconds

(ms), seconds (s) or cycles (c).

Table 5: Comparison of Bit Security and Performance for 2-Party PAKEs

Class PAKE Security Computational Cost Communication Cost
Publication Variant Classic  Quantum Client Server Total Client  Server Total
Balanced
Torada and Yoneyama [TY19] SIDH NIST vl 1 NIST Ivl 1 80.6ms 64B 64B 1288
’ ¥ CSIDH NIST W11 NIST Ivl 1 - - 5.0ms 330B 330B 6608
) CAKE - 102bit - - - -
o
Beguinet et al. [BCP*23] CCAKE T6ab . . . .
Kyber512 - - 0.9955 - -
cl ) Kyber1024 - - - 2.039s -
P Vi 2.
Alnahawi [AHHR24] frodokem640shake - 73.057s - -
bikell = - - - 26.519s - - -
Kyber512 128bit 8dps Tdps 158us 800B 800B 16008
Arriaga et al. [ABJS24] Kyber768 128bit = 168ps 85us 253 1,184B  1120B  2,304B
Kyber1024 128bit 206us 123us 32045 15688 1,600B  3,168B
Ding et al. [DAL#17] RLWE-PAK 76bit 2981.251us  2,884.243us  6,702.656us  4,136B  4,256B  8,392B
8 et al [DALTH RLWE-PPK - 76bit - - - - - -
Gao et al. [GDL*17] RLWE-PAK >200bit 82bit 0.176ms 0.175ms 0.35lms  3904B  4000B  7,904B
: g RLWE-PPK >200bit 82bit 0.203ms 0.203ms 0406ms  3.75kB  3.875kB  7.625kB
) . pd34 5 = = = 142x10% - - -
Taraskin et al. [TSJL.20] 03 . . . . 25105 . . .
Yang ot al. [YGWX19] avx2 228bit 206bit 145,964c 137,313¢ 283277 1864B  2,502B 44568
2 Gt : portable C 228bit 206bit 294,460c 270,227c 564,687 1,864B  2,592B 44568
Jiang et al. [JGH*20] - - - 0.2s 0.71s 091s 39,990B  167,090B  207,080B
Lightweight-PAK 128bit 116bit 89.76ms 93.35ms 183.11ms 9288 L056B  1,984B
Ren et al. [RGW23]([RG22]) Recommended-PAK 195bit, 177bit 126.71ms 126.05ms 252.76ms 1,344B 1,472B 2,816B
Paranoid-PAK 263bit 239bit 174.97ms 16052ms  344.49ms  1,760B  1888B  3.643B
Lightsaber - 128bit 104,824ps  60,632us 16545645 896B 1,600B 24968
Seyhan, Akleylek [SA23] Saber - 192bit 172,427ps  97,758us  270,185us  1,344B  2,368B  3,712B
Firesaber - 256bit 257,756ps  152,232us  409.988us  1760B  3,168B 4,928
' he p=210, q=213 127bit 116bit - - - - - 2816B
b il [ESILOR] p=29, q=21 140bit 127bit B B B B 25608
Augmented
&) Gao et al. [GDLL17] - 200bit 0.286ms 0.257ms 0.543ms  3963B  4,032B  7,995B
. Without Precomputation - 2.307ps 0222715 25205 5121b  4,609b 9,730b
N
g el 10T With Precomputation - 1.184ps 0.075)5 1.250us 5121b  4,609b 9,730b
n=128 - 6.501ms 33.208ms  39.799ms  3528b 32961 6824D
Dabra et al. [DBK20] n=256 - - 17.372ms  66.094ms  83.466ms  6600b 6368>  12,968b
n=512 100bit 75bit 26.271ms  136.442ms  162.713ms  12,744b  12,512b  25256b
. o ; Classical - - 116ms 361ms 477ms 26,326h  32,950b  59,312b
G3 Wit all LBV Quantum B 116ms 473ms 580ms 20,602b  40,320b  69,922b
n=128 - - - - 4496h 4224b 8720b
Ding et al. [DCQ22] n=256 - - - 8464b  8192b  16,656b
n=512 - 39.22ms 12.65ms 51.87ms  16400b  16,128b  32,528b
Dharminder et al. [DRD*23] - - 2.297us 0.229s 2.526s - - 9,790b
Dadsena et al. [DJRD23] - - - - 2.826p15 - - 9,725b
Kumar et al. [KGKD23] - 2.297us 0.229s 2.526s 9,726b
Table 6: Comparison of Bit Security and Performance for 3-Party PAKEs
Class PAKE Security Runtime Message Sizes
Publication Implementation  Classic Quantum  Client,  Client Server Total Clienty Clientz  Server  Total
Balanced
c3 Xu et al. [XHOC17] - - 0.067ms  0.07lms  0.122ms 0.259ms -
Augmented
Liu et al. [LZJY19] - - = 3.267ms  4.155ms  2.195ms 9.617ms - - -
n=32 - - 2.27Tms 0.38ms 20.52ms 23.17Tms - kB
n=64 - - 444ms  0.63ms  63.10ms 68.17ms - - 13kB
Tang et al. [TLZ+21] n=128 - - 10.38ms  1.07ms  353.49ms 364.91ms - 24KB
c3 n=256 - 24.31ms  3.39ms 3,373.06ms 3,400.76ms. - - 48kB
n=512 82.11ms  4.62ms  45802.87ms  45,889.60ms - - - 79kB
Tslam, Basu [1B21] = = = = = = 6,315.553x10°ms 5,249 5249  9.408b  19,906b
Guo et al. [GSG*23] - - 222bit - - 0.788ms - - - 10,0808
Chaudhary et al. [CKS23] - 4.999s - 0.215us 5.214ps - - 19,226b
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7 Honorable Mentions

Strictly speaking, the following categories cannot be directly viewed as PQC PAKEs.
Nevertheless, they may be viewed as quantum-safe or at least quantum annoying due to
the inherent nature of the primitives used in their constructions.

Symmetric (Fuzzy) PAKEs

This special type of PAKEs focuses on use cases where the shared password (or credentials)
of two parties in a protocol instance are not necessarily identical, yet close enough up
to a predefined threshold. This method is mainly utilized to amend the shortcomings of
balanced and augmented PAKEs in dealing with frequent typing errors in passwords, but
more importantly when using biometric data as authentication credentials [Ott24] (e.g., iris
scans and fingerprints). Since Fuzzy PAKEs are mostly built from inherently quantum-safe
primitives (e.g. garbled circuits), they can be considered relevant in quantum-resilient
PAKE research. A recent work by Ottenhues [Ott24] presents and overview of such
symmetric Fuzzy PAKE protocols and compares their security both in theory and practice.
This overview includes one protocol built from garbled circuits [DHP*18] and two from
error correcting codes [DHP ™18, BFH™23]. Other Fuzzy PAKEs include the work of Erwig
et al. [EHOR20], which relies on oblivious transfer and robust secret sharing to obtain two
asymmetric Fuzzy PAKEs in the UC model. Further, Bauspief et al. [BSP'24] present
a modification of unlinkable fuzzy vault schemes combined with OPRFs, which can be
instantiated with lattices, to construct a protocol for biometrics-based authenticated key
exchange. The authors also provide a comparison to similar constructions including the
previously mentioned PAKEs, in addition to the works of Wang et al. [WHC™21], Han et
al. [HXL"23] (ttPAKE), and Zhang et al. [ZYL 23] (BAKA).

Quantum-Annoying PAKEs

Although quantum annoying properties do not promise full quantum-resilience, they
do provide a certain degree of resistance against quantum computers by making some
classical operations more expensive for quantum adversaries. The main idea, in the
context of PAKESs, is to make offline dictionary attacks more expensive by hiding group
elements, so that an adversary needs to compute the discrete logarithm for each offline
password guess [TES23]. That is, even if they succeeds in computing the discrete logarithm
(i.e., essentially break DH) in an online protocol session, they cannot directly relate the
computed value to a certain single password. To the best of our knowledge, the notion
of quantum annoying PAKEs is mainly found in the generic group model for discrete
logarithm-based PAKEs, and was formalized by Eaton and Stebila [ES21] based on the
classical symmetric CPace protocol, which was shown to inherently satisfy this property.
Following that, Tiepelt et al. [TES23] presented a simple modification to the classical
asymmetric KHAPE-HMQV [GJK21] PAKE protocol by adding an IC-based encryption
to one protocol message, which also makes KHAPE quantum annoying.

8 Unexplored Territory

Considering the fact that almost all of the PQC PAKESs surveyed in this paper are more or
less an adaptation of classical PAKE designs, and following the classification system of Hao
and van Oorschot [HvO22], we observe that a few designs are still unrepresented or not
fully explored in the PQC realm. However, we observe that a few classical PAKEs can still
be adapted to PQC, and had not yet been addressed in the literature. Such constructions
include, strictly speaking, PAKEs that make use of cryptographic building blocks that can
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be replaced by PQC primitives and schemes, where the password usage is not dependent
on a mathematical properties inherent to classical cryptography (e.g., password-derived
generators as in PACE or password-derived exponents as in SPR-6). Additionally, we
address some special PAKE designs, which are not inlcuded in [HvO22]. In the following
we shed some light on these designs and discuss the possibility of their PQC instantiation.

Augmented OPAQUE-Style with OPRFs

The augmented PAKE protocol OPAQUE was proposed by Jarecki et al. [JKX18] defining
the strong aPAKE functionality, primarily addressing the vulnerabilities of pre-computation
attacks. While there is still no PQ OPAQUE proposal in the literature, the original authors
did provide two general frameworks to obtain a strong aPAKE in the UC model. The
first framework is based on an authenticated key exchange (AKE) scheme and an OPRF,
whereas the second requires an authenticated encryption scheme (AE) and a key exchange
scheme in addition to the OPRF. Both versions of OPAQUE consist of a registration and
a login phase, where the OPRF is meant to hide the values associated with the password
usage during the registration. In other words, a user runs an OPRF on their password with
a server to obtain an ephemeral random secret, which they later on use as a private key
for a key exchange in the login phase. In the AKE variant, both user and server already
provide their (static) public keys during registration for later usage in the login phase.
Since an AKE with either unilateral or bilateral authentication can easily be constructed
using a PQC KEM (as shown by Bos et al. with CRYSTALS-Kyber [BDK'18]), and
there exists a number of PQ OPRFs (cf. Sec. 2), we suggest obtaining a PQC OPAQUE
adaptation for a user U and a server S as in the following outline:

Registration (with bilateral static keys):

e S chooses a fresh OPRF key k & {0,1}", a static KEM key pair (sks, pks), and
sends pks to U.

e U executes the OPRF F with S using the password 7 as input to obtain a secret
s = Fg(m). U derives a KEM key pair (sk,, pk,) from s, computes an authentication
key Kyrac = HMAC,(pks), and sends Kprac to S.

o S stores the values (sks, pks, pky), the OPRF key k, and Ky ac.

Login (with session key establishment):
e U executes the OPRF F with S using the password 7 as input to obtain a secret
s = Fg(m). U derives an ephemeral KEM key pair (sk,pk) from s then receives pk;

and Kp;ac from S and verifies Kprac.

o U encapsulates pk; into (K, Cs) and sends thei pk along with C; to S.

e S decapsulates Cs with their secret key sks to obtain K¢ and encapsulates pk, pk.,
into (K, C), (K, C,) respectively, and then send C,C,, to U.

e U decapsulates C, C,, to obtain K, K,, respectively.

o Both U and S set their final keys (session key) to K = H(K, K, K).
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Remarks: We note, and stress, that the above outline is neither verified nor formally
analyzed, and thus serves only as a rough sketch for a possible instantiation of OPAQUE
using a PQC KEM and a PQC OPRF. That being said, other variants without static
public keys (i.e., without an AKE), or using a PQC KEX (e.g., Ding’s RLWE scheme)
are very likely to be possible as well. Further, and as noted in the original OPAQUE
paper, the UC aPAKE functionality requires a non-black-box hardness assumption on
the ROM in order to extract password guesses, which automatically implies the need for
re-programming in the QROM. Last but not least, the used KEX or KEM must provide
forward secrecy (FS) and key-compromise impersonation (KCI) security. Nevertheless, an
open question remains in finding a mechanism to to derive a valid key pair from the random
secret obtained via the OPRF execution between the user and the server. Since OPAQUE
originally relies on a H2C function to map a password to an EC base generator, it seems
intuitive to resort to its adaptation to H2G settings, which is mainly found in C2 PQC
PAKE constructions (e.g., RLWE-PAK), and rightfully so, since OPAQUE belongs to class
C2 according to [HvO22]. While this might answer the question of instantiating OPAQUE
directly with a PQC primitive (e.g., an RLWE KEX), it is not clear how to realize this in
combination with generic KEMs. So far, the only existing method to construct generic
KEM-based PQC PAKEs relies mainly on an IC encryption, which differs drastically from
the public key modification (PAK-style) method. As the key generation routine in a KEM
does not usually allow for any input values, a rather uncomfortable approach would be to
use the OPRF obtained secret directly as the secret key, and apply it to the key generation
base (e.g., a lattice base matrix) to generate a public key. Another approach might be
found in using a PQC Non-Interactive Key Exchange (NIKE), e.g., SWOOSH [GdKQ™24],
that enables a white-box key generation routine, while also maintaining the non-interactive
key agreement characteristics of a KEM. Considering the scope of this paper, we deem
finding a solution an open question for future work.

J-PAKE-Style with NIZKs

The J-PAKE protocol proposed by Hao and Ryan [HR10] can be considered the first PAKE
to make use NIZKs (namely the Schnorr protocol [Sch91]) and achieve a relatively efficient
construction. The balanced J-PAKE essentially aims at providing a proof of knowledge
of the password without actually revealing it. It relies on a the juggling technique using
NIZKs, where random public keys are combined in order to achieve a vanishing effect
when both parties supply exactly the same passwords. Other variants and adaptations of
J-PAKE include RO-J-PAKE and CRS-J-PAKE proposed by Lencrenon et al. [LST16],
and sJ-PAKE proposed by Abdalla et at. [ABR'21] (sJ-PAKE replaces two NIZK proofs
by two exponentiations). Recently, Hao et al. [HBCvO23] proposed the augmented Owl
protocol addressing the limitations of SPR-6a and OPAQUE, however inspired by J-PAKE
and elevating it to an augmented PAKE. Considering the ongoing progress on realizing
secure and efficient PQ ZKP systems (including variants such as NIZKs, SNARKs etc.),
it is quite reasonable to assume that a PQC version of J-PAKE can be realized while
maintaining the original design. Intuitively, replacing the underlying KEX in J-PAKE by
a PQC scheme, and providing PQC NIZK proofs for the secrets of the used scheme might
very well yield a PQC instantiations of J-PAKE and similarly of Owl. An open question
remains as to finding a suitable mechanisms for replacing the password exponentiations
used to derive a shared key in J-PAKE, which is very likely to be coupled to the used
PQC-based NIZK system and KEX. For a generic KEM, a similar issue to OPAQUE arises
considering how to integrate said mechanism in black-box routines.
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Threshold PAKEs

In order to mitigate the risks of offline dictionary attacks following server compromise, Multi-
Party Computation (MPC) can be utilized to distribute a stored password among multiple
servers. By doing so, an attacker needs to compromise more than one server instance
bound by some threshold ¢ to reconstruct server data, and hence the name Threshold
PAKE, aka tPAKE [GJK'25]. There already exist many approaches to realize symmetric
tPAKEs from (¢,n)-MPC protocols as in [Jab01l, DRG03, ACFP05]. This idea underwent
further development and became known as Password-Protected Secret Sharing (PPSS) or
Password-Authenticated Secret Sharing (PASS) as in [BJSL11, CLN12, JKK14, JKKX16].
Recently, Gu et al. [GJKT25] extended this approach to asymmetric settings and formalized
the notion of (augmented) atPAKEs, where the password hash value is distributed among
multiple servers using a secret-sharing scheme. Whereas tPAKEs are still non-present
in PQ-settings, it is worth considering for a straight-forward adaptation as in the case
of OPAQUE. This is mainly due to the fact that the construction in [GJK'25] can be
considered a threshold version of OPAQUE, as it mainly relies on a threshold OPRF
(tOPRF). Nevertheless, we suffice with this short overview, as this specific type of PAKEs
is clearly beyond the scope of this paper.

Decoy, Honey and Oblivious PAKESs

In line with the previously mentioned PAKE designs, another approach to reducing
the threats of server compromise and credential leakage can be found in utilizing decoy
accounts or decoy passwords [ARS24]. Interestingly, this type of PAKEs addresses the
issues of password leakage in different manner than the previously mentioned designs (e.g.,
OPAQUE, J-PAKE, and tPAKESs). The original idea of Honey PAKEs, introduced by
Becerra et al. [BRRS18], introduces decoy passwords (honeywords) that are utilized to
detect password guesses. The real password is hence called the sugarword, and the set of
all decoy passwords with the real one are the sweetwords [ARS24]. Similar approaches
can also be found in the oblivious O-PAKE proposed by Kiefer and Manulis [KM15],
as well as the HPAKE (as in honey) proposed by Li et al. [LWL22]. In a very recent
publication, Arriaga et al. [ARS24] propose the SweetPAKE and BeePAKE (as in a honey
producing buzzing bee) protocols building upon the afore mentioned works and comparing
their results. Nonetheless, and again considering the scope of this paper, we suffice to
mentioning the prior constructions as possible candidates for PQC adaptation, as they
mostly provide generalized protocol frameworks in black-box manner.

9 Real World Use Cases

In the following, we establish a mapping between current PQC PAKEs and existing real
world applications, where classical PAKEs are already used. We adopt the PAKE use cases
from [HvO22], in addition to one new use case [DFG123]. That being said, we disregard a
discussion on non-PAKE alternatives, i.e., cryptographic solutions without using PAKESs,
since it is sufficiently covered in [HvO22].

Credential Recovery

Several well-known commercial IT systems including Apple iCloud, 1Password manager,
ProtonMail, and Blizzard incorporate classical PAKE protocols such as the Secure Remote
Password protocol (SRP-6a) [Wu98, Wu02] for general account access, user authentication,
or credential recovery [HvO22].
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PQC Replacement: For a straight-forward PQC replacement, such use cases arguably
require a C8 2-party PAKE with a trusted setup and a prior registration phase.

Discussion: We recall the previous observations related to the risks of pre-computation
attacks and server compromise. Thus, an augmented PAKE is especially preferable, as it
is highly recommended to register users without storing the actual password on the server.
However, most of the proposed C3 augmented PQC PAKEs are 3-party PAKEs,
whereas most C3 2-party PAKEs are balanced. Therefore, it is difficult to name
specific candidates for this use case. Gao et al. [GDLL17] explicitly state that their
PQC PAKE is an SRP-similar protocol and provide reasonable security margins
and benchamrking values for the well-studied RLWE problem. Hence, this PAKE could
be a candidate for replacing SRP-6a, should a full proof be provided for the construction.

Device Pairing

The most common applications of PAKE-based device pairing are found in situations
where it is not possible to rely on a Public Key Infrastructure (PKI). This especially the
case for relatively small devices and e-cards equipped with smart chips (i.e., embedded
and ToT), or in the context of Wi-Fi connection|[ASWZ24]. For instance PACE [BFK09]
is used in electronic IDs and eMRTDs (Machine Readable Travel Document) for secure
connection establishment with terminals and e-card readers; and Dragonfly [Har08] is used
in WPA3 for establishing a Wi-Fi connection between an access point and a client [HvO22].

PQC Replacement: Several PQC PAKE proposals claim constructions tailored for em-
bedded and IoT devices (e.g., [FHZT18, DBK21, LWM22, DRD*23, RGW23, RSM'23]).
On the design level, we believe that balanced 2-party PQC PAKEs in classes C1
and C2 are the most suitable for ad-hoc device pairing (e.g., [TY19, BCP123, ABJS24]),
where no registration is possible nor needed (e.g., Wi-Fi and eMRTDs). However,
in other use cases (e.g., smart-gadgets, smart-meters, e-mobility etc.), light weight C3
PAKEs with prior registration may also be a valid option.

Discussion: The low computational power and resource constraints of such
small devices inherently infer restrictions on the choice of a suitable PAKE. Further,
embedded and IoT devices are more prone to physical attacks such as Side-
Channel Analysis (SCA) and Fault Injections (FI), the mitigation of which comes
with additional costs both in memory and run time [ASWZ24]. Considering the already
existing extra costs of PQC schemes, the need for light weight PAKFEs with fast
execution times is an absolute must.

End-to-End (E2E) Secure Channel

E2E encryption is usually found in chat applications that mostly utilize an AKE using static
keys from a connected PKI (e.g., Signal’s X3DH). Nevertheless, some applications involving
embedded and IoT devices cannot rely on a PKI. For instance, the J-PAKE protocol is
used in Thread IoT products, Palemoon web browser, and the Smoke Chat application for
android; whereas EC-SPEKE is used in Blackberry Messager (BBM) [HvO22].

PQC Replacement: Since this use applciation may rule out a trusted setup in the
client-client case, we believe that balanced PQC PAKEFEs in C1 and C2 with PFS
and mutual authentication (e.g., [JGHT 20, SA23, BCP'23, BSIA23|) are most suitable.
That being said, use cases with a possible trusted third-party would enable the use of
augmented 3-party PAKEs (e.g., [LZJY19, IB21, RSM*23, GSG'23]).
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Discussion: Similar to device pairing, small devices require PAKEs with light weight
implementations and resistance to physical attacks. Considering the ever increasing
computational power of personal portable devices, this requirement does not neces-
sarily apply to smart-phones and tablets etc.. Still, E2E session key establishment in
both the client-server and the client-client models imposes the requirement of PFS.

End-to-End (E2E) Encrypted Backups

To the best of our knowledge, the only E2E encrypted backup application relying on
a PAKE is found in the WhatsApp Backup Protocol (WBP), which was released in
2021 [DFG*23]. WBP allows users to recover their backup keys using a password and
ultimately retrieve their chat histories from lost or broken devices. Under the hood,
OPAQUE serves as the main cryptographic protocol related to password usage. Being an
aPAKE, it enables a key exchange between a user and a server’ without revealing the
actual password to the server. Apparently, directly elevating the security of WBP
to PQ-settings requires the employment of a PQ-version of OPAQUE, or an
augmented C3 PQC 2-party PAKE (e.g., Gao et al [GDLT17]). Similar to credential
recovery, we were unable to identify other suitable candidates for this use case.

10 Observations and Discussion

Based on the conducted review, we present the most important observations and discuss
the issues related to PQC PAKE design, security, and performance.

Design Paradigms and Schemes

Evidently, finding the holy grail for PQC PAKE design is not an easy question to answer.
Especially since each design may or may not be suitable for some specific application or
on some specific platform. Further, some designs may not be attainable depending on the
choice of the PQC scheme used in the construction.

Observation 1: There are three mainstream trends in PQC PAKE design with strong
focus on LWE, RLWE and MLWE schemes (cf. Tab. 1):

o PAKE:s following the (O)EKE paradigm with focus on generic NIST PQC KEMs,
and especially ML-KEM (C1).

« PAKE:s following the PAK-suite paradigm using LWE and its variants directly and
relying on different reconciliation mechanisms (C2 and C3).

« PAKEs following the KOY-GL paradigm using SPHF, APSH, and NIZK constructions
from LWE and its variants (C2 and C3).

Observation 2: Other prominent classical PAKE designs such as in SPEKE (except
for isogeny-based GA-PAKE), SPR-6, SPAKE, (Au)CPace, OPAQUE, and J-PAKE are
currently non-present in the PQC realm, some of which we had already addressed in Sec. 8.

Observation 3: Save for a few exceptions (e.g., PAKEs based on splittable KEMs), we
are yet to witness the birth of a new paradigm in PQC PAKE design that is more than a
mere adoption or adaptation of classical ones.

"Precisely, the server only relays user messages to a HSM (Hardware Security Module), with which a
user establishes a secure session.
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Observation /4: As seen in lattice PAKEs from the classes C2 and C3, There exists a
plethora of either RLWE-PAK, or LWE ASPH PAKESs, but the main contribution is more
or less restricted to performance or security improvements. Ultimately, it appears that

the prevailing tendency is set on the lattices, especially because of the standardization of
CRYSTALS-Kyber as ML-KEM.

Observation /4: Isogeny-based PAKEs are remarkably under-represented and there are
no code-based PAKEs at all. Thus, it is worth investigating, whether other more isogeny
PAKEs are attainable; and whether code-based PQC primitives are also a viable option.

Discussion: Mainly, the lack of diversity in PQC PAKE design paradigms can be traced
back to the fact that many classical PAKE designs are tightly coupled to password usage
within the DH paradigm. This can be clearly seen in the absence of approaches
relying on secret key exponentiation or base generator modification (H2G and
H2C) using the password or a password derived value. Here, we differentiate
between multiple cases w.r.t the chosen PQC scheme in a PAKE construction.

KEMs: Briefly put, and regardless of the underlying primitive, generic KEMs cannot sup-
port any design operating (mathematically speaking) on the underlying PKE level. These
designs include base mapping subroutines, password-derived generators and password-
derived secrets. This is clearly due to the fact that the KEM algorithms are used
as a black-box interface within the PAKE protocol, and should not be utilized
in white-box manner. For instance, utilizing the password within the ML-KEM key
generation routine to obtain a new lattice base defeats the purpose of a black-box design,
and ultimately restricts the PAKE to concrete hardness assumptions.

Splittable KEMs: In this case, the only KEMs available are those based on lattice LWE
primitives and variants (e.g., RLWE and MLWE), where the lattice base is a bit-string seed
appended (or prepended) to the public key. Still, splittable KEMs do maintain the provided
algorithm interface in black-box manner, and thus do not support operations within the
underlying PKE. That being said, designs of splittable lattice-based KEM-PAKFEs
do not seem to apply to KEMs from other hardness assumptions.

Lattices: Using PQC primitives directly does indeed offer more flexibility in PAKE design,
as observed in PAK-style LWE and RLWE PAKESs, where the H2G method is used to shift
the public key. Nevertheless, other approaches remain difficult to obtain from LWE and
variants, as they do not support the exact operations as in discrete logarithm
DH or ECDH. Another obstacle is that most RLWE schemes still require a recon-
ciliation mechanism. Thus, it is worth investigating, whether NIKE PQC schemes like
SWOOSH [GdKQ™24] can be utilized for a DH-like PAKE design.

Isogenies: While isogenies strongly resemble ECC, classical approaches cannot be directly
translated to SIDH and CSIDH, as sufficiently discussed in [AJKT20]. According to
Azarderakhsh et al. [AJKT20], and unlike their classical DH-based counterparts, EKE-
style, PAK-style, and J-PAKEFE style isogeny-based PAKFEs are not secure.
Further, the secuirty of SPEKE-style and Dragonfly-like isogeny PAKEs is
rather questionable, since they are difficult to realize when hashing into public keys.

Design Simplicity (or Complexity)

The construction of cryptographic schemes as such is a very delicate endeavor surrounded by
many obstacles and pitfalls. This task is equally difficult, if not more, for quantum-resistant
asymmetric key exchange schemes and PAKEs in particular.
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Observation 1: Direct designs from lattices and isogenies are already of very complex
nature stemming from the underlying harndess assumptions. This is especially the case
for many LWE schemes and variants that require key reconciliation via signaling.

Observation 2: Design complexity becomes even more entangled when adding idealized
objects with sophisticated oracles such as the (Q)ROM and the IC. To a certain degree, this
complexity becomes overwhelming when SPHFs and NIZKs are thrown into the equation
as well, which makes the peer-review process extremely difficult.

Discussion: We argue that generic constructions relying on proven abstract security
properties rather than direct hardness assumptions (as discussed in Barbosa et
al. [BGHJ24] and Januzelli et al. [JRX24]) may reduce the overall complexity, and even
make the peer-reviewing process easier and more reliable. That is especially the case for
PQC schemes and protocols, as their security has not matured to the level of classical
cryptography yet. Further, generic designs enable realizing frameworks that
support interchangeability and adaptability in the case of sudden breaks and the
emergence of new threats.

Hybrid Schemes and Crypto-Agility

Several governmental bodies and institutions (e.g., NIST, BSI, and ETSI) recommend a
transition to PQC in the near future. Nevertheless, they also recommend applying hybrid
schemes (PQC combined with classical cryptography) due to the skepticism still surround-
ing the new PQC KEMs and digital signatures. In line with this recommendation, several
hybrid KEMs were proposed (e.g., KEM Combiners [GHP18] and X-Wing [BCD™24]).

Observation 1: There is still no clear answer to the question of finding a generic approach
to construct a hybrid PAKE [KR24].

Observation 2: Very recently, both Hesse and Rosenberg [HR24], and Lyu and Liu [LL24]
(almost simultaneously) addressed this issue and proposed a PQC PAKE combiner and a
hybrid PAKE framework respectively.

Discussion: While these works claim to have obtained a generic recipe for hybrid
PAKEs using parallel and sequential (or serial) combiners in the UC model,
both are still not peer reviewed, which makes verifying their results to the time of
writing this paper rather difficult. This questions becomes even more difficult, since Hesse
and Rosenberg show the impossibility of achieving a parallel combiner with
minimal overhead using the existing PQC PAKEs. Similarly, Lyu and Liu claim
that a parallel combiner requires both used PAKEs to satisfy the properties of
a full DH-type PAKE, which so far can only by obtained from group action isogenies
in the PQC realm. Thus, it is worth investigating, how generic KEM PAKEs can be
optimized to support hybrid PAKE designs. Optimally, such designs should also allow
for an interchangeable KEM usage in plug-and-play manner and consequentially enable
crypto-agility in sophisticated manner [ASW22].

Semantic Security

Regarding the semantic security in PAKESs, many questions still surround the properties
needed from PQC schemes to realize secure PAKEs. Most efforts, although not exclusively,
address the analysis of generic designs.
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Observation 1: It was usually believed that schemes fulfilling CPA security are sufficient
for building secure PAKEs [Jar22]. However, it was recently argued that CCA security is
required for tighter proofs [ABJS24]. Therefore, it is still an open question, whether it is
possible to achieve a secure PAKE solely from IND-CPA security.

Observation 2: Generic KEM constructions need to additionally address novel notions
such as public key uniformity, anonymity, and robustness. Although these notions are
increasingly reaching a rather stable state in the literature (e.g., [Xag22, GMP22, MX23,
CDM23, Sch24, BCD™24]), it is yet to be seen how their potential can be fully leveraged
in generic PQC PAKE design.

Observation 3: Almost all PAKE designs still need to address the issues arising from
classical IC and ROM usage.

Observation 4: Efficient designs and proofs in the standard model are strongly wished for.
This might however be extremely difficult to achieve with many schemes relying mainly on
hashing and permutations.

Discussion: Based on the attained level of maturity in PQC PAKE design, it is not
audacious to suggest that future constructions should not rely on non-quantum-safe models
or assumptions. Surprisingly, the overwhelming majority of the PAKESs reviewed in this
paper rely on the classical ROM, and only a few make use of abstract security notions
(cf. Tab. 1 and Tab. 3). Whereas QROM proofs are starting to emerge, it is still not
foreseeable when, and if the QIC is something that can be considered in the future.

Public Keys and Passwords

The relation between public keys and password in PAKEs is indeed long-lasting, yet
delicate and fragile at the same time. Almost all authentication methods in PAKESs involve
applying the password to the public key in some shape or form.

Observation 1: C1 EKE-like constructions encrypting the public key with an IC may
suffer from vulnerability to offline dictionary attacks [AJK™20].

Observation 3: In C2 PAK-like constructions, the modified public key message distribu-
tion is directly dependent of the password due to the H2G password usage [AJK™20].

Discussion: Essentially, public keys need to be indistinguishable from random bit strings,
which may not be the case for PQC keys yielding a certain structure [AJK*20] such as,
say a Kyber public key [AASAW24]. The public key uniformity notion is meant to address
this issue in theory, however practical instantiations and implementations need to either
work around this problem, or find a way to make the public keys unstructured in some
sense. Further, extracting information about the password from the public key message is
assumed to be infeasible, yet it may still be possible to obtain partial information about
the used keys, as discussed in the following for leakage attacks.

Tight Bounds and Reductions

Following the previous discussion, security bounds in formal proofs usually provide an
average estimation of the expected success probability for attacks targeting a scheme.
Therefore, tight bounds and better reductions are obviously of great importance.
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Observation 1: Reducing the need for idealized objects, or providing proofs in QROM
and QICM is a future work for almost all PQC PAKEs (cf. Tab. 1).

Observation 2: In the absence of an IC, it is not possible to prove knowledge of any in-
formation about an adversary’s interactions with public keys in security proofs [AASAW24].

Observation 3: It might be hard to enumerate the number of passwords that can be
ruled-out through active password guessing [AASAW24]. In cases where the key pairs
are generated honestly, it is rather easy to deal with guesses targeting key derivations or
hashing on the final key. However, password guesses under unknown secret keys are
difficult to handle, where the initiator’s key pair was generated maliciously.

Observation 4: It is hard to formulate a hardness assumption bound to the number of
password guessing queries for an unknown number of malicious key pairs [AASAW24].

Discussion: PQC KEMs mainly differ from bare primitives in the fact that they cannot
yet apply self-reducible [KTAT20] properties to remove multiplicative factors in multiple-
queries for certain security properties [ACH"24]. Random self-reducibility allows
for independent instances of a property to be reduced to one, thus leading to
tighter reductions. For instance, the multiplicative factor for the number of queries
on an IC directly affects the bounds on public key encryptions [PZ23, AHHR24]. That
being said, a PQC KEM with a tight proof of multi-instance security would solve this
problem. For a RO, one should consider how to deal with queries on public
key modifying or masking operations that allow for offline dictionary attacks.
Lastly, RO reprogramming is probably not necessary, but the QROM still needs to
simulate real session keys using a decision oracle. Some authors argue that classical
output transfer is acceptable if the extraction is possible using recent online extractability
techniques. An open question is also if quantum rewinding is applicable in PAKE proofs
that rely on rewinding.

Sufficient Analysis and Unknown Attack Surfaces

As observed in the case of LBA-PAKE [DBK20], the authors attempted fixing vulnera-
bilities in a previous construction [FHZ'18], yet introduced a signal leakage attack on
the PWE assumption that lead to full key recovery [DCQ22]. This can also be seen in
the case of BP-3PAKA [IB21], which was addressed in follow-up works by Chaudhary
et al. [CKS23], Kumar et al. [KGKD23|, Dadsena et al. [DJRD23], and Dharminder et
al. [DRD723]. The common denominator among these examples is that they all suffered
from signal leakage attacks.

Observation 1: Constructing complex PAKEs from relatively new hardness assumption
may introduce new attack services.

Observation 2: New attacks are not restricted to the used security models, but can also
target the underlying schemes cryptographically and physically.

Observation 3: Most anonymous PQC PAKE proposals suffer from vulnerabilities against
impersonation attacks, stolen smart-card attack, password guessing attack, and sometimes
even fail to provide user anonymity or non-traceability (cf. Sec. 4).

Observation 4: Many augmented PAKEs do not explicitly address the possibility of
pre-computation attacks, where an attacker can leverage the password dictionary for an
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offline pre-computation attack before compromising the server (cf. Sec. 4).

Discussion: Assuming the soundness of a certain hardness assumption and its usage
in proof reductions (e.g., PWE to LWE via H2G), works building upon it need to pay
special attention to practical threats, and not only theoretical assumptions. Moreover,
since anonymous communication is required in real world use cases such as elDs and
e-healthcare [ASWZ24], we believe that the work on constructions with more rigorous
formal and physical analysis, as well as weaker assumptions is highly required.

Implementations, Performance and Standardization

Since research surrounding PQC PAKEs is still in its early stages, there are not sufficient
driving factors such as the NIST PQC standardization etc.. Thus, comparing performance
and finding a baseline for the different styles of PQC PAKEs is an open problem.

Observation 1: Testing and benchmarking projects are missing in PQC PAKE research.

Observation 2: Many works do not provide clear experimental results and do not directly
address the security guarantees and assumptions of their constructions (cf. Sec. 6).

Observation 3: Different papers providing performance indicators widely differ in the
measurement setup and used units (e.g., clock cycles, milliseconds or computational cost
etc.), and the benchmarking environments also differ in their computational capabilities
(cf. Sec. 6). Hence, it is extremely difficult to make any accurate statements
regarding which constructions is more secure or can perform better under
which circumstances.

Observation 4: Many experimental results and benchmarks, especially for LWE and
RLWE PAKEs seem unreasonable or rather unconvincing (cf. Sec. 4).

Discussion: Similar to projects aimed at PQC KEMs such as the Open Quantum Safe
(OQS) project [SM16] and pqm4 [KRSS19], there is an urgent need to make an effort
to provide reproducible performance benchmarks for different PQC PAKEs on various
platforms, making them also comparable and comprehensive. Moreover, governmental
bodies and institutions should aim at standardizing PQC PAKESs, and ultimately provide
a guideline for security and performance evaluations.

11 Conclusion and Future Work

In this paper, we extensively reviewed and systematized nearly 50 PAKE proposals based
on PQC hardness assumptions and PQC KEMs. Conclusively, only a small percentage
of these works offer ground-breaking novelty in terms of design paradigms, as the major
contributions are focused on optimizations of existing ones. Further, most PQC PAKEs
heavily rely on the RO and the IC models, and need to either address these models in
quantum settings, or eliminate their usage completely to achieve real post-quantum security.
Nevertheless, some works were able to shed some light on undiscovered security issues
or unknown attack surfaces. Compared to direct approaches, generic PAKEs utilizing
PQC KEMs seem more attractive, due to their simpler designs and manageable interfaces.
However, they often pose more requirements w.r.t. the security notions of the used KEMs.

Considering the discussion and summary of our review, a pressing order of business
for future work would be an offical project providing a unified hardware and software
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framework for PQC PAKE implementation and benchmarking. Further, a such project can
actively integrate and test PQC PAKEs in real world applications in order to evaluate their
claimed suitability for certain use cases, and investigate their physical security. Moreover,
hybrid schemes can also be considered in such evaluations to assess their applicability
and feasibility for future cryptographic migrations. On the theoretical side, future PQC
PAKESs have to consciously aim at designs with crypto-agility, where building blocks are
at least interchangeable, if not updateable. That being said, the most urgent future work
concerns these very building blocks. As previously observed, we believe that KEM security
properties and idealized objects should get special attention. That is on the one hand
to actively involve abstract security notions in PAKESs for tighter reductions and simpler
designs. On the other hand, to follow up on quantum lifting techniques for the IC and the
ROM. A slightly different approach could be found in designing PAKEs that are non-reliant
on such models, which could be the more difficult path, yet the one bearing the most fruit.
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