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Section One:

Introduction to Digital Certificates

1.  Why are digital certificates important for libraries
and campuses?

® There is a national movement to use digital certifi-
cates to authenticate and authorize secure interac-
tions over the network.

® Digital certificates provide a single method of
authentication and access control for all internal,
academic, and administrative applications.

® Digital certificates provide a single method of
authentication and access control for remote faculty
and staff and for remote applications, including
applications being developed for Internet2.

® Digital certificates provide a mechanism to integrate
and consolidate a wide variety of disparate access
management systems into a single, standards-based
system.

® Digital certificates are easy to use and are already
supported by all Web browsers.

* Digital certificates provide encryption capability.

®* The public-private keys used with digital certificates
can be used to develop digital signature services for
administrative applications and electronic mail.

2. What are digital certificates? What do they do?

Digital certificates are digital files that certify the identity
of an individual or institution seeking access to com-
puter-based information. In enabling such access, they
serve the same purpose as a driver’s license or library
card. The digital certificate links the identifier of an
individual or institution to a digital public key.

3. What is a digital “public key”?

The combination of standards, protocols, and software
that support digital certificates is called a public key
infrastructure, or PKI. The software that supports this
infrastructure generates sets of public-private key pairs.
Public-private key pairs are codes that are related to one
another through a complex mathematical algorithm. The
key pairs can reside on one’s computer or on hardware
devices such as smart cards or floppy disks.

Individuals or organizations must ensure the security of
their private keys. However, the public keys that
correspond to their private keys can be posted on Web
sites or sent across the network. Issuers of digital
certificates often maintain online repositories of public
keys. These repositories make it possible to authenticate
owners of digital certificates in real time. For example,
publishers, as service providers, will want to authenti-
cate the digital certificate of a faculty member or student

in real time. This is possible by verifying the digital
signature using the public key in the repository.

4. 1 understand that many campuses and services are
using Internet protocol (IP) addresses or usernames
and passwords, or both, to manage restricted access to
resources. Why don’t we continue using these tech-
niques?

These two approaches—IP addresses, and usernames
and passwords—have significant shortcomings.

= IP address authentication is increasingly difficult to
maintain and does not accommodate remote access.
Since an IP address identifies a machine, not a
person, this technique is best used with very low-
security applications.

= Username and password solutions do not scale, and
they pose security risks. Passwords moving across
the network as clear text can be read using public
domain software and then misused. People often
forget passwords, make all passwords the same, and
share them. Passwords will continue to be used for
network security and access control, but, increas-
ingly, their use will be combined with other security
mechanisms, or limited to very small user popula-
tions and low-risk applications.

5.  How are certificates issued?

Digital certificates are issued by certificate authorities,
just as state governments issue driver’s licenses. There
are several public companies in the business of issuing
certificates. Also, many campuses are setting up their
own certificate authorities and issuing certificates to their
faculty members, staff, and students. This is similar to
campuses issuing ID cards to the members of their
communities. How campuses issue certificates will
depend on the technical infrastructure and institutional
policies that are established. Certificate authorities are
responsible for managing the life cycle of certificates,
including their revocation.

6. Why is the process of issuing digital certificates so
important?

The process defines how a certificate authority estab-
lishes that a person or institution is who they say they
are. Certification may require recipients to appear in
person and to present pictures, birth certificates, or social
security numbers. Certificates that are issued after
rigorous authentication will be more trustworthy than
certificates requiring little or no authentication.




Section Two:

Digital Certificate Infrastructure Requirements for the User

7. I have heard that Web browsers are an important
part of the infrastructure for digital certificates. What is
the relationship between the browser and the digital
certificate?

*  All major browsers come with the ability to store
certificates and to deliver them to remote Web based
applications.

* Digital certificates are part of the Secure Socket
Layer (SSL) protocol, which enables secure elec-
tronic transactions on the Web.

8. How will students, staff, and faculty members
receive their digital certificates?

Students, staff, and faculty members will receive digital
certificates, usually on floppy disks or smart cards, from
their institutions. Each certificate will verify the identity
of its holder and confirm that he or she is a member or
affiliate of the institution that issued the certificate.
Certificates are usually valid for one to two years.

Section Three:

9. How many digital certificates is a student or
faculty member likely to have?

Individuals will probably have several digital certificates
with associated key pairs. One digital certificate may
authenticate an individual as a member of an associa-
tion. Others may authenticate a person as a customer of a
particular bank or as a member of a campus community.
Yet another might identify an individual to the federal or
state government. Just as we carry many pieces of
identification with us today, we are likely to have many
certificates for use in cyberspace.

10. Where will faculty members and students store
their private keys?

Individuals will be responsible for storing and protecting
their private keys. Web browsers currently provide
limited tools that do this for users. Individuals who use
one primary machine, such as a laptop, will probably
store their private keys on their computers. Individuals
who frequently move from machine to machine, such as
students, will probably store their private keys on small
storage media such as floppy disks or smart cards.

Digital Certificate Infrastructure Requirements on the Campus

11. How does a campus prepare to set up a certificate
authority on campus?

There are three major components of the public key
infrastructure:

®  Certificate Authority (CA). The CA provides all of the
services required to issue, store, manage, and revoke
certificates for an institution.

* (LDAP) Authentication Database. A lightweight
directory access protocol (LDAP) database stores
information about people and servers that have
been authorized to receive certificates. Typically, the
directory contains a unique identifier for the
individual, associated demographic information,
and, once the certificate is issued, the public key.

®  Attribute Server. An attribute server is an optional
component that may be used to exchange informa-
tion that is not contained in a certificate but may be
needed for authorization decisions.

Figure 1 illustrates that methods for access used on
campus—Kerberos, passwords, and in-person ID—can
be integrated with the digital certificate infrastructure.

Current methods rely on some form of directory service
to authenticate a campus user for access to a service or
resource. In this illustration, the University Directory
Service is represented by the LDAP Authentication
Database.
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12. What s in a digital certificate?

The contents of a digital certificate are prescribed by the

X.509 standard, developed by the International Stan-

dards Organization (ISO) and adopted by the American

National Standards Institute (ANSI) and the Internet

Engineering Task Force (IETF). The latest version is now

X509 v3. The principal elements of a digital certificate are

as follows:

= \ersion number of the certificate format

= Serial number of the certificate

= Signature algorithm identifier

= Issuer of digital certificate: a certificate authority
with URL

= Validity period

= Unique identification of certificate holder

= Public key information

13. Are there other characteristics of digital certifi-
cates—besides authentication and authorization—that
would make digital certificates very attractive to
libraries and publishers?

There is a subclass of certificates, called anonymous
certificates, which allow researchers to search and
retrieve information in privacy. Libraries have tradition-
ally upheld, and researchers have come to expect, the
right to privacy in research.

14. What is an example of the flow of information
between a publisher’s server and a user’s computer in
using digital certificates?

a. (See figure 2). The client attempts access to a con-
trolled resource from a publisher, such as a database
or digital library, usually through a Web interface.

b. The publisher’s server asks the client to present a
certificate.

¢. The client presents a certificate, and the publisher’s
server verifies that the certificate
®* isissued by a recognized certificate authority,
®  asserts that the holder is a member of a licensed
institution, and
®  has not been revoked.

d. The publisher extracts a URL from the certificate,
which provides the means to retrieve from the
campus or library additional information (at-
tributes) needed for authorization decisions.

e. The publisher then connects to the specified
attribute server using the prescribed secure protocol,
presenting its own X.509 certificate to establish the
secure connection. The attribute server verifies that
the publisher’s certificate is valid and uses the
publisher’s identity to determine access permissions
from the information in the directory service.

f.  The attribute server executes the query. The result of
the query is presumed to be a list of attribute name-
value pairs, including the service type or access
authorized for the individual. The list of results is
returned to the publisher.

g. The publisher looks at the value(s) of the
“ServiceClass” attribute. If at least one value is valid
for the publisher and service requested, the user is
granted access. The precise access rights may
depend on the ServiceClass attribute value(s), the
institution to which the individual belongs, and
other factors (e.g., number of current users).

15. How does a top root-level authority, such as
CRENs, fit into the infrastrucutre?

The CREN certificate authority service is a top root-level
service that issues certificates to organizational certificate
authorities. CREN does not issue certificates to individu-
als. Top root-level certificate authority services establish
a basis for trust among institutional participants, and
between institutional participants and any non-educa-
tional entity with which they exchange information. This
eliminates the need to establish multiple one-to-one
relationships. More information about how to establish
campus certificate authorities and how to obtain a CREN
institutional certificate is available at http://
www.cren.net.

Certificate

Authentication

Directory Request

Service

HTTP Server

Request
Certificate ()

N

Service
Class

Content

Request content

Content

Fig. 2




Section Four:

Resources to learn more about this topic
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Web sites for general
reference

Commonwealth of Massachusetts/ Information
Technology Division, Legal Department PKI Site:
http://www.magnet.state.ma.us/itd/legal/
pki.htm.

Guidelines for Constructing Policies Governing the
Use of Identity-Based Public Key Certificates:
http://internetcouncil.nacha.org/CARAT/.

Internet Council of the National Automated
Clearing House Association (NACHA): http://
internetcouncil.nacha.org.

JSTOR Discussion: http://www.jstor.org/about/
remote.html.

MIT’s Introduction to Certificates: http://
www.ai.mit.edu/~mpf/ocean/java-beta/docs/
guide/security/cert2.html.

National Institute of Standards and Technology
(NIST). NIST is taking a leadership role in the
development of a Federal Public Key Infrastructure
that supports digital signatures and other public
key-enabled security services. http://csrc.nist.gov/
pki/.

Summary of Electronic Commerce and Digital
Signature Legislation by the Information Technol-
ogy and Electronic Commerce (ITEC) Law Depart-
ment of McBride, Baker and Coles: http://
www.mbc.com/ds_sum.html.

Thawte FAQ on Certificates: http://
www.thawte.com/support/crypto/certs.html.

Verisign’s Introduction to Public Key
Cryptogrophy: http://www.verisign.com/
repository/crptintr.html.



Contact Information

Corporation for Research and
Educational Networking (CREN)

CREN is a nonprofit, member based organization that is dedicated to
supporting the needs of networking and information technology
professionals in the higher education community. Specific responsibili-
ties of the organization include developing seminars, workshops, and
educational and training materials that train faculty, staff, and students
in strategic technology areas. CREN is deploying a top-level certificate
authority service for the benefit of resource sharing among the higher
education community.

1112 16th Street NW, Suite 600

Washington, DC 20036

phone: (202) 331-5366

e-mail: cren@cren.net Digital Library Federation (DLF)
Web: http://www.cren.net

N——  The Digital Library Federation (DLF) was founded in 1995 to establish
the conditions for creating, maintaining, expanding, and preserving a
distributed collection of digital materials accessible to scholars,
students, and a wider public. The Federation is a leadership organiza-
tion operating under the umbrella of the Council on Library and
Information Resources. It is composed of participants who manage and
operate digital libraries.

1755 Massachusetts Ave, NW, Suite 500
Washington, DC 20036

phone: (202) 939-4750

e-mail: info@clir.org

Web: http://www.clir.org/diglib/dIfhomepage.htm




