Annex 1

National Reports for the CEF action on the Right of
access



Table of content

gL qoTo [0 Tod o] o RSSO 3
Commonly-built questionnaire to be addressed to controllers ...........cccovvevieiii i, 4
) B USSR 13
2T SRR 23
CZ S A et ettt Re Rt R et ettt tenreareere e 38
DE SAS. ...ttt ettt et Re Rttt et et e teete Rt eRe et et et e nteereareareenes 51
D Y NSRS P PR 80
I o RSP P P PRPRPR 89
B S A et Rt e Rt ettt be e be e Ee Rt e Rt et et e tentenreereares 103
B L S A et R Rt e Rt n e n bt e nteeReeEe Rt e Rt e ne et e nentenreaneares 113
E S S A ettt e te e re e te et et et e tenrenreereares 126
I AN SRS 136
R S A et Rt bbbt R Rttt e b bbbt et 147
HU S A et b e bbb Rt et e bt bR Rt R e et e bbb nrenre s 157
HR S A ettt bRttt b Ee et R e et et et et renreareas 169
ST 181
N I S 200
N P 215
T S A bR bbb bRt b ettt bbb b ens 229
LU S A bR bbb R e Rt Rt ettt ettt re e ne e 234
IS N USSR PRI 249
o T USSP 261
e Y USSR 268
NN SRS 281
Sl S A bbbttt ettt bbb b enes 296



Introduction

This Annex includes the national reports completed by participating SAs during the CEF action
on the right of access, which were taken into account to draft the main EDPB report.

For the sake of transparency the questionnaire that participating SAs built together in the first
half of 2024 to contact and obtain insights from controllers is included below. National reports
refer to this questionnaire at times.

The methodology used by participating SAs to draft the questionnaire, send it to controllers at
national level and to draft the national report is described in Section 2.2 of the main report. In
particular, the questionnaire was drafted without focus on a specific sector or type of
controllers and had a modular design so that SAs could use it in full or in part or supplement
it with sector or national specific questions.



Commonly-built questionnaire to be addressed to
controllers

Instructions for controllers to complete this questionnaire

Throughout this questionnaire, where applicable, please differentiate your responses with
regard to different groups of data subjects (e.g. where there are different communication
channels with your customers than with your employees).

1 Information about the controller
1.1 Name, address, contact information

1.2 Please provide information on
1. the company turnover in 2023 (if applicable)
2. the number of employees/staff members
3. the legal structure.

1.3 Sector specific information:

1. Please describe the sector of your activity:
[ 1 public sector
[ ] private sector

2. Do you qualify as:
[ ] micro enterprise
[ 1 small enterprise
[ ] medium-sized enterprise
[ ] large enterprise (bigger than 250 employees)
Information on these categories can be found at https://single-market-
economy.ec.europa.eu/smes/sme-definition en?prefLang=de
[ ] non-profit organisation
[ ] ministry
[ ] local authority
[ ] administrative authority/agency/office (e.g. job center)
[ 1 school / university / educational institution
[ ] other (please specify)

3. Please describe the nature of your (business) activity:
[ ] education sector
[ ] health sector
[ ] social sector
[ ]insurance sector
[ ] finance sector
[1IT sector
[ ] retail sector
[ ] logistics sector
[ ] public transportation
[ ] telecommunications
[ ] postal services
[ ] advertising sector
[ ] marketing services
[ ] entertainment sector



https://single-market-economy.ec.europa.eu/smes/sme-definition_en?prefLang=de
https://single-market-economy.ec.europa.eu/smes/sme-definition_en?prefLang=de
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2.1

[ ] information / journalism sector

[ ] scientific / historical research

[ ] credit scoring agency

[ ] public utility/infrastructure provider (e.g. energy)
[ 1 housing industry

[ ] manufacturing

[ ] other (please specify)

Main processing activities:
Which categories of data subjects are mainly concerned by your processing activities?
[ ] customers

[ ] potential customers

[ 1 employees

[]job applicants

[] children

[ ] vulnerable adults

[ ] patients

[ ] citizens (for public sector; please specify)

[ 1 applicants (for public services; please specify)

[ ] recipients (for postal services)

[ ] other (please specify)

Please provide an approximate number of data subjects concerned by your processing
activities (e.g. 100, 100.000, 2.000.000):

Which types of personal data are mainly concerned by your processing activities?

[ ] contact data

[ 1 payment data

[ ] identification data

[ ] sensitive data within the meaning of Art. 9 GDPR (please specify)

[ ] data of a highly personal nature within the meaning of Art. 10 GDPR (please specify)
[ ] other (please specify)

How many requests for access in accordance with Art. 15 GDPR did you receive in 2023
(approximately)?

What percentage do these access requests represent in regards to the rest of the data
protection requests received?
Out of the access requests received in 2023, what percentage included a request to
receive an insight into and inspection of and/or a copy of the personal data, and what
percentage included a specific request to receive information on the underlying
processing activities (e.g. for which purposes the personal data is processed)?

Documentation of compliance with requests for access

Do you document compliance with requests for access in accordance with Art. 15
GDPR? If so, please explain your process for documenting compliance with requests
for access.
Please also address your access and role management with regard to this
documentation. Where applicable, please differentiate your response with regard to
different groups of data subjects.



2.2

3.1

3.2

3.3

3.4

How long do you store information on access requests from data subjects and
associated correspondence, including the response?
If applicable, please cite any regulation you base this retention period on.
If relevant, please distinguish between requests that have been complied with and
requests that have been rejected, as well as between different groups of data subjects.

Process-related questions

Do you have a pre-defined process for handling requests for access in accordance with
Art. 15 GDPR?
If so, please describe your general process from the receipt of the data subject’s request
until you provide the access and information. If available, please provide internal process
descriptions or instructions (e.g. organizational charts, any templates used like request
or reply templates, excerpts from your records of processing activities, excerpts from
your data breach documentation). Please address in particular the following aspects in
your description:

1. The respective input channel(s) for access requests (e-mail, telephone, online form,
letter, etc.),

2. organizational units involved, including the role of the appointed Data Protection

Officer (if any) in this process and external entities/persons involved in the process

(if any), such as lawyers, consultants, etc.,

centralized/decentralized data storage and processing of requests for access,

4. in case of several establishments in the EEA Member States, the
centralized/decentralized handling of access requests,

5. the use of software to support the processing of requests for access, e.g. for pre-
sorting requests from data subjects, for internal coordination, for fully automated
provision of access (if any),

6. the use of self-service tools, for example enabling data subjects to download their
personal data themselves at any time (if any),

7. and the respective output channel(s) for answering the request (e-mail, letter, etc.).

w

Do you consider the implementation of data subjects’ rights, in particular the right of

access in accordance with Art. 15 GDPR, when digitizing your processes or when

onboarding or integrating new digital tools (e.g. new software)?

If so, please elaborate in particular:

1. (when and how) do you involve your DPO when digitizing processes,

2. do you update your record of processing activities accordingly,

3. (how) do you connect new tools or services with existing proceedings to collect
information to be provided in case of access requests,

4. (how) do you verify and ensure the assistance required by any processor engaged
in responding to access requests?

Do you monitor or systematically control the handling of requests for access under Art.
15 GDPR (i.e. the number of access requests received, the date of receipt, the
respective status of processing the requests)? If applicable, please describe the type of
monitoring and who within your organisational structure implements it.

Do you send confirmations of receipt of access requests to the data subject? If so, do
you include a note about the processing time/end of the deadline? Where applicable,
please differentiate your response with regard to different groups of data subjects.



4.2

4.3

4.4

4.5

Questions about the implementation of general requirements from Art. 12 GDPR

Via which communication channels can requests for access in accordance with Art. 15
GDPR be made to you?

Please describe where and how exactly data subjects can find information on the
relevant communication channel, as well as the precise pathway from the starting point
until the request can actually be sent to you (e.g. from the start page of your website,
how many clicks are required until the respective communication channel can be found
and the request can be sent).

Where applicable, please differentiate your response with regard to different groups of
data subjects and the different communication channels used.

In case a data subject addresses an access request to you via a channel that you have
not specifically provided for receiving such requests, do you refer such request to the
correct unit within your organisation to process it? Please elaborate.

Do you have certain requirements as to the form of the requests for access as a
condition for these requests to be handled by you (e.g. requirement for requests to be
in writing / provided through a specific communication channel)? If so, please describe
these requirements.

In case you have such requirements, do you consider compliance with these
requirements a condition for the start of the one-month-deadline in which access
requests should be handled? If so, please explain why this is the case.

In what form — and, if electronically, in which (file) format (xIs, pdf, docx, zip, other) —do
you provide information in accordance  with Art. 15 GDPR?
What are the situations where you provide access in a different format than requested?
Do you explain the reasons why you provide access in a different format to the data
subject?

Please also take the respective input channel (e.g. electronic) and group of data subjects
into account when answering.

Which data security measures do you have in place when providing access in
accordance with Art. 15 GDPR?

[ ] information regarding access requests is provided on a webpage whose authenticity
is verifiable (i.e. https)

[ ] digital access request can be filled on a dedicated webpage accessible via https
[ ] digital access request can be filled by e-mail protected by end to end encryption
[] digital access request can be filled by other means protected by end to end encryption

[ ]individuals are identified through a known and up to date elD system

[ ] individuals are identified through a scan of identity credentials collected via a secure
channel (e.g. an authenticated and encrypted webpage, an encrypted e-mail, etc.)

[ ] scan of identity credentials are stored encrypted

[ ] individuals are identified through an existing account with their usual means of
authentication or identification to the service

[ 1 a specific account is created for the request

[ ] authentication to the account use for the request is password protected



4.6

[ ] authentication to the account use for the request is password protected following the
better practice of the industry, including brute force attacks protection

[ ] authentication to the account use for the request is protected by two-factor
authentication

[ ]1information regarding request are stored encrypted

] individual is authenticated to access the answer to his or her request

] access to the request is provided through a link in an e-mail

] answers to request are made available on a website protected with https
] answers are sent by encrypted e-mail

—r—_——

[ 1an information security management system including this procedure exists
[ 1the corresponding part of the system (i.e. webpage, file management, etc.) has been
fully or partially audited
[ ]role based access control is in place
[ ] access are logged
[ ] website and application used in the process are protected against main known
attacks:

[ ] protection against DDoS attacks

[ ] protection against cross-site scripting

[ 1 protection against SQL injection

[ ] server and software (incl. CMS and plugins) are up to date
[ ] default credential have been changed

[ ] other security measures in place (please specify)

When responding to access request, do you take into account any special
characteristics of data subjects (e.g. age of data subjects, visual impairment of data
subject etc.) in light of the transparency requirements in Art. 12 (1) 1 GDPR? If so, please
elaborate on these specific measures taken.

Identification and authentication

4.7

4.8

4.9

In 2023, have you received access requests for oral information (e.g. requests to provide
information via phone)?

Do you respond to access requests for oral information?
If so, do you have specific mechanisms in place to verify the identity of data subjects in
case of access requests for oral information? Please elaborate.

How do you ensure the definitive identification of the data subject exercising the right of
access under Art. 15 GDPR? Please describe the concrete process and any minimum
identifiers you usually require (e.g. two-factor authentication, user account, (digital) ID);
if necessary, please differentiate in relation to different categories of data subjects.

Do you respond to access requests according to Art. 15 GDPR submitted via third
parties (e.g. portals for exercising data protection rights) or by someone acting on behalf

of the data subject?
Do you verify that such third parties act legitimately on behalf of the data subject? If so,
please describe the process used.

To whom do you send the information to be provided (directly to the data subject or to
the third party)?
8



4.10 What are the most frequent circumstances in your practice (if any) in which you assume

reasonable doubts about the identity of the data subject requesting access?
In how many cases out of the total number of access requests received in 2023 did you
conclude that there were reasonable doubts about the identity of the data subject?

4.11 What information do you request from the data subject requesting access if you have

reasonable doubts about the data subject's identity?
Do you request data subjects to login to an existing account?
Do you request ID documents or copies thereof?

Do you accept other methods for authentication than ID documents? If so, which
methods?

Do you impose a deadline on the data subject to provide such additional information? If
so, how long is this deadline?

Deadlines
4.12 What measures do you take to ensure that requests for access in accordance with Art.

15 GDPR are answered immediately, but in any case within one month of receipt?

4.13 What are the most frequent circumstances/cases in which you extend the one-month

deadline for processing access rights in accordance with Art. 15 GDPR?
In how many cases out of the total number of data subject access request received in
2023 did you extend the one-month deadline?

4.14 At which point during the process of handling an access request do you inform a data

subject about any delays in processing their individual request?

4.15 What was the average time (in calendar days) required to answer individual access

requests in 2023 (or in the last 10 cases if you have not received at least 10 access
requests in 2023)?

5 Questions regarding the content of access requests and respective responses
according to Art. 15 GDPR

General

5.1 How do you identify which data you need to select in the context of an access request
in accordance with Art. 15 GDPR?

5.2 Do you process pseudonymised data?
If so, how do you identify which pseudonymised data is related to the data subject
requesting access to include them in your response?

5.3 What are the circumstances in which you ask the data subject to specify their request
for access in accordance with Art. 15 GDPR?
Do you inform the data subject of the (possibly) relevant processing operations when
you ask for such specification?

5.4 Out of the total number of access requests received in 2023, how often did you ask data

subjects to clarify their request for information?

Layered approach



5.5 When responding to a request in accordance with Art. 15 GDPR, do you make sure that
the data subject is not overloaded with the information provided and can understand it
with reasonable effort? How do you ensure this (e.g. layered approach for providing
information, for example providing a list of the concrete personal data processed by
category as a first layer, then providing data excerpts from your system in a second
layer)?

How do you provide access to the data processed (e.g. bulk or single file download,
electronic or postal mail)? Please describe the according procedure.

Catalogue according to Art. 15 (1) 1 lit. a) — h), Art. 15 (2) GDPR

5.6  When providing the information in accordance with Art. 15 (1) lit. a) - h), Art. 15 (2)
GDPR, do you:
[ ] Refer to or use text modules of your privacy notice
[ 1 Update the information on the concrete purposes pursued with the processing of the
specific data subject’s data
[ ] Narrow down the information provided to processing actually applying to the data
subject (e.g. remove information on customer data processing if data subject is not a
customer)
[] Tailor the information to the concrete access request in another way (please specify)?
Where applicable, please differentiate your response with regard to different groups of
data subjects.

5.7 With regard to information on recipients of personal data (Art. 15 (1) lit. ¢) GDPR), when
do you provide concrete recipients and when do you provide categories of recipients?
What criteria do you base your decision on?

5.8 With regard to the storage period in accordance with Art. 15 (1) lit. d) GDPR:

Do you provide
[ ] concrete deletion dates
[ ] the duration of the retention period

[ ] the event triggering a specific retention period/the moment of deletion?
Do you provide this information separately for each processing operation or data
category?

5.9 Out of the total number of access requests received in 2023, how often have data
subjects objected to the content of the information provided in accordance with Art. 15
(1) 1 lit. @) — h), Art. 15 (2) GDPR / criticised its incompleteness?

Copy
5.10 If a data subject requests a copy of the personal data processed in accordance with Art.
15 (3) GDPR, do you provide:
[ ] File compilations specifically produced for the respective access request
[ ] Extracts from databases
[ ] Transcripts
[ ] Communication between you and the data subject
[ ] Full or partial documents containing the personal data
[ ] Other (please specify)

5.11 If you do provide access to documents containing the personal data:
(@ how do you select which documents you provide access to?

10



5.12

5.13

(b) in which circumstances do you include the entire document, in which circumstances
do you only include parts of such documents? On which criteria do you base your
decision (e.g. business secrets contained in such documents)?

When you provide extracts or full or partial documents containing personal data, how do
you ensure that the personal data contained therein are understandable for the data
subject within the meaning of Art. 12 (1) 1 GDPR (e.g. with an explanatory document)?

Do you provide the data subject with other ways of access in addition to providing
him/her with a copy in accordance with Art. 15 (3) GDPR (e.g. oral information, on-site
or remote access)? If so, please explain such other ways of access and elaborate on
the conditions in which you provide them. Where applicable, please differentiate your
response with regard to different groups of data subjects.

Special forms of processing

5.14

Do you grant access to non-textual personal data such as images, video (e.g. CCTV) or
voice recordings? If so, please describe the communication channels via which you
provide access, the format in which you provide access, and whether and how you
modify or alter such non-textual personal data.

Specifics and particularities

5.15

5.16

5.17

5.18

6.1

Have you taken measures to provide access to personal data with short retention
periods (for example in case the data are supposed to be deleted within 48 hours, but
handling the access request takes longer than those 48 hours)? If yes, please describe
these measures.

If there is a change in the personal data processed by you from the date of the request
until the date you provide access to such data, do you provide:
@) the personal data at the time of the request
(b) the personal data at the time of your decision to provide access
(c) information that the data has changed in the meantime?

If a data subject only requests access to parts of the data processed about them, do you
comply with such request (“partial access request”)?
In which circumstances do you consider a request to be a partial access request?
When responding to a partial access request, do you include information in accordance
with Art. 15 (1) lit. a) — h), 15 (2) GDPR?

In case of repeated requests for access within a short period of time (but not excessive
within the meaning of Art. 12 (5) GDPR), do you only provide information about changes
that occurred since the last provision of information or do you provide complete
information?

Limitations of access requests

Please list the most frequent circumstances in which you refuse to comply with an
access request, as well as the grounds you base your refusal on.
Do you inform the data subject about your refusal and the reasons?

11



6.2

6.3

6.4

6.5

6.6

6.7

6.8

7.1

7.2

Date

Which types of personal data or information on processing do you not provide in reaction
to an access request (e.g. data in backups, in your accounting, in the online shop, in
apps )2
If you do not provide certain types of data: On what legal basis do you leave out the
respective information?
Do you inform the data subject about your decision to leave out personal data and about
the legal basis for doing so0?
Where applicable, please differentiate your response with regard to different groups of
data subjects.

In which circumstances do you provide information about the identity of individuals within
your organisation processing the data subject’s personal data?

To what extent do you check whether the rights and freedoms of other people are
affected before providing access in accordance with Art. 15 GDPR and in particular
before sending a copy? Describe the procedure used, also in relation to providing
access to non-textual personal data such as images, video or voice recordings (e.g. do
you provide partial access in such cases).

Out of the total number of access requests received in 2023, how often did you limit the
information provided to the data subject due to the rights of third parties (non-disclosure,
redaction, etc.)?

Under which circumstances do you consider an access request to be manifestly
unfounded or excessive within the meaning of Art. 12 (5) GDPR?
In these cases, based on which criteria do you decide whether you should not respond
to such a request at all or charge a reasonable fee?
How do you calculate the reasonable fee and how do you inform the data subject about
such fee?

How many requests out of the total number of access requests received in 2023 did you
consider to be manifestly unfounded, how many to be excessive?

Please name the most frequent Union or Member States legal provisions you apply
when refusing (entirely or in part) to comply with access requests, if any.

Miscellaneous

Are you aware of the European Data Protection Board Guidelines 01/2022 (Version 2.0
adopted on 28 March 2023) on data subjects rights — Right of access? If so, do you
consult these Guidelines in practice?

After the publication of these guidelines, have you made any changes or additions to
your practice of processing access requests?

Contact person for further questions (name, e-mail/telephone number)
List of annexes

12



AT SA

Osterreichische Datenschutzbehorde

Introduction

1) What was the initial procedural framework of your action? Please select one or more
answers.

Fact finding:

Fact finding + determining follow-up action based on the results:

New formal investigation?; Yes

Ongoing investigation:

oo

2) If your action is oriented toward “Fact Finding” (i.e. the first two responses in the previous
guestion),

¢ Did you clearly identify the responding controllers (as opposed to obtaining anonymous
responses)? -

e Following the results of the fact-finding exercise, do you plan to launch formal
investigations relating to the right of access in the near future? If so, please provide
more detail if available. -

e If not, will this fact finding activity impact your enforcement activities and if yes, how? -

3) For all SAs: Did you use the same questionnaire for all controllers, or did you use different
guestionnaire versions for different types of controllers? If so, please indicate the
differences.

Same for all controllers.

4) For_all SAs: If applicable, please specify a) which questions of the consolidated
guestionnaire you did not include in your questionnaire version; b) in which questions you
have amended the wording of the consolidated questionnaire — please specify the
amended wording used per question.

a) We included all of them
b) No amendments other than obvious translation errors

5) For all SAs: Do you have other general comments/remarks you would like to indicate (e.qg.
with regard to your use of the questionnaire, the procedural framework selected etc.)?
Part | - Some numbers on the controllers addressed

6) How many controllers did you contact?
10

7) Out of the contacted controllers, how many controllers responded?

! Making use of the SAs formal investigatory powers in order to determine whether an infringement has occurred.

13



Please note that we would ask you to provide all of the following responses based on
the number of the controllers that effectively responded to the survey/to your

questions.

10

8) Incase of a gap between the answers to the two questions above, have you have identified
the main reason(s) of the gap?

9) Please specify the sectors of activity of the responding controllers. Please indicate the
number of (responding) controllers to whom the respective option is applicable: Please
select one or more answers.

a. Public sector:
b. Private sector: 10

10) Please specify the category? of the responding controllers. Please indicate the number of
(responding) controllers to whom the respective option is applicable: Please select one or
more answers

Micro enterprise:

Small enterprise: 2

Medium-sized enterprise: 5

Large enterprise (more than 250 employees): 3

Non-profit organisation:

Ministry:

Local authority:

Administrative authority/agency/office (e.g. job center):

School / university / educational institution:

Other (please specify):

T T Se@mo o0 T

11) Please specify the nature of the (business) activity of the responding controllers. Please
indicate the number of (responding) controllers to whom the respective option is
applicable: Please select one or more answers.

education sector:
health sector:

social sector:
insurance sector:
finance sector:

IT sector: 2

retail sector:
logistics sector:
public transportation:
telecommunications: 10
postal services:
advertising sector:

. marketing services:

entertainment sector:

S3TATTSQ@T0oo0T

2 Information on the categories in lit. a.-c. can be found at https:/single-market-
economy.ec.europa.eu/smes/sme-definition en?prefLang=de.

14


https://single-market-economy.ec.europa.eu/smes/sme-definition_en?prefLang=de
https://single-market-economy.ec.europa.eu/smes/sme-definition_en?prefLang=de

c T w»wWTQoTO

information / journalism sector:

scientific / historical research:

credit scoring agency:

public utility/infrastructure provider (e.g. energy):
housing industry:

manufacturing:

other (please specify):

12) Please specify the categories of data subjects that are mainly concerned by the processing
activities of the responding controllers. Please indicate the number of (responding)
controllers to whom the respective option is applicable: Please select one or more

answers.

AT T ST@Toao o

customers: 10

potential customers: 7
employees: 6

job applicants: 5

children: 1

vulnerable adults:

patients:

citizens (for public sector):
applicants (for public services):
recipients (for postal services):
other (please specify):

13) Please specify the approximate number of data subjects concerned by the processing
activities of the responding controllers. Please indicate the number of (responding)
controllers to whom the respective option is applicable: Please select one or more

answers.

T T Te@mo o0 o

Less than 100:

100 - 200:

201 - 500:

501 - 2,000: 1

2,001 - 10,000: 1

10,001 - 50,000: 1
50,001 - 100,000:
100,001 - 1,000,000: 3
1,000,001 - 10,000,000: 4
More than 10,000,000:

14) Which types of personal data are mainly concerned by the processing activities of
responding controllers? Please indicate the number of (responding) controllers to whom
the respective option is applicable. Please select one or more answers.

a.

—ooooT

Contact data: 10

Payment data: 9

Identification data: 7

Sensitive data within the meaning of Art. 9 GDPR:

Data of a highly personal nature within the meaning of Art. 10 GDPR:
Other (please specify):

15



All in relation to telecommunication:

Master data (4)
Traffic data (6)
Location data (3)
Content data (4)
e Usage data (1)

15)How many requests for access in accordance with Art. 15 GDPR did the responding
controllers receive in 2023 (approximately)? Please indicate the number of times the
controllers responded within the ranges set out below. Please select one or more answers.

a. Orequest: 4
b. 1-10 requests: 4

c. 11-25requests:

d. 26-50requests: 1

e. 51-100 requests: 1
f. 101-150 requests:

g. 151-200 requests:

h. 201-500 requests:

i. 501-10,000 requests:
j. >10,000 requests:

k. No information:

15.1 Did you identify any significant difference in the numbers of the responding
controllers? If so, what would be a potential explanation for this significant difference (e.qg.
number of data subjects concerned, “size” of the controller, sector)? If considered relevant,
are there any controllers that have a very high/low humber of access requests received in
comparison with the overall number of data subjects whose personal data are processed

by the controller?

Size of the controller, importance on the market, number of customers seems to be quite

indicative.

16) In 2023, for the responding controllers, what was the percentage of access requests in
regards to the rest of the data protection requests received? Please indicate the number
of times the controllers responded within the ranges set out below. Please select one or

more answers.
a. None of the requests:
b. >0-25%: 1
c. 26-50% requests: 2
d. 51-75% requests:
e. 76-100% requests:
f.  No information:

16.1) Did you identify any significant difference in the percentages of the responding
controllers? If so, what would be a potential explanation for this significant difference (e.g.

number of data subjects concerned, “size” of the controller, sector)?
Not every controller has data on this question; no big difference was noticed

16



17) Out of the access requests received in 2023 by responding controllers, what was the
percentage that included a request to receive an insight into and inspection of and/or a
copy of the personal data? Please indicate the number of times the controllers responded
within the ranges set out below. Please select one or more answers.

a. None of the requests: 3
b. >0-25%: 1

c. 26-50% requests:

d. 51-75% requests:

e. 76-100% requests:

f.  No information:

17.1) Did you identify any significant difference in the percentages of the responding
controllers? If so, what would be a potential explanation for this significant difference (e.g.
number of data subjects concerned, “size” of the controller, sector)?

18) Out of the access requests received in 2023 by responding controllers, what was the
percentage of requests that included a specific request to receive information on the
underlying processing activities (e.g. for which purposes the personal data is processed)?
Please indicate the number of times the controllers responded within the ranges set out
below. Please select one or more answers.

a. None of the requests: 3
b. >0-25%: 1

c. 26-50% requests:

d. 51-75% requests:

e. 76-100% requests:

f.  No information:

18.1) Did you identify any significant difference in the percentages of the responding
controllers? If so, what would be a potential explanation for this significant difference (e.g.
number of data subjects concerned, “size” of the controller, sector)?

Part Il — Substantive issues regarding controllers’ level of
compliance

Section on “DOCUMENTATION OF COMPLIANCE WITH REQUESTS FOR
ACCESS”

19) Please explain the main issue(s) or challenge(s) (e.g. from one to three issue(s)) that
you have identified (if any) in your evaluations/actions with respect to Questions 2.1 and
2.2 in the questionnaire for controllers:

a. Name the issue(s) identified and briefly describe it.

No issues have been identified; several controllers have a more low-level process in place,

since they very rarely, if ever, get access requests.

b. Which provision(s) of the GDPR (or national laws) does this concern?
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24(4) of the Austrian Data Protection Law includes a preclusion period of three years, after
which a data subject may no longer have the right to lodge a complaint (e.g. because it thinks
the right of access was infringed).

c. If relevant, please also refer to the relevant caselaw of the Court of Justice of
the EU or to EDPB Guidelines 01/2022 on the right of access.

d. Did you identify a potential explanation why this has been an issue for some or
all of the responding controllers?

e. What are differences that you have encountered between controllers in your
Member State?
Several controllers have a more low-level process in place, since they very rarely, if ever, get
access requests.

f.  What are possible solutions to this issue, for the responding controllers and/or
the participating SAs (e.g. follow-up actions)?

20) Are there any leading or best practices of the controllers having responded that you
would like to share?

Section on “PROCESS FOR HANDLING REQUESTS FOR ACCESS”

The questions here as the same as in the first section above. Please make sure to cover
subqguestions a) to f) as listed above.

21) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 3.1 to 3.4 in the questionnaire addressed to
controllers.

All controllers had a process for handling requests in place. Several controllers have a more

low-level process (without extensive software-use) in place, since they very rarely, if ever, get

access requests. Bigger controllers have very sophisticated processes and documentation in
place. Only a few controllers send a confirmation of receipt regarding the access requests.

22) Are there any leading or best practices of the controllers having responded that you
would like to share?

Section on “IMPLEMENTATION OF GENERAL REQUIREMENTS FROM
ARTICLE 12 GDPR”

The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.
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23) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 4.1 to 4.15 in the questionnaire addressed
to controllers.

All controllers provided adequate contact options and did not exclude any specific modes of

request. If a request is made by phone or in person (meaning not in writing), some controllers

ask the data subject to provide the request in writing if possible, but will still handle the request,
even if the data subject refuses to provde the request in writing. All controllers hade adquate
processes for identification in place.

24) Are there any leading or best practices of the controllers having responded that you
would like to share?

Section on “CONTENT OF ACCESS REQUESTS AND RESPECTIVE
RESPONSES ACCORDING TO ARTICLE 15 GDPR”

The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.

25) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 5.1 to 5.18 in the questionnaire addressed
to controllers.

Some controllers ask data subjects to specify their request, mostly if some information is

missing to attribute data from certain data bases to them. Almost all controllers provide details

on specific recipients as mandated by the ECJ decision. Most controllers use a layered
approach.

26) Are there any leading or best practices of the controllers having responded that you
would like to share?

Section on “LIMITATIONS OF ACCESS REQUESTS”

The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.

27) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 6.1 to 6.8 in the questionnaire addressed to
controllers.

Controllers generally do not give information on the identity of individuals within the

organisation processing the data subject’'s personal data. Controllers generally use the

possibility of redacting certain information if needed and do not fully reject the request for
access (but based on the numbers this rarely happened to the Controllers in question). Only
one controller has rejected a request for access in 2023 based on Art 12(5) GDPR.

28) Are there any leading or best practices of the controllers having responded that you
would like to share?
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Part Ill — Impressions on the levels of awareness and compliance

29) What is your general impression of the level of compliance of the controllers you
consulted concerning the GDPR provisions relating to the right of access?
a. Very High

b. High Yes

c. Average

d. Low

e. Very low

f. Too diverse levels to qualify

29.1) Comments (if any, e.g. differences regarding different types of controllers, such as
between public and private sectors, size, etc.):

All controllers had a process for handling requests in place. Several controllers have a more
low-level process (without extensive software-use) in place, since they very rarely, if ever, get
access requests. Bigger controllers have very sophisticated processes and documentation in
place.

30)In particular, what is your general impression of the level of awareness and
understanding of the controllers you consulted concerning EDPB Guidelines 01/2022
on the right of access.

a. Very High

b. High

c. Average Yes

d. Low

e. Very low

f. Too diverse levels to qualify

30.1) Comments (if any, e.g. differences regarding different types of controllers, such as
between public and private sectors, “size” of the controller, etc.):

The three big controllers that were part of our investigation demonstrated deeper knowledge
about the Guidelines, even though all controllers claimed to be aware of them.

31) In your opinion, which topics concerning the right of access or which parts of the EDPB
Guidelines 01/2022 on the right of access are the least-known or the least implemented

by controllers based on the results of this CEF?
Topics that are generally exceptions to the rule are naturally "lesser" known among smaller
controllers who are rarely confronted with requests for access. These include:

Access to non-textual personal data
Requests via third parties
Restrictions and limitations

Part IV — Actions by participating SAs

32)Have you already published guidance (e.g. factsheets, guidelines, Q&A) on the
implementation of the right of access? Please include any general or targeted guidance
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you have adopted (e.g. employees’ right of access; right of access exercised in the public
sector, or regarding data concerning health, etc.), including before launching the CEF?
If yes, please provide the date, link to the guidance, and a short description of the
guidance.
The AT SA has published a Q&A that includes basic information on Article 15 (but also
includes reference to the ECJ decision C-487/21). https://www.dsb.gv.at/download-
links/fragen-und-antworten.html#Art_15 (Website is in the process of being modernized, link
could therefore change as well)

Information on Article 15 in some fashion has been up on the website of the AT SA since at
least 2020.

33)Have you taken any actions (i.e., fact finding exercises, informal contact, prior
consultation, investigation, enforcement actions) towards controllers concerning the right
of access prior to launching the CEF 20247 Please provide a brief overview of the actions
you have taken and the outcome of these actions.

The AT SA is often confronted with cases about Article 15. In many cases the controller will

provide the information requested during the ongoing investigation and the case may be

closed. However, the AT SA also has taken many decisions on Article 15 including

enforcement action. Main topics of contention often included Article 15(3), Article 15(1)(c) and

Article 15(1)(h). Several cases from Austria regarding Article 15 ended up at the ECJ.

34) What action(s) are you considering to undertake based on the results of this CEF
towards controllers contacted, if any? (e.g. letter, recommendations to the controller,
further guidance, corrective measures such as orders, injunctions with or without an
incremental penalty, administrative fines). If possible, please indicate the timeline for
these actions (also in case formal investigations are still ongoing).

The formal investigations are still ongoing, however, in all likelihood the AT SA will have no

enforcement action or will give recommendations to the controller. As of now, corrective

measures are not planned.

35)In general (whether during the CEF 2024 Action or more generally when taking other
outgoing decisions or guidance relating to the right of access), how often do you rely on
or refer to the EDPB Guidelines on the right of access in your outgoing decisions or
guidance relating to the right of access?

Often

36) Do you rely on or refer to the EDPB Guidelines on the right of access in decisions related
to the exercise of other data protection rights than the right of access?
Sometimes

37) In light of your findings in this CEF, do you consider carrying out, at the level of your SA,
actions to communicate and raise awareness with respect to the content of EDPB
Guidelines 01/2022 and if yes, which actions do you consider to be preferable?

a. Yes: Yes
If “Yes”, please specify: (please select one or more answers)
i.  More online guidance: Yes
ii.  Online or remote training sessions:
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iii.  Conferences organised:
iv.  Others: please specify:
b. No:

38)In your opinion, should more actions be carried out at the level of the EDPB to
communicate and raise awareness with respect to the content of EDPB Guidelines
01/2022 and if yes, which actions would be preferable?

a. Yes:Yes
The report about this CEA with a reference to the guidelines will increase awareness.
b. No:
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BG SA

Commission for Personal Data Protection of the Republic of Bulgaria

The reasoning behind conducting an anonymous fact-finding exercise for the CEF
action.

The Commission for Personal Data Protection of the Republic of Bulgaria (the CPDP) chose
to undertake a comprehensive fact-finding exercise through this survey, with the aim of
mapping the broader landscape surrounding data access rights. Rather than narrowing the
focus to specific sectors or restricting the number of participants, the survey embraced a wide-
reaching approach to capture a diverse array of perspectives. This inclusive strategy enables
a more nuanced analysis of both citizens' awareness of their data rights across different
sectors and demographics, and of companies' and data protection officers' adherence to their
responsibilities under the GDRP.

By reaching a broad cross-section of participants, the survey offers insight into how data
protection is understood and practiced across various fields. This approach not only helps
identify patterns in citizens' knowledge and expectations regarding their data rights, but also
sheds light on the effectiveness of GDPR compliance measures within organizations. In turn,
this data offers invaluable input for constructing policies and educational initiatives that can
strengthen data protection standards across the board, ensuring that practices are equitable,
effective, and aligned with both legal obligations and public expectations. This approach aims
to reveal whether identified issues with data protection are systemic or more prevalent in
specific areas. Such insights can guide the development of more effective and inclusive
strategies to enhance data protection awareness and practices across diverse sectors.

To facilitate honest and transparent responses, the survey was conducted anonymously. This
anonymity encouraged patrticipants to share their views openly, without the apprehension of
oversight or regulatory consequences. With privacy assured, respondents were more likely to
provide candid insights into their understanding and implementation of data protection laws,
as well as their experiences interacting with data subjects. This approach effectively reduces
concerns over potential repercussions or follow-up investigations, resulting in a more reliable
data set.

The anonymous nature of the survey also underscores the value of collaboration between
stakeholders and regulatory authorities. Rather than imposing pressure to comply, it shifts the
focus toward shared, constructive efforts to improve data protection practices. By fostering
cooperation, this approach emphasizes the collective responsibility of all parties to enhance
transparency and uphold citizens' rights. In this way, it strengthens the foundation for a more
resilient and informed data protection environment.

Identified problem area.
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Based on the responses gathered from the EU survey, it appears that some citizens have a
misunderstanding regarding their personal interpretation of the right of access to personal
data. When informed by a data controller that their data is being processed, individuals
frequently interpret this notification as a signal that their data should be immediately deleted.
This confusion may stem from a few factors. For one, data controllers often use complex legal
jargon in their communications, which can leave citizens uncertain about their rights, leading
them to assume that deletion is the most effective way to regain control. Additionally, the
closely connected rights under the GDPR - such as rectification, erasure, objection, and
withdrawal of consent — can create further confusion, causing citizens to believe mistakenly
these rights are absolute and may be exercised unconditionally. As a result, for example, many
assume deletion is a default entittement upon request, overlooking that certain conditions may
limit these rights. Heightened awareness around privacy risks and distrust in data processing
may also prompt citizens to seek deletion prematurely as a protective measure against
potential misuse. The complex nature of data processing — often involving multiple parties —
can leave citizens feeling overwhelmed, leading them to view deletion as simpler and more
secure. Finally, there is a psychological tendency to equate deletion with control, as individuals
often feel that erasing data provides them with the highest level of privacy and security.
Addressing these misunderstandings is essential to help citizens more fully understand and
effectively exercise their data rights within the legal framework.

Before engaging in the Coordinated Enforcement Framework, constant proactive
measures have been undertaken to educate citizens and stakeholders about their rights under
the General Data Protection Regulation. One key initiative is the establishment of a dedicated
telephone helpline staffed by knowledgeable experts who are available to provide information
and guidance on a range of topics related to data protection and relevant national and
European data protection frameworks. This service ensures that data subjects have direct
access to professional support, allowing them to understand better their rights, navigate data
protection policies, and receive assistance on securely managing their personal data. By
offering this resource, the aim is to promote transparency and empower citizens to make well-
informed decisions regarding their personal information.

Furthermore, the CPDP has provided an extensive range of informational resources on its
website, including detailed information leaflets that guide data subjects on their rights. Links

to these resources will be included to ensure easy access:

Links available here: Data subject rights. (BG) (EN)

Links available here (BG): Advice when applying for a job (BG).

Available links here (ENG): Your personal data and the internet — advices for parents (EN).

Moreover, the CPDP has developed a variety of educational materials specifically designed
for children, such as publications, guidelines, leaflets, and informational videos. These
resources aim to raise awareness about the significance of digital safety and privacy, fostering
a culture of informed and responsible online behavior among younger audiences.
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Following the Coordinated Enforcement Action 2024 the CPDP aims to build positive
trends at the national level, based on continuing the series of targeted initiatives on enhancing
citizens’ understanding of their rights and facilitating their ability to exercise the right of access
to their personal data more effectively.

Introduction

1) What was the initial procedural framework of your action? Please select one or more
answers.
a. Factfinding: Yes
b. Fact finding + determining follow-up action based on the results:
c. New formal investigation?:
d.

Ongoing investigation:

2) If your action is oriented toward “Fact Finding” (i.e. the first two responses in the previous

question),

e Did you clearly identify the responding controllers (as opposed to obtaining anonymous
responses)? No

¢ Following the results of the fact-finding exercise, do you plan to launch formal
investigations relating to the right of access in the near future? If so, please provide
more detail if available. No

¢ If not, will this fact finding activity impact your enforcement activities and if yes, how?
No

3) For all SAs: Did you use the same questionnaire for all controllers, or did you use different
guestionnaire versions for different types of controllers? If so, please indicate the
differences.

Same questionnaire for all controllers.

4) For _all _SAs: If applicable, please specify a) which questions of the consolidated
questionnaire you did not include in your questionnaire version; b) in which questions you
have amended the wording of the consolidated questionnaire — please specify the
amended wording used per question.

a) We have excluded only the questions regarding the information about the controllers to

avoid identifying them.

b) We have not.

5) For all SAs: Do you have other general comments/remarks you would like to indicate (e.qg.
with regard to your use of the questionnaire, the procedural framework selected etc.)?

No

Part | — Some numbers on the controllers addressed

6) How many controllers did you contact?
4074

3 Making use of the SAs formal investigatory powers in order to determine whether an infringement has occurred.
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7) Out of the contacted controllers, how many controllers responded?
Please note that we would ask you to provide all of the following responses based on
the number of the controllers that effectively responded to the survey/to your

questions.

51

8) In case of a gap between the answers to the two questions above, have you have identified
the main reason(s) of the gap?

The response rate from controllers to the survey may be attributed to several factors. Firstly,

the timing of the survey during the summer period (spring-summer), when many may be on

vacation or less focused on work- related tasks, could also contribute to the reduced response.

The optional nature of the survey might have also led to less engagement.

Additionally, there could be concerns about self-incrimination, which may have deterred

participation despite that the CPDP took extra steps to publicly proclaim the lack of any follow-

up actions including formal investigations based on the survey answers.

Finally, a general distrust in public administration based on the abovementioned reason may

have played a role, with potential private respondents being hesitant to share their opinions.

9) Please specify the sectors of activity of the responding controllers. Please indicate the
number of (responding) controllers to whom the respective option is applicable: Please
select one or more answers.

a. Public sector: 38
b. Private sector: 13

10) Please specify the category* of the responding controllers. Please indicate the number of
(responding) controllers to whom the respective option is applicable: Please select one or
more answers

Micro enterprise: 2

Small enterprise: 3

Medium-sized enterprise: 2

Large enterprise (more than 250 employees): 8

Non-profit organisation:

Ministry: 2

Local authority: 7

Administrative authority/agency/office (e.g. job center): 13

School / university / educational institution: 6

Other (please specify): Judicial authority, state enterprise, district court,

medical institution (hospital facility) and a banking authority

(credit institution).

T T Se@mooo o

11) Please specify the nature of the (business) activity of the responding controllers. Please
indicate the number of (responding) controllers to whom the respective option is
applicable: Please select one or more answers.

education sector: 8

health sector: 12

social sector: 2

insurance sector:

oo o

4 Information on the categories in lit. a.-c. can be found at https:/single-market-
economy.ec.europa.eu/smes/sme-definition en?prefLang=de.
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finance sector: 7

IT sector:

retail sector: 1
logistics sector: 1
public transportation:
telecommunications: 1
postal services:
advertising sector:

. marketing services:

entertainment sector:
information / journalism sector:
scientific / historical research:
credit scoring agency:

public utility/infrastructure provider (e.g. energy): 1

housing industry:
manufacturing:
other (please specify): 18 others.

Service provision and regulation; administrative services; administration of
justice — authority of the judiciary; state administration with control activities;
management of forest areas; territorial sole executive authority with general
jurisdiction; representative of the government and the state authority.

12) Please specify the categories of data subjects that are mainly concerned by the processing
activities of the responding controllers. Please indicate the number of (responding)
controllers to whom the respective option is applicable: Please select one or more

answers.

AT T ST@Toao o

customers: 23

potential customers: 10
employees: 40

job applicants: 36

children: 17

vulnerable adults: 4

patients: 4

citizens (for public sector): 24
applicants (for public services): 19
recipients (for postal services): 2
other (please specify): f 2 other.
Students, candidate-students

Employees of tenants and subcontractors.

13) Please specify the approximate number of data subjects concerned by the processing
activities of the responding controllers. Please indicate the number of (responding)

controllers to whom the respective option is applicable

answers.

oo o

Less than 100: 3
100 - 200: 2

201 - 500: 4

501 - 2,000: 4

. Please select one or more
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2,001 - 10,000: 8

10,001 - 50,000: 7
50,001 - 100,000: 3
100,001 - 1,000,000: 5
1,000,001 - 10,000,000: 3
More than 10,000,000:

T TTa s

14) Which types of personal data are mainly concerned by the processing activities of
responding controllers? Please indicate the number of (responding) controllers to whom
the respective option is applicable. Please select one or more answers.

a. Contact data: 47

b. Payment data: 27

c. ldentification data: 43

d. Sensitive data within the meaning of Art. 9 GDPR: 21

e. Data of a highly personal nature within the meaning of Art. 10 GDPR: 8
f. Other (please specify): 2 other.

g. Students, candidate-students

Employees of tenants and subcontractors.

15)How many requests for access in accordance with Art. 15 GDPR did the responding
controllers receive in 2023 (approximately)? Please indicate the number of times the
controllers responded within the ranges set out below. Please select one or more answers.
a. Orequest: 29
b. 1-10 requests: 6
c. 11-25requests: 2
d. 26-50 requests:
e. 51-100 requests:
f. 101-150 requests:
g. 151-200 requests:
h. 201-500 requests: 3
i. 501-10,000 requests: 1
j- >10,000 requests: 1
k. No information: 9
15.1 Did you identify any significant difference in the numbers of the responding
controllers? If so, what would be a potential explanation for this significant difference (e.g.
number of data subjects concerned, “size” of the controller, sector)? If considered relevant,
are there any controllers that have a very high/low humber of access requests received in
comparison with the overall number of data subjects whose personal data are processed
by the controller?
We believe we have a higher number of responding controllers from the public sector
compared to private ones is due to the strong inter-institutional trust, partnership, and
cooperation that characterize the public sector. Public entities often have established
relationships and collaborative frameworks that facilitate more frequent and open
communication.
Certain controllers are receiving a higher volume of access requests due to the nature of their
sectors and the large number of data subjects they manage. The controllers experiencing the
most access requests tend to be from the public education and health sectors. In the private
sector, controllers from the financial industry also report a significant number of access
requests.
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16) In 2023, for the responding controllers, what was the percentage of access requests in
regards to the rest of the data protection requests received? Please indicate the number
of times the controllers responded within the ranges set out below. Please select one or
more answers.

a. None of the requests: 26
b. >0-25%: 4

c. 26-50% requests:

d. 51-75% requests: 1

e. 76-100% requests: 3

f.  No information: 17

16.1) Did you identify any significant difference in the percentages of the responding
controllers? If so, what would be a potential explanation for this significant difference (e.g.
number of data subjects concerned, “size” of the controller, sector)?
Due to the low general rate of access requests received by the controllers, it is impossible to
summarise reasonable conclusions.

17) Out of the access requests received in 2023 by responding controllers, what was the
percentage that included a request to receive an insight into and inspection of and/or a
copy of the personal data? Please indicate the number of times the controllers responded
within the ranges set out below. Please select one or more answers.

a. None of the requests: 3
b. >0-25%: 1

c. 26-50% requests:

d. 51-75% requests:

e. 76-100% requests: 12
f.  No information: 35

17.1) Did you identify any significant difference in the percentages of the responding
controllers? If so, what would be a potential explanation for this significant difference (e.qg.
number of data subjects concerned, “size” of the controller, sector)?
Our findings indicate that the majority of data subjects request direct access to, or copies of,
their personal data rather than information on the processing activities. The overall breakdown
is around 90% requesting access to their data and 10% inquiring about processing details.
We believe this is because people are generally more interested in knowing what information
controllers hold about them, rather than the reasons behind the data collection.

18) Out of the access requests received in 2023 by responding controllers, what was the
percentage of requests that included a specific request to receive information on the
underlying processing activities (e.g. for which purposes the personal data is processed)?
Please indicate the number of times the controllers responded within the ranges set out
below. Please select one or more answers.

a. None of the requests: 21
b. >0-25%: 5

c. 26-50% requests: 1

d. 51-75% requests:

e. 76-100% requests: 4

f.  No information: 35
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18.1) Did you identify any significant difference in the percentages of the responding
controllers? If so, what would be a potential explanation for this significant difference (e.g.
number of data subjects concerned, “size” of the controller, sector)?
We believe this is because people are generally more interested in knowing what information
controllers hold about them, rather than the reasons behind the data collection.
Our findings indicate that the majority of data subjects request direct access to, or copies of,
their personal data rather than information on the processing activities. The overall breakdown
is around 90% requesting access to their data and 10% inquiring about processing details.
We believe this is because people are generally more interested in knowing what information
controllers hold about them, rather than the reasons behind the data collection.

Part Il — Substantive issues regarding controllers’ level of
compliance

Section on “DOCUMENTATION OF COMPLIANCE WITH REQUESTS FOR
ACCESS”

19) Please explain the main issue(s) or challenge(s) (e.g. from one to three issue(s)) that
you have identified (if any) in your evaluations/actions with respect to Questions 2.1 and
2.2 in the questionnaire for controllers:

g. Name the issue(s) identified and briefly describe it.

We found that in 72% of the responses, DPOs maintain a "Register of Data Subject Rights
Management Requests." While 2% process requests on paper. Most of the replying controllers
handle and store them on a secure server. Some of the controllers provided their contact
forms, the contents vary depending on the sector of activity of the entity. Half of the forms
require the person to specify the exact data they want to receive, while the other half use a
general access to personal data form. Only one controller mentioned offering a self-service
option, where the data subject can download their data independently. Larger controllers have
an internal procedure for managing requests submitted by data subjects, following a specified
and detailed process. In contrast, smaller controllers rely on their DPOs and have not shared
detailed methodologies on how they process requests.

h. Which provision(s) of the GDPR (or national laws) does this concern?
6 month storage period according to art. 25k of the Personal Data Protection Act (regarding
storage period for candidate recruitment)
24 months storage period according to Art. 38 par.1 of the Personal Data Protection Act
5 year storage period according to art. 6, par. 1 ¢) and art. 67 par. 1 of the National law on
measures against money laundering
5 year storage period according to art. 24, par. 3 of the Law on Payment Services and Payment
Systems Article 9 of the Ordinance on the Procedure for the Organization, Processing,
Expertise, Preservation and Use of Documents in the Institutional Archives of State and
Municipal Institutions
5 year storage period according to the Special Educational Needs Ordinance
5 year storage period from internal rules and procedure for requesting the exercise of data
subject rights Depending on the sector specific legislation, some respondents have mentioned
also 50 years and 100 years.
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i. If relevant, please also refer to the relevant caselaw of the Court of Justice of
the EU or to EDPB Guidelines 01/2022 on the right of access.

Also
j. Did you identify a potential explanation why this has been an issue for some or
all of the responding controllers?
Storage periods are not strictly mentioned in the GDPR and national legislation gives general
guidance depending on the sector or the need of the controller.

k. What are differences that you have encountered between controllers in your
Member State?

We observe that some controllers request data subjects to specify the categories of data they
wish to access, while others provide all processed data without such distinction. Additionally,
access to data may be facilitated through various channels: some controllers allow unofficial
requests to be made directly to the DPOs, offer self-service options on their websites, less
accept requests via phone or handwritten forms. Email or in-site requests remain the most
common used method for registering requests. The duration for storing records of data access
requests and related communications varies, largely due to different national regulations.

I.  What are possible solutions to this issue, for the responding controllers and/or
the participating SAs (e.g. follow-up actions)?

We believe a potential solution could involve both informal and formal campaigns led by the
CPDP to raise awareness about the right to access to personal data. A campaign should
inform citizens that they have the right to request personal information from both private and
public institutions without fear of negative attitudes or repercussions against them. Educating
the public on the deadlines for replies, cooperation, and the simplicity of the process could
encourage more people to exercise their right to access their personal data.
Regardless of the active role of the CPDP the controllers should also pay special attention
and implement further awareness measures in regard to inform data subjects about their
rights. Thus, an entire environment (culture) for data protection can be established.

20) Are there any leading or best practices of the controllers having responded that you
would like to share?

Our team has noticed that controllers adhere to strict processes when managing their access
to information requests. They implement robust security and identification measures to ensure
that requests are handled appropriately and that data protection is maintained. They also
manage to reply within the set period in the GDPR. They have noted that they manage to reply
within 3 to 5 business days and only one has mentioned a delay due to the volume of
information. This controller mentioned they notified the data subject of the delay within 15 days
of this request.

Section on “PROCESS FOR HANDLING REQUESTS FOR ACCESS”

The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.

21) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 3.1 to 3.4 in the questionnaire addressed to
controllers.
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We have observed that some controllers either lack a formal procedure or tend to overlook
notifying data subjects about the progress of their requests. Data subjects may not be informed
about the receipt of their request, the anticipated processing time, or the completion of
deadlines. This lack of communication can lead to the violation of the time specified in the
GDPR if the data subject is unaware of the deadlines in the GDPR.

22) Are there any leading or best practices of the controllers having responded that you
would like to share?

We have observed that almost all controllers have integrated a pre-defined process for

handling access requests — including a monitored registry by the DPO’s or have implemented

a self-service tool. They have all noted that they perform due diligence and monitoring tasks

on the requests for access which is completed by their DPO’s, system administrators or a

service team.

Section on “IMPLEMENTATION OF GENERAL REQUIREMENTS FROM
ARTICLE 12 GDPR”

The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.

23) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 4.1 to 4.15 in the questionnaire addressed
to controllers.

Our findings reveal that most responding controllers have indicated that their biggest challenge
lies in accurately identifying the data subject. In some cases, the data subject has not properly
identified themselves or refuses to give more personal information. Controllers noted that an
e-signature (Qualified electronic signature) is often required to confirm identity when
processing requests online, but many data subjects find obtaining an e-signature time-
consuming and give up on the access request or they would instead prefer to visit the office
in person to sign a paper form for access or get identified there. Additionally, 70% of
respondents indicated that they do not provide verbal information due to the lack of proper
identification of the data subject. However, 30% reported that they do offer verbal information
when multiple identifiers, such as a client or ID number, are provided, or when working in
sectors that process the data of vulnerable individuals, such as the elderly, the visually
impaired, or persons with cognitive or other disabilities.

24) Are there any leading or best practices of the controllers having responded that you
would like to share?

We have noticed that controllers are generally accommodating when receiving access
requests through unofficial channels. They have indicated that they process these requests
even if they are submitted via incorrect communication channels. They also take timely
measures to notify the person in the event of a delay in the processing of the request or when
they need further verification. We’ve also observed that controllers have made significant
efforts to facilitate the request process for data subjects. Many have provided comprehensive
online information on how to make a request, offered telephone support for further inquiries,
and trained employees to assist individuals directly in stores.

The most common format for requests is .pdf or .doc and .xIs for the data itself.
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We found that controllers ensure the information they provide is concise, transparent,
understandable, and accessible, using clear and plain language. They take an individualized
approach in each case, tailoring the information to suit the specific needs of the person. Extra
steps are taken when addressing vulnerable groups such as children, the elderly, the visually
impaired, or persons with cognitive or other disabilities, proactively offering easily accessible
resources to help these individuals exercise their rights effectively. We found that controllers
consistently respond to requests within a maximum of 3-5 official working days.

Cases where responding controllers have noted that they experience delay to the data access
request has been due to the volume of information and they note that the data subject is
informed no longer than an average of 15 days. Delays are experienced also when further
information is required in order to verify the identity of the data subject.

We believe controllers do a commendable job in identifying data subjects, with more than 90%
mentioning the use of a combination of credentials such as name, ID number, personal
identification number, client ID /number, or a specific document number. In cases where there
is doubt about the identity of the individual (e. g., due to name or address coincidences), the
responsible officer may request additional information to ensure undisputed identification.
Additionally, 50% of responding controllers require an e-signature to verify the data subject's
identity and process the request. The largest controller mentioned that if remote identification
is not possible, the officer in the Regulatory Compliance and Control Department will invite the
individual to visit the company’s office for in-person identification and to sign the request,
objection, or complaint.

Section on “CONTENT OF ACCESS REQUESTS AND RESPECTIVE
RESPONSES ACCORDING TO ARTICLE 15 GDPR”

The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.

25) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 5.1 to 5.18 in the questionnaire addressed
to controllers.

We found that only two of the largest responding controllers have indicated they use
specialized internal software to pseudonymized data, and they process such pseudonymized
data accordingly. Depending on the sector of activity of the responding controllers they provide
back different types of information. It is noted that more than 87% of the responders have
noted they only provide the predetermined requested type of data the data subject has
requested and do not provide anything else on the side. Controllers don’t tend to give out
information about the process of relevant processing operations regarding their requests.

26) Are there any leading or best practices of the controllers having responded that you
would like to share?

We found that controllers ensure the information they provide is concise, transparent,
understandable, and accessible, using clear and plain language. They take an individualized
approach in each case, tailoring the information to suit the specific needs of the person. Extra
steps are taken when addressing vulnerable groups such as children, the elderly, the visually
impaired, or persons with cognitive or other disabilities, proactively offering easily accessible
resources to help these individuals exercise their rights effectively.

Section on “LIMITATIONS OF ACCESS REQUESTS”
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The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.

27) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 6.1 to 6.8 in the questionnaire addressed to
controllers.

Our findings show that most of the responding controllers refuse to grant access to personal

data only when the data subject is uncooperative in verifying their identity or has already

received the requested information multiple times. Additionally, controllers only provide access
to employee information when legally required to do so or when the employees are acting as
representatives of the entity.

28) Are there any leading or best practices of the controllers having responded that you
would like to share?

Our findings indicate that most of the responding controllers have not encountered situations
where they declined to process an access request on the grounds of it being unfounded or
excessive. Furthermore, they have not imposed fees related to administrative costs.
Controllers also take steps to ensure that employee personal data is not disclosed without a
valid legal basis. Additionally, four controllers mentioned they implement extra measures to
protect and delete third-party data that might be inadvertently revealed, such as in video
recordings or documents.

Part Ill — Impressions on the levels of awareness and compliance

29)What is your general impression of the level of compliance of the controllers you
consulted concerning the GDPR provisions relating to the right of access?
a. Very High

b. High Yes

c. Average

d. Low

e. Very low

f. Too diverse levels to qualify

29.1) Comments (if any, e.g. differences regarding different types of controllers, such as
between public and private sectors, size, etc.):

Our analysis shows that private controllers tend to have much stricter procedures in place, or
at least were more willing to provide detailed information about their processes. The private
sector has also received the most access requests. Additionally, private controllers typically
have more staff, or even entire units, dedicated to overseeing personal data protection,
alongside the Data Protection Officer. They also tend to implement more security measures
beyond the responsibilities of the DPO.

We concluded that citizens request access to their rights less frequently in the private sector,
likely due to the presence of various national regulations that authorize the processing of
certain types of personal data. As a result, data subjects often find these practices reasonable
and do not feel the need for further explanations or justification of the right to process.

30)In particular, what is your general impression of the level of awareness and
understanding of the controllers you consulted concerning EDPB Guidelines 01/2022
on the right of access.
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Very High

High Yes

Average

Low

Very low

Too diverse levels to qualify
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30.1) Comments (if any, e.g. differences regarding different types of controllers, such as
between public and private sectors, “size” of the controller, etc.):

The EDPB Guidelines 01/2022 are available both in Bulgarian and English on the institutional
website of the CPDP and are announced via the informational bulletin. Our analysis indicates
that out of the 24 responding controllers, 75% are familiar with the guidelines and actively use
them as a reference in their work. However, the remaining 25% have not yet familiarized
themselves with the guidelines

31) In your opinion, which topics concerning the right of access or which parts of the EDPB
Guidelines 01/2022 on the right of access are the least-known or the least implemented
by controllers based on the results of this CEF?

N/A

Part IV — Actions by participating SAs

32)Have you already published guidance (e.g. factsheets, guidelines, Q&A) on the
implementation of the right of access? Please include any general or targeted guidance
you have adopted (e.g. employees’ right of access; right of access exercised in the public
sector, or regarding data concerning health, etc.), including before launching the CEF?
If yes, please provide the date, link to the guidance, and a short description of the
guidance.
The Commission for personal data protection has established a dedicated telephone line for
citizen guidance, available every working day, to assist individuals with inquiries about
personal data protection and Regulation (EU) 2016/679. Through this telephone line, people
call in to receive advice on how to obtain access to their data from various entities. Our experts
explain the process and assist data subjects on how to better understand and exercise their
rights.
The CPDP has also published guidance on what personal information may be required when
applying for a job. Link available here (BG).
We give out information that applicants should provide identification, contact details, and
relevant qualifications. Unnecessary data or sensitive information like ID copies or bank details
should not be requested. Employers must follow legal data protection rules and return original
documents after six months if not hired.

We have also published guidance on which cases consent to the processing of personal data
is not required. Link available here (BG)

We have explained that these bases include consent, necessity for contract performance,
legal obligations, protection of vital interests, public interest tasks, or legitimate interests.
Notably, consent is just one of several bases and is not hierarchically superior. Specific
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scenarios where consent is not required include compliance with legal obligations,
performance of public tasks, employment-related processing, and certain professional
activities. Special categories of data, such as health information, have additional conditions
for lawful processing.

We have published multiple guidance and information campaigns where we have given
guidance to children and parents in the digital age:

The CPDP has contributed with multiple publications, guidance notes, flyers, informative
videos and a contest designed specifically for children to help raise awareness about the
importance of digital safety and privacy.

Available links here (BG).

“Your personal data and the internet — advices for children”(EN)

“GDPR and your rights. Data protection, a fundamental right for every EU data subject — EDPB
brochure” (EN).

33)Have you taken any actions (i.e., fact finding exercises, informal contact, prior
consultation, investigation, enforcement actions) towards controllers concerning the right
of access prior to launching the CEF 20247 Please provide a brief overview of the actions
you have taken and the outcome of these actions.

No.

34) What action(s) are you considering to undertake based on the results of this CEF
towards controllers contacted, if any? (e.g. letter, recommendations to the controller,
further guidance, corrective measures such as orders, injunctions with or without an
incremental penalty, administrative fines). If possible, please indicate the timeline for
these actions (also in case formal investigations are still ongoing).

We are planning on launching an information campaign focused on the results of the
coordinated enforcement on the right to access. The campaign will aim to raise public
awareness about citizens' right to access personal data held by both public and private sector
entities. Our goal is to educate individuals on how they can exercise and better understand
this right. By doing so, we hope to empower citizens with the knowledge needed to effectively
manage their personal data and ensure transparency in data handling practices.

35)In general (whether during the CEF 2024 Action or more generally when taking other
outgoing decisions or guidance relating to the right of access), how often do you rely on
or refer to the EDPB Guidelines on the right of access in your outgoing decisions or
guidance relating to the right of access?

Often

36) Do you rely on or refer to the EDPB Guidelines on the right of access in decisions related
to the exercise of other data protection rights than the right of access?
Sometimes

37) In light of your findings in this CEF, do you consider carrying out, at the level of your SA,
actions to communicate and raise awareness with respect to the content of EDPB
Guidelines 01/2022 and if yes, which actions do you consider to be preferable?

a. Yes:
If “Yes”, please specify: (please select one or more answers)
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i.  More online guidance: YES

ii.  Online or remote training sessions: YES
iii.  Conferences organised:
iv.  Others: please specify:

38)In your opinion, should more actions be carried out at the level of the EDPB to
communicate and raise awareness with respect to the content of EDPB Guidelines
01/2022 and if yes, which actions would be preferable?
a. Yes
a. No: Yes
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CZ SA

Office for Personal Data Protection
Introduction

1) What was the initial procedural framework of your action? Please select one or more
answers.

Fact finding:

Fact finding + determining follow-up action based on the results: Yes

New formal investigation®:

Ongoing investigation:

oo o

2) If your action is oriented toward “Fact Finding” (i.e. the first two responses in the previous

question),

¢ Didyou clearly identify the responding controllers (as opposed to obtaining anonymous
responses)? Yes

¢ Following the results of the fact-finding exercise, do you plan to launch formal
investigations relating to the right of access in the near future? If so, please provide
more detail if available. No

¢ If not, will this fact finding activity impact your enforcement activities and if yes, how?
We cannot completely exclude the possibility of us launching formal investigation(s),
but we are not currently planning any. We are going to publish our findings from this
action, and we are considering publishing some guidance material relating to this topic.
We intend to follow up with relevant controllers on how (or whether) they implemented
our recommendations.

3) For all SAs: Did you use the same questionnaire for all controllers, or did you use different
guestionnaire versions for different types of controllers? If so, please indicate the
differences.

We used the same questionnaire for every controller in the initial round of this action. The only

major difference was made in the framing of question n. 3.1, where we allowed the

respondents to address each of the aspects mentioned as separate points and we did not
expect them to provide us with a continuous text.

We then concluded that it would be best to follow-up with the controllers as soon as possible
and inquire about their responses to certain questions in the questionnaire that we felt were
not answered fully. The biggest difference in the subsequent round of questioning laid in us
either rephrasing the questions from the questionnaire or directly addressing some
inconsistencies that we tried to resolve as soon as possible, since we currently are not
planning any formal investigation(s) of the responding controllers relating to the right of
access.

We made no changes to the questionnaire initially; different wording and additional elements
were only added once we began with the second round of questioning.

5 Making use of the SAs formal investigatory powers in order to determine whether an infringement has occurred.
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From this point onward we will use answers provided in the first round and the second round
of questioning as a basis for our national report, as we feel the combined answers better reflect
the circumstances of processing these controllers perform.

4) For _all SAs: If applicable, please specify a) which questions of the consolidated
guestionnaire you did not include in your questionnaire version; b) in which questions you
have amended the wording of the consolidated questionnaire — please specify the
amended wording used per question.

a) We included all questions from the consolidated questionnaire.

b) We did not alter any questions in the initial round of questioning. We made additional
inquiries in the second round mostly about the subject-matter of questionsn. 1.4, 1.5, 2.2, 3.1,
3.2,33,4.1,4.6,4.7,4.8,4.13,5.1,5.14,6.1, 6.4, 6.6, 6.7 from the original questionnaire. As
we consider any other additional questions to be part of our own follow-up, we don't see a
need to elaborate on the precise wording of all additional questions posed by us. Some of
those questions were tailored specifically to the respondent and could therefore identify them.

The most relevant differences laid in us asking about whether they process biometric data and
which biometric data they process, asking whether they process personal data of children
when offering services for children, asking about their identification processes for
communication via phone and their preparedness for phone number spoofing, what they would
specifically do to anonymise or otherwise alter contents of their responses to protect rights
and freedoms of third parties while providing access, and in us specifically asking whether
they would limit access requests due to some relevant legal provisions with us making a direct
reference to legal acts that could contain those relevant legal provisions.

Our questions occasionally featured amended wording of the original question or split the
qguestion into multiple parts. Some contained references to publicly available information about
the controller, especially questions related to processing of biometric personal data. Other
guestions referenced standard threats known in the industry, such as phone number spoofing.

5) For all SAs: Do you have other general comments/remarks you would like to indicate (e.qg.
with regard to your use of the questionnaire, the procedural framework selected etc.)?
Our method consisted of two fact-finding exercises. After we received the initial responses to
the questionnaire, we decided to follow-up with the controllers immediately, so that there may
be no confusion on the controllers' end later. It is too early to tell whether formal investigations
or any other action are the right way of addressing the issues we identified or that we will
identify, as we are still analysing the answers given in the second round of questioning. We
therefore cannot rule out that formal investigation(s) will follow depending on our findings, but

no formal investigations are currently planned.

Part | = Some numbers on the controllers addressed

6) How many controllers did you contact?
22

7) Out of the contacted controllers, how many controllers responded?
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Please note that we would ask you to provide all of the following responses based on
the number of the controllers that effectively responded to the survey/to your

questions.

22

8) Incase of a gap between the answers to the two questions above, have you have identified
the main reason(s) of the gap?
Not applicable.

9) Please specify the sectors of activity of the responding controllers. Please indicate the
number of (responding) controllers to whom the respective option is applicable: Please
select one or more answers.

a. Public sector:
b. Private sector: 22

10) Please specify the category® of the responding controllers. Please indicate the number of
(responding) controllers to whom the respective option is applicable: Please select one or
more answers

Micro enterprise:

Small enterprise:

Medium-sized enterprise: 8

Large enterprise (more than 250 employees): 14

Non-profit organisation:

Ministry:

Local authority:

Administrative authority/agency/office (e.g. job center):

School / university / educational institution:

Other (please specify):

T T Se@mo a0 o

11) Please specify the nature of the (business) activity of the responding controllers. Please
indicate the number of (responding) controllers to whom the respective option is
applicable: Please select one or more answers.

education sector:
health sector:

social sector:
insurance sector:
finance sector: 22

IT sector:

retail sector:
logistics sector:
public transportation:
telecommunications:
postal services:
advertising sector:

. marketing services:

entertainment sector:

S3TATTSQ@T0oo0T

6 Information on the categories in lit. a.-c. can be found at https:/single-market-
economy.ec.europa.eu/smes/sme-definition en?prefLang=de.
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information / journalism sector:

scientific / historical research:

credit scoring agency:

public utility/infrastructure provider (e.g. energy):
housing industry:

manufacturing:

other (please specify):

12) Please specify the categories of data subjects that are mainly concerned by the processing
activities of the responding controllers. Please indicate the number of (responding)
controllers to whom the respective option is applicable: Please select one or more

answers.

AT T ST@Toao o

customers: 22

potential customers: 17
employees: 22

job applicants: 16

children: 14

vulnerable adults: 1

patients:

citizens (for public sector):
applicants (for public services):
recipients (for postal services):
other (please specify):

13) Please specify the approximate number of data subjects concerned by the processing
activities of the responding controllers. Please indicate the number of (responding)
controllers to whom the respective option is applicable: Please select one or more

answers.

T T Te@mo o0 o

Less than 100:

100 - 200:

201 - 500:

501 - 2,000:

2,001 - 10,000: 1

10,001 - 50,000: 3
50,001 - 100,000: 1
100,001 - 1,000,000: 10
1,000,001 - 10,000,000: 7
More than 10,000,000:

14) Which types of personal data are mainly concerned by the processing activities of
responding controllers? Please indicate the number of (responding) controllers to whom
the respective option is applicable. Please select one or more answers.

a.

—ooooT

Contact data: 22

Payment data: 21

Identification data: 22

Sensitive data within the meaning of Art. 9 GDPR: 17

Data of a highly personal nature within the meaning of Art. 10 GDPR:
Other (please specify):
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15)How many requests for access in accordance with Art. 15 GDPR did the responding
controllers receive in 2023 (approximately)? Please indicate the number of times the
controllers responded within the ranges set out below. Please select one or more answers.

a. Orequest: 8

b. 1-10 requests: 9

c. 11-25requests:

d. 26-50 requests: 4

e. 51-100 requests:

f.  101-150 requests: 1

g. 151-200 requests:

h. 201-500 requests:

i. 501-10,000 requests:

j- >10,000 requests:

k. No information:

15.1 Did you identify any significant difference in the numbers of the responding
controllers? If so, what would be a potential explanation for this significant difference (e.g.
number of data subjects concerned, “size” of the controller, sector)? If considered relevant,
are there any controllers that have a very high/low number of access requests received in
comparison with the overall number of data subjects whose personal data are processed
by the controller?

The singular outlier who stated that they received requests in amounts from 101 to 150 is not

the controller processing the largest amount of personal data, which we were able to

determine due to the number of concerned data subjects reported by the controllers. This

might either indicate underreporting by other controllers or possibly a higher threshold for

exercising data subjects' rights when it comes to controllers in question. By higher threshold,

we mean that data subjects might have a hard time finding information about where or how

they should request access etc. Conversely, it might indicate that the controller with the largest

number of filed requests has lower threshold for exercising said right.

At the same time, we also cannot dismiss the possibility of this being a fluke and that 2023
was a statistical outlier.

16) In 2023, for the responding controllers, what was the percentage of access requests in
regards to the rest of the data protection requests received? Please indicate the number
of times the controllers responded within the ranges set out below. Please select one or
more answers.

a. None of the requests: 4
b. >0-25%: 14

c. 26-50% requests: 3

d. 51-75% requests:

e. 76-100% requests: 1

f.  No information:

16.1) Did you identify any significant difference in the percentages of the responding
controllers? If so, what would be a potential explanation for this significant difference (e.qg.
number of data subjects concerned, “size” of the controller, sector)?
There was only a singular outlier in the responses and due to the overall low number of any
requests received by the controller in question nothing seems out of ordinary. Some controllers
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chose to clarify that majority of requests received by them tend to be focused on exercising
the right to be forgotten instead of right of access.

17)Out of the access requests received in 2023 by responding controllers, what was the
percentage that included a request to receive an insight into and inspection of and/or a
copy of the personal data? Please indicate the number of times the controllers responded
within the ranges set out below. Please select one or more answers.
a. None of the requests: 10
b. >0-25%:
c. 26-50% requests: 1
d. 51-75% requests:
e. 76-100% requests: 3
f.  No information: 8

e 17.1) Did you identify any significant difference in the percentages of the
responding controllers? If so, what would be a potential explanation for this
significant difference (e.g. number of data subjects concerned, “size” of the
controller, sector)?

Controllers clearly had difficulties with this question. Sometimes this might be due to the fact
that data subjects usually send a very general access requests without differentiating various
options available to them. On some occasions this might be because they do not keep an
evidence of access requests contents. In some cases, the controllers provided only a singular
figure when the original question aimed to obtain two figures - one that would serve as basis
for answer to question n. 17) in the national report and one that would serve as a basis for
answer to question n. 18) in the national report. This made it impossible to tell which aspect
the controllers wanted to address in their answers.

18) Out of the access requests received in 2023 by responding controllers, what was the
percentage of requests that included a specific request to receive information on the
underlying processing activities (e.g. for which purposes the personal data is processed)?
Please indicate the number of times the controllers responded within the ranges set out
below. Please select one or more answers.

a. None of the requests: 10
b. >0-25%:

c. 26-50% requests: 1

d. 51-75% requests:

e. 76-100% requests: 3

f. No information: 8

o Did you identify any significant difference in the percentages of the responding
controllers? If so, what would be a potential explanation for this significant
difference (e.g. number of data subjects concerned, “size” of the controller,
sector)?

Controllers clearly had difficulties with this question. Sometimes this might be due to the fact
that data subjects usually send a very general access requests without differentiating various
options available to them. On some occasions this might be because they do not keep an
evidence of access requests contents. In some cases, the controllers provided only a singular
figure when the original question aimed to obtain two figures - one that would serve as basis
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for answer to question n. 17) in the national report and one that would serve as a basis for
answer to question n. 18) in the national report. This made it impossible to tell which aspect
the controllers wanted to address in their answers.

Part Il — Substantive issues regarding controllers’ level of
compliance

Section on “DOCUMENTATION OF COMPLIANCE WITH REQUESTS FOR
ACCESS”

19) Please explain the main issue(s) or challenge(s) (e.g. from one to three issue(s)) that
you have identified (if any) in your evaluations/actions with respect to Questions 2.1 and
2.2 in the questionnaire for controllers:

a. Name the issue(s) identified and briefly describe it.

b. Which provision(s) of the GDPR (or national laws) does this concern?

c. If relevant, please also refer to the relevant caselaw of the Court of Justice of
the EU or to EDPB Guidelines 01/2022 on the right of access.

d. Did you identify a potential explanation why this has been an issue for some or
all of the responding controllers?

e. What are differences that you have encountered between controllers in your
Member State?

f.  What are possible solutions to this issue, for the responding controllers and/or
the participating SAs (e.g. follow-up actions)?

a) We identified some issues with respect to storage period of the information about access
requests. In some cases, the controllers set an unjustifiably long storage periods which seem
to have no (explicit) legal provision in EU law or national law as their bases, or where there
was no logical reason for them to set the storage period for such a long time. While there might
not be a specific legal provision mandating a set period of time for data storage, they might
still choose a period of time using some logical (and possibly legal) criteria. For example,
Czech national law sets a period of one or three years (depending on the severity of the
possible sanction) for the public bodies to take punitive action towards an offender in the
relevant statute of limitations. Violations of the GDPR are (standardly) subject to the three-
year period. Therefore, some controllers chose to set a retention period which corresponds to
this statute of limitations. On the other hand, some controllers chose seemingly arbitrarily,
setting unnecessarily decades-long storage periods for information about access requests.
Longer storage periods are of course justifiable and even required in the financial sector, but
some answers make it clear that no legal provisions were relied on while choosing the period
of time in question.

b) Art. 5(2) GDPR

Section 30 of Act. No. 250/2016 Coll., on Liability for and Proceedings on Administrative
Offences

Section 16 of Act. No. 253/2008 Coll., on some Measures against Money Laundering and
Financing of Terrorism

Act. No. 21/1992 Coll., Bank Act

c) Not applicable.
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d) Currently, we have yet to find an explanation for the most extreme cases.

e) First difference arose from whether the controller chose to rely on any period of time
referenced in relevant legislation. Second difference stems from whether the controller in
guestion differentiated between different categories of data subjects.

f) Possible solution to the issue identified by us could lay in publishing some advisory material
when we make our findings from this action known to the public. Alternatively, we could
approach controllers individually and address them a letter pointing out the issue and advising
them to amend the situation.]

20) Are there any leading or best practices of the controllers having responded that you
would like to share?

Utilising software to oversee fulfilment status of the request can be useful for some controllers,

especially if the program regularly reminds the assigned worker about fulfilling said request.

Usage of these systems might in some cases also be connected to role management, which

is also appropriate.

Section on “PROCESS FOR HANDLING REQUESTS FOR ACCESS”

The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.

21) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 3.1 to 3.4 in the questionnaire addressed to
controllers.

Vast majority of respondents are utilising services of processors for some of their processing

operations. Presumably, their legal relationship is set up accordingly, fulfilling the

requirements of Art. 28 GDPR. Yet a significant portion of controllers failed to account for
these processors and the fact that they may play a role in obliging an access request.

22) Are there any leading or best practices of the controllers having responded that you
would like to share?

Some controllers have implemented an audit procedure which leads to reassessment of the

relationship between them and the processors. In some cases, this audit may include an on-

site inspection. Others have implemented contractual penalties for breaching the contract, i.e.

fines or even avenues for immediate termination of contract.

Section on “IMPLEMENTATION OF GENERAL REQUIREMENTS FROM
ARTICLE 12 GDPR”

The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.

23) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 4.1 to 4.15 in the questionnaire addressed
to controllers.

Initial round of this action revealed some potential issues when it comes to access requests

made over phone. A significant portion of responders relied on some notorious identifiers or
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similar information that could potentially be acquired by bad actors. This included using an
already known phone number, social security number, name and surname, date of birth etc.
With ever increasing data breach incidents it is not impossible to think that such measures
could prove to be insufficient due to previously leaked information. Taking this to the extreme,
it could lead to a possible data breach on the controllers' end.

24) Are there any leading or best practices of the controllers having responded that you
would like to share?

Some controllers utilise their applications in ways that allow them to ascertain the identity of

the caller using a higher factor authentication. The controllers’ employee sends a push

notification via their application while on a call with whoever is making the access request.

Responding to this push notification proves in the very least that the person making the call

also has access to a verified device, making this a 2FA.

Some applications are apparently written to allow calls made from the application directly,
which serves as a higher factor authentication on its own. We cannot speak about the quality
of this solution, since it was not the subject of our fact-finding exercise, but if the rights of data
subjects are respected then it presents itself as another multi-factor authentication option.

If a relatively simple way of identification was employed by the controller, then some controllers
also made sure that whoever made the request could only file the request. They would not
receive a response over the phone. The response would be sent to a pre-agreed address.

Section on “CONTENT OF ACCESS REQUESTS AND RESPECTIVE
RESPONSES ACCORDING TO ARTICLE 15 GDPR”

The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.

25) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 5.1 to 5.18 in the questionnaire addressed
to controllers.

What could potentially pose an issue is the fact that vast majority of the controllers in question
make use of a pre-defined set of information that they send out as a response to an access
request. It is unlikely that this pre-defined set manages to encompass all of the personal data
processed and therefore it could limit the exercise of the right pursuant to Art. 15 GDPR in its
entirety. The controllers must understand that if a data subject that filed an access request is
not satisfied with this pre-determined data set, then they will be obliged to attempt to fulfil the
request using a different scope of data if the data subject's right of access prevails over rights
and freedoms of others. Otherwise, they run afoul of the possibility of failing to uphold their
obligations pursuant to Art. 15 GDPR.

Responses to the question related to clarifying data subjects' requests indicate that the
guestion was usually understood only in context of ascertaining the identity of the person
making the request. Most controllers did not address the possibility of asking the data subject
to specify their request with regard to the type of personal data they are interested in. The
controllers in question undoubtedly process vast amounts personal data and therefore asking
for clarification as advised by the Guidelines in section 2.3.1. might be a useful approach to
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some respondents as it might make the controllers' response to the request more
comprehensible.

26) Are there any leading or best practices of the controllers having responded that you
would like to share?
Not applicable.

Section on “LIMITATIONS OF ACCESS REQUESTS”

The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.

27) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 6.1 to 6.8 in the questionnaire addressed to
controllers.

Some respondents reductively stated that they give access to every information they have on

the person requesting access. This obviously cannot be true, because besides the fact that

GDPR itself accounts for possibility of situations when denying access is the correct approach,

relevant provisions of legislation which detail AML measures or confidentiality occasionally

explicitly forbid certain entities from providing access to certain information. Controllers we
approached, banks, would certainly be obliged to deny access in cases falling within the scope
of AML legislation, which makes this omittance on the controllers' part odd.

Besides the abovementioned, vast majority of controllers stated that they would not provide
data subjects with information about the identity of individuals within their organisation. While
in general this approach is not incorrect, occasionally it might be necessary to share such
information in cases where the information about identities of these individuals will be
necessary for the data subject's ability to verify lawfulness pursuant to Art. 5(1) GDPR and
provided that the rights and freedoms of the employees involved are taken into account. We
make this comment with regard to recent case-law of the CJEU (see C-579/21, Pankki S). It
is possible that the awareness concerning this possibility is not currently very high among the
controllers.

28) Are there any leading or best practices of the controllers having responded that you
would like to share?
Not applicable.

Part Ill — Impressions on the levels of awareness and compliance

29)What is your general impression of the level of compliance of the controllers you
consulted concerning the GDPR provisions relating to the right of access?
a. Very High
b. High: High
c. Average
d. Low
e. Very low
f. Too diverse levels to qualify
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29.1) Comments (if any, e.g. differences regarding different types of controllers, such as
between public and private sectors, size, etc.):

The biggest differences were observed between controllers that offered so-called 'retail’
services and those that did not. We approached every bank in Czechia and therefore even
entities offering their services primarily to businesses and entrepreneurs were included in the
enforcement action. Controllers like that generally did not have a hands-on experience with
data subjects exercising right of access but adopted internal procedures to fulfil their GDPR
obligations. The controllers offering retail services had more specific experience and could
reference previous events when relevant.

Other differences stemmed from the varying sizes of controllers. Some controllers process
personal data of millions of data subjects and therefore have a larger amount of access
requests to deal with.

30)In particular, what is your general impression of the level of awareness and
understanding of the controllers you consulted concerning EDPB Guidelines 01/2022
on the right of access.

a. Very High

b. High

c. Average: Average

d. Low

e. Very low

f. Too diverse levels to qualify

30.1) Comments (if any, e.g. differences regarding different types of controllers, such as
between public and private sectors, “size” of the controller, etc.):

Most responding controllers have stated that they familiarized themselves with the Guidelines
in question. However, the Guidelines were not available in Czech when the questionnaire was
first sent out, which may have affected the level of understanding among the respondents and
should be therefore taken into account. The controllers also may be affected by the lack of
awareness of previous WP29 guidelines referenced, which would be able to further explain
some related terms (such as 'layered approach') to them.

31) In your opinion, which topics concerning the right of access or which parts of the EDPB
Guidelines 01/2022 on the right of access are the least-known or the least implemented
by controllers based on the results of this CEF?

Some controllers exhibited lower understanding of layered approach, which played a
significant part in the Guidelines on the right of access. While layered approach is not
something that can play a role only in responding to the data subject in general and therefore
exceeds the context of Art. 15 GDPR, it is nonetheless important enough to examine its usage
in the context of providing access as well. Significant amount of the respondents already uses
elements of the layered approach in their day-to-day practice, but they are not making full use
of the concept. Oftentimes they present the pre-defined set of personal data provided in
response to an access request as 'giving the data subject everything they have', when this is
unlikely to be true. If they were to approach this pre-defined set as a first layer that can be
supplied, then this could be a more suitable practice.
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Part IV — Actions by participating SAs

32)Have you already published guidance (e.g. factsheets, guidelines, Q&A) on the
implementation of the right of access? Please include any general or targeted guidance
you have adopted (e.g. employees’ right of access; right of access exercised in the public
sector, or regarding data concerning health, etc.), including before launching the CEF?
If yes, please provide the date, link to the guidance, and a short description of the
guidance.

Not applicable.

33)Have you taken any actions (i.e., fact finding exercises, informal contact, prior
consultation, investigation, enforcement actions) towards controllers concerning the right
of access prior to launching the CEF 20247 Please provide a brief overview of the actions
you have taken and the outcome of these actions.

Right of access is something we focus on during our formal investigations and administrative

proceedings, especially in reaction to complaints lodged by data subjects.

Standard course of action in cases of complaints lodged by data subjects regarding right of
access is either a letter addressed to the controller concerned, that notifies them about a
possible infringement of GDPR and that also contains advice on how to remedy this possible
situation. If that is not sufficient, we might issue a decision that controller needs to react to the
right of access request accordingly (corrective measure) in certain time period and this
decision can also impose a fine.

34) What action(s) are you considering to undertake based on the results of this CEF
towards controllers contacted, if any? (e.g. letter, recommendations to the controller,
further guidance, corrective measures such as orders, injunctions with or without an
incremental penalty, administrative fines). If possible, please indicate the timeline for
these actions (also in case formal investigations are still ongoing).

We are going to publish our findings, which we intend to accompany with recommendations

based on these findings. We then intend to follow up with relevant controllers on how (or

whether) they implemented these recommendations.

35)In general (whether during the CEF 2024 Action or more generally when taking other
outgoing decisions or guidance relating to the right of access), how often do you rely on
or refer to the EDPB Guidelines on the right of access in your outgoing decisions or
guidance relating to the right of access?

Very often.

36) Do you rely on or refer to the EDPB Guidelines on the right of access in decisions related
to the exercise of other data protection rights than the right of access?
Very often.

37) In light of your findings in this CEF, do you consider carrying out, at the level of your SA,
actions to communicate and raise awareness with respect to the content of EDPB
Guidelines 01/2022 and if yes, which actions do you consider to be preferable?
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a. Yes:Yes
If “Yes”, please specify: (please select one or more answers)
i.  More online guidance: Yes
ii.  Online or remote training sessions:
iii.  Conferences organised:
iv.  Others: please specify:
b. No:

38)In your opinion, should more actions be carried out at the level of the EDPB to
communicate and raise awareness with respect to the content of EDPB Guidelines
01/2022 and if yes, which actions would be preferable?
a. Yes:
b. No: No
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DE SAs

Consolidated report for all participating German SAs, i.e. SAs of Bavaria for the private
sector (BayLDA), Brandenburg, Mecklenburg-Western Pomerania, Lower Saxony,
Rhineland-Palatinate, Schleswig-Holstein, Saarland and Federal (BfDI)

Introduction

1) What was the initial procedural framework of your action? Please select one or more
answers.

Fact finding: Yes

Fact finding + determining follow-up action based on the results: Yes

New formal investigation”: Yes

Ongoing investigation: No

oo o

2) If your action is oriented toward “Fact Finding” (i.e. the first two responses in the previous

question),

o Did you clearly identify the responding controllers (as opposed to obtaining anonymous
responses)? Yes

e Following the results of the fact-finding exercise, do you plan to launch formal
investigations relating to the right of access in the near future? If so, please provide
more detail if available. Yes. Partially, in particular on-site audit of one controller in
2024. Additionally, the new findings can be used to prioritise supervisory activities
where necessary, and to better alert controllers to priorities/problematic topics as
preventive measures.

e If not, will this fact finding activity impact your enforcement activities and if yes, how?

3) For all SAs: Did you use the same questionnaire for all controllers, or did you use different
guestionnaire versions for different types of controllers? If so, please indicate the
differences.

Slightly different versions used for:

- 3 controllers in the (federal) economic administration sector (who all received the same

guestionnaire),

- 4 controllers in the (federal) social sector (who all received the same questionnaire),

- 15 controllers in Lower Saxony (who all received the same questionnaire).

4) For all SAs: If applicable, please specify a) which questions of the consolidated
guestionnaire you did not include in your questionnaire version; b) in which questions you
have amended the wording of the consolidated questionnaire — please specify the
amended wording used per question.

- 3 controllers in the (federal) economic administration sector: the following questions have

not been asked: Q 3.3,4.3,4.5,4.6,5.13,5.15

- 4 controllers in the (federal) social sector: the following questions have not been asked: Q

4.6,5.15

7 Making use of the SAs formal investigatory powers in order to determine whether an infringement has occurred.
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- 15 controllers in Lower Saxony: the following questions have not been asked: 3.1, 3.2, 3.3,
3.4,4.7,4.13,4.14,5.5,5.12,5.15,5.17,6.3,6.8, 7.1, 7.2.

5) For all SAs: Do you have other general comments/remarks you would like to indicate (e.qg.
with regard to your use of the questionnaire, the procedural framework selected etc.)?
For clarification purposes, this is a consolidated National Report of all 8 German SAs
participating in the CEF 2024 Action. The findings presented herein may not be valid for other

German SAs which have not participated in this CEF.

Furthermore, not all participating German SAs contributing to this National Report have
contacted the same number, types or sectors of controllers. Not all findings listed in Part Il of
this National Report apply to all responding controllers; and not all findings, impressions,
possible explanations or solutions are valid or apply in full to each participating German SA.
The issues presented are either the ones that the participating German SAs consider to be
the most common or the most important. Where there is no response given to subquestions
lit. e ("What are differences that you have encountered between controllers in your Member
State?”), this should not be interpreted as stating that there are no differences. Rather, based
on the CEF Action and the controllers contacted, a meaningful answer cannot be provided.
Finally, not all options selected for answers in this National Report precisely reflect the
practices of all participating German SAs. For example, in Q 35 and 36 below (reference to
EDPB Guidelines) the responses of the participating German SAs vary.

As an overall remark, many of the controllers contacted, throughout all participating German
SAs, have stated that they received a low to very low number of access requests during the
time in question. This seems to be the case even for bigger controllers. Possibly, the right of
access is either not sufficiently known to data subjects or is only used in very limited
circumstances.

As an overall background information, in Germany, (most) public sector controllers cannot be
fined in accordance with Art. 58(2)(i), 83 GDPR due to restrictions imposed by the legislator
in national law.

Clarification on Q 13 below (approx. number of data subjects): Three of the responding
controllers have not provided an answer to this question.

Part | = Some numbers on the controllers addressed

6) How many controllers did you contact?
116

7) Out of the contacted controllers, how many controllers responded?
Please note that we would ask you to provide all of the following responses based on
the number of the controllers that effectively responded to the survey/to your

questions.

115

8) In case of a gap between the answers to the two questions above, have you have identified
the main reason(s) of the gap?
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In one case, extension of deadline to respond.

9) Please specify the sectors of activity of the responding controllers. Please indicate the
number of (responding) controllers to whom the respective option is applicable: Please
select one or more answers.

a. Public sector: 25
b. Private sector: 90

10) Please specify the category® of the responding controllers. Please indicate the number of
(responding) controllers to whom the respective option is applicable: Please select one or
more answers

Micro enterprise: 6

Small enterprise: 13

Medium-sized enterprise: 25

Large enterprise (more than 250 employees): 46

Non-profit organisation: 0

Ministry: 2

Local authority: 3

Administrative authority/agency/office (e.g. job center): 19

School / university / educational institution: 1

Other (please specify): 0

T T Se@mooo oy

11) Please specify the nature of the (business) activity of the responding controllers. Please
indicate the number of (responding) controllers to whom the respective option is
applicable: Please select one or more answers.

education sector: 1
health sector: 3
social sector: 5
insurance sector: 6
finance sector: 24
IT sector: 1
retail sector: 5
logistics sector: 1
public transportation: O
telecommunications: 0
postal services: 0
advertising sector: 2

. marketing services: 3
entertainment sector: 2
information / journalism sector: O
scientific / historical research: 0
credit scoring agency: 0
public utility/infrastructure provider (e.g. energy): 22
housing industry: 5
manufacturing: 1
other (please specify):

CTYTQTOS3ITATISQT0200D

8 Information on the categories in lit. a.-c. can be found at https:/single-market-
economy.ec.europa.eu/smes/sme-definition en?prefLang=de.
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- Administrative or local district administrative authority: 15 responding controllers,
- Economic administration: 3 responding controllers,

- Public employment / HR administration: 1 responding controller,

- Hotel and restaurant industry: 4 responding controllers,

- Tourism: 4 responding controllers,

- Car dealers: 3 responding controllers,

- Recruitment: 1 responding controller,

- Leisure sector: 2 responding controllers,

- Mobility: 1 responding controller.

12) Please specify the categories of data subjects that are mainly concerned by the processing
activities of the responding controllers. Please indicate the number of (responding)
controllers to whom the respective option is applicable: Please select one or more
answers.

customers: 89

potential customers: 54

employees: 91

job applicants: 60

children: 17

vulnerable adults: 7

patients: 3

citizens (for public sector): 22

applicants (for public services): 17

recipients (for postal services): 0

other (please specify):

- Debtors: 5 responding controllers,

- Members of expert circles: 1 responding controller,

- Claimant and damaged/injured third parties: 2 responding controller,

- Policy holders/insured persons: 1 responding controller,

- Internet users: 1 responding controller,

- Brand ambassadors/influencers: 1 responding controller,

- Shareholders: 1 responding controller,

- Suppliers / contractual partners: 5 responding controllers,

- Adolescents, persons responsible for paying alimonies/support, contractual partners of

applicants (e.g. landlords, insurances, banks, other third parties): 4 responding controllers,

- Other types of applicants, customers or participants: 1 responding controller,

- Volunteers: 1 responding controller,

- Representatives of companies and associations: 2 responding controllers,

- Chosen “other” but not specified: 2 responding controllers.

AT T s@moao o

13) Please specify the approximate number of data subjects concerned by the processing
activities of the responding controllers. Please indicate the number of (responding)
controllers to whom the respective option is applicable: Please select one or more
answers.

a. Lessthan 100: 3
b. 100 -200: 0

c. 201-500:0

d. 501-2,000: 1
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2,001 - 10,000: 17

10,001 - 50,000: 18
50,001 - 100,000: 7
100,001 - 1,000,000: 39
1,000,001 - 10,000,000: 23
More than 10,000,000: 4

R < B

14) Which types of personal data are mainly concerned by the processing activities of
responding controllers? Please indicate the number of (responding) controllers to whom
the respective option is applicable. Please select one or more answers.

a. Contact data: 109

Payment data: 95

Identification data: 75

Sensitive data within the meaning of Art. 9 GDPR: 30

Data of a highly personal nature within the meaning of Art. 10 GDPR: 3

I.  Other (please specify):

- Asset data: 2 responding controllers

- Contract data: 2 responding controllers

- Images: 1 responding controller

- Appointment information (e.g. time, organisation unit): 1 responding controller

- Claims and benefit data within the scope of insurance contracts: 1 responding controller

- Information on consumption and meter readings: 10 responding controllers

- Dates of birth: 2 responding controllers

- Access data: 1 responding controller

- Financing requests: 1 responding controller

- Location information: 1 responding controller

- Content of emails sent to the data subject: 1 responding controller

- Device log files and configurations: 1 responding controller

- Information about computers, devices and connections, such as Device application software,

browser types and versions: 1 responding controller

- Information about internet or platform accounts and account settings: 1 responding controller

- Purchase or refund information: 1 responding controller

- Information about the data subject's interactions with the services offered: 1 responding

controller

- Information about the data subject's subscriptions and personal preferences in relation to the

services offered: 1 responding controller

- Information about content interactions, such as content downloads, streams and playback

details, including duration and number of simultaneous streams and downloads, and network

details for streaming and download quality, including information about the data subject's
internet service provider: 1 responding controller

- Data on the granting of social benefits, career or job counselling and job placement: 4

responding controllers

- Data related to decisions on the establishment, performance or ending of an employment

relationship (e.g. personnel CV, personnel file, insurance status): 12 responding controllers

- Other data on professional activities and relationships in terms of company law: 1 responding

controller

- Vehicle identification number, licence plate: 1 responding controller

- Chosen “other” but not specified: 14 responding controllers.

®oo0o
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15)How many requests for access in accordance with Art. 15 GDPR did the responding
controllers receive in 2023 (approximately)? Please indicate the number of times the
controllers responded within the ranges set out below. Please select one or more answers.

a. Orequest: 39

b. 1-10 requests: 40

c. 11-25requests: 13

d. 26-50 requests: 7

e. 51-100 requests: 5

f.  101-150 requests: 2

g. 151-200 requests: 1

h. 201-500 requests: 1

i. 501-10,000 requests: 2

j- >10,000 requests: 1

k. No information: 4

15.1 Did you identify any significant difference in the numbers of the responding
controllers? If so, what would be a potential explanation for this significant difference (e.qg.
number of data subjects concerned, “size” of the controller, sector)? If considered relevant,
are there any controllers that have a very high/low number of access requests received in
comparison with the overall number of data subjects whose personal data are processed
by the controller?

Certain controllers do not register access requests in a centralized manner, which is why they

cannot provide the relevant numbers.

Overall, it seems (even though this is not true for all contacted controllers) that controllers
responsible for the most data subjects also receive the most requests.

Based on the questionnaire it seems that data subjects are less likely to exercise their right of
access when the controller is a public authority, but rather use it for commercial controllers /
controllers in the private sector.

Low numbers of access requests in the private sector can otherwise possibly be explained in
the B2B sector (considering these are mostly professional data used in business transactions)
and in the employee context (which is a permanent relationship and access requests are
probably only asserted in very specific cases).

However, considering the low number of access requests received even by bigger controllers,
it seems that the right of access in general is quite unknown among data subjects. It seems
that data subjects that exercise their right of access tend to have had some sort of conflict with
the controller before exercising their data subject rights (e.g. where there is a high volume of
customer complaints overall).

16) In 2023, for the responding controllers, what was the percentage of access requests in
regards to the rest of the data protection requests received? Please indicate the number
of times the controllers responded within the ranges set out below. Please select one or
more answers.

a. None of the requests: 32
b. >0-25%: 21
Cc. 26-50% requests: 20
56



d. 51-75% requests: 9
e. 76-100% requests: 17
f.  No information: 16

16.1) Did you identify any significant difference in the percentages of the responding
controllers? If so, what would be a potential explanation for this significant difference (e.qg.
number of data subjects concerned, “size” of the controller, sector)?
The variation of percentages does not seem explicable with reference to the sectors or sizes
of controllers. In some instances, it might be purely statistical. A considerable amount of
responding controllers did not have statistics at hand, possibly due to either having no central
registration of data subject rights / access requests, or due to the little amount of requests
received in total.

17)Out of the access requests received in 2023 by responding controllers, what was the

percentage that included a request to receive an insight into and inspection of and/or a
copy of the personal data? Please indicate the number of times the controllers responded
within the ranges set out below. Please select one or more answers.

a. None of the requests: 39

b. >0-25%: 14

c. 26-50% requests: 14

d. 51-75% requests: 5

e. 76-100% requests: 25

f.  No information: 18

17.1) Did you identify any significant difference in the percentages of the responding
controllers? If so, what would be a potential explanation for this significant difference (e.g.
number of data subjects concerned, “size” of the controller, sector)?
Certain controllers do not register requests in a centralized manner, which is why they cannot
provide the relevant numbers. However, controllers with small numbers of access requests
seem to have a higher percentage of specific requests to receive a copy. Also, data subjects
seem to be more likely to request a copy of their personal data when there are special
categories of personal data according to Art. 9 GDPR involved.

18) Out of the access requests received in 2023 by responding controllers, what was the
percentage of requests that included a specific request to receive information on the
underlying processing activities (e.g. for which purposes the personal data is processed)?
Please indicate the number of times the controllers responded within the ranges set out
below. Please select one or more answers.

a. None of the requests: 51
b. >0-25%: 17

Cc. 26-50% requests: 10

d. 51-75% requests: 5

e. 76-100% requests: 11
f. No information: 21

18.1) Did you identify any significant difference in the percentages of the responding

controllers? If so, what would be a potential explanation for this significant difference (e.g.
number of data subjects concerned, “size” of the controller, sector)?
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No explanation. However, certain controllers do not register requests in a centralized manner,
which is why they cannot provide the relevant numbers.

Part Il — Substantive issues regarding controllers’ level of
compliance

Section on “DOCUMENTATION OF COMPLIANCE WITH REQUESTS FOR
ACCESS”

19) Please explain the main issue(s) or challenge(s) (e.g. from one to three issue(s)) that
you have identified (if any) in your evaluations/actions with respect to Questions 2.1 and
2.2 in the questionnaire for controllers:

a. Name the issue(s) identified and briefly describe it.

b. Which provision(s) of the GDPR (or national laws) does this concern?

c. If relevant, please also refer to the relevant caselaw of the Court of Justice of
the EU or to EDPB Guidelines 01/2022 on the right of access.

d. Did you identify a potential explanation why this has been an issue for some or
all of the responding controllers?

e. What are differences that you have encountered between controllers in your
Member State?

f.  What are possible solutions to this issue, for the responding controllers and/or
the participating SAs (e.g. follow-up actions)?

Issue 1

a. Issue identified

There is a tension between the obligations of the controller to delete data and the need to
prove fulfilment of access requests, e.g. in an audit or a legal dispute. In some cases, access-
request related information is deleted immediately after the requests have been answered. In
other cases, there is no separate storage of the documentation regarding access requests
and associated correspondence, but the relevant documentation is stored in the productive
system. The documentation in question is then (a) subject to the general access rights
implemented by the controller for handling a data subject’s file, and (b) can be subject to the
general retention periods corresponding to other types of information like business records or
tax documentation, leading in some cases to particularly long retention, and differing even
between similar controllers.

b. GDPR or national law provision

- Art. 5(1)(e), Art. 17 GDPR

- Art. 5(1)(f) GDPR

- Art. 5(2) GDPR

- Section 34(2)3 German Federal Data Protection Act (BDSG), Art. 18 GDPR on separate
storage with restrictive access rights

- Section 35 BDSG on specifics regarding deletion (Art. 17 GDPR) and restriction of
processing (Art. 18 GDPR)

c. CJEU caselaw / EDPB Guidelines 01/2022
N/A

d. Potential explanation
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Both in the public and the private sector, controllers often formally handle access requests as
regular business/administrative procedures connected to other procedures of the same data
subject.

In the private sector, controllers state that most access requests are motivated by legal
disputes, which is why they base retention periods e.g. on the (regular or maximum) civil
limitation periods under German law for the purpose of potential legal justification.

e. Differences between controllers in your Member State

In particular in the private sector, controllers also take into account possible complaints of data
subjects and subsequent investigations and administrative procedures of the supervisory
authority. In this regard the documentation on access requests is stored for the purpose of
potential legal justification. Different experiences in legal disputes, as well as taking into
account the (regular or maximum) civil limitation periods under German law, probably led to
setting different retention periods (e.g. between 3 and 10 years).

f. Possible solutions

- Requesting relevant controllers to ensure separate storage of access request
documentation with corresponding limited access rights to such documentation.

- Awareness-raising and recommendations for an appropriate storage period and uniform and
meaningful criteria for its determination, clarifying that general retention periods applicable to
other types of information should not be used as a rule for access request documentation.

Issue 2

a. Issue identified

For certain controllers, there is no centralized registration of access requests. Controllers
handling access requests on a decentralised basis often store them exclusively in the
electronic file of the respective data subject (see also issue no. 1 above). This leads to
difficulties for such controllers, in particular in the public sector using specific IT systems, to
comply with their accountability obligations.

b. GDPR or national law provision
Art. 5(2) GDPR

c. CJEU caselaw / EDPB Guidelines 01/2022
N/A

d. Potential explanation

In order to fulfil their tasks, certain controllers in the public sector use IT systems and
procedures which are managed centrally by a separate entity responsible for such IT systems;
and are obliged to access a common central database created on this basis. These IT systems
currently do not provide for a separate documentation for data subjects’ rights.

e. Differences between controllers in your Member State
At some controllers with central handling of access requests by (or information of) the data
protection officer, the requests are also stored there

f. Possible solutions

59



The separate entity responsible for the respective IT systems has now announced that it will
expand the electronic file system to include the section “Data subjects’ rights under the
GDPR?”. This should make it easier to monitor compliance with the GDPR.

20) Are there any leading or best practices of the controllers having responded that you
would like to share?

- Access and role management concepts ensuring “need to know” restriction for access

request related information, often linked to legal departments of controllers and DPO, and in

particular once the access request has been answered

- Information and/or involvement of the DPO in supervising and documenting access requests

- Central registration of access requests by certain controllers

- Use of tools developed for data protection and data processing management, e.g.

identification and documentation of personal data, assignment of data origin, consent and

processing documentation, documentation of data subjects’ requests such as access

requests, technical procedures to export data, ensure deletion or anonymization in certain

periods etc.

Section on “PROCESS FOR HANDLING REQUESTS FOR ACCESS”

The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.

21) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 3.1 to 3.4 in the questionnaire addressed to
controllers.

Issue 1

a. Issue identified

Controllers especially in the public sector who have only received very few access requests
in recent years have not developed a systematic process to handle and monitor the handling
of access requests.

b. GDPR or national law provision
Art. 24, 25, 5(2), 15 GDPR

c. CJEU caselaw / EDPB Guidelines 01/2022
N/A

d. Potential explanation

The low number of access requests received by such controllers and therefore considered
minor relevance, as well as the lack of experience with access requests might be a possible
explanation.

e. Differences between controllers in your Member State

Controllers in the private sector or controllers having received a larger number of access
requests were able to demonstrate far more detailed pre-defined procedures and internal
guidance.
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f. Possible solutions
Guidance and recommendations on how to pro-actively implement pre-defined procedures in
light of the responsibility of the controllers according to Art. 24(1) and (2) GDPR

Issue 2

a. Issue identified

Not all controllers register and handle access requests in a centralized manner by a dedicated
central unit. Rather, access requests are handled separately by the departments concerned,
or by the specific department(s) responsible for handling the data subject's overall
proceedings/files. This can lead i.a. to incorrect, incomplete or delayed responses to access
requests, or to confirmations of receipt not being sent.

b. GDPR or national law provision
Art. 24(1), 25(1), 15, 12 GDPR

c. CJEU caselaw / EDPB Guidelines 01/2022
Para. 57 Guidelines 01/2022 on confirmation of receipt as best practice

d. Potential explanation
Missing centralized registration and handling of access requests is often due to the internal
structure of responding controllers and sometimes the (mandatory) IT infrastructure used.

e. Differences between controllers in your Member State
Different internal structures between controllers, often grown over several years.

f. Possible solutions

Recommendation to revise existing procedures and possibly establish a central unit
registering and handling all access requests (improvement / optimisation in some cases
already announced by responding controllers / IT infrastructure providers)

Issue 3

a. Issue identified

Where processes for handling access requests are implemented in general, there is still room
for improvement in detail, particularly when it comes to controllers in the public sector. In
particular:

- central handling of access requests is recommended, but controllers must ensure that
requests received are (a) identified as access requests under Art. 15 GDPR where applicable
and (b) forwarded to this central unit, and that coordination and cooperation between this
central unit and other units processing relevant personal data for each request is ensured,
including by clearly defined and documented instructions on how to handle access requests
and a clear assignment of roles,

- the process should include procedures for handling access requests submitted via authorised
third parties,

- it should be clearly defined and documented which inventory, data pools and processes must
be verified to determine the data to be included in a response to an access request; this
requires a prior assessment of the scope of the access right under Art. 15 GDPR,

- there should be a structured and documented approach on the handling of possible rights
and freedoms of third parties affected pursuant to Art. 15(4) GDPR,
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- it should be clearly determined which person/unit is responsible for which assessment, and
which person/unit takes the final decisions on any outstanding questions,

- the legal role of the DPO as an internal contact person and supervisor, but not as an
executive body in place of the controller, should be clarified.

b. GDPR or national law provision
Art. 24(1), 25, 5(2), 15(4) GDPR

c. CJEU caselaw / EDPB Guidelines 01/2022
Sections 2.2.3, 6.2 Guidelines 01/2022 for Art. 15(4) GDPR

d. Potential explanation

Possibly due to sometimes rather low numbers of access requests (see above). Regarding
the correct classification of communication as being access requests, they can be
communicated informally via many channels and therefore do not always stand out from other
requests.

e. Differences between controllers in your Member State
Shortcomings in the design of procedures for handling access requests almost exclusively
concern the public sector.

f. Possible solutions
Corresponding recommendations and advice to relevant controllers; potentially separate
investigations and, where necessary, exercising corrective powers

Issue 4

a. Issue identified

During the implementation of new tools and digitization of processes data subjects’ rights are
barely taken into account (apart of being considered within the record of processing activities
and the involvement of processors). This also concerns the onboarding of new processors.
This can also lead to processors, data bases or processes not being taken into account or
verified when handling an access request.

b. GDPR or national law provision
Art. 24(1), 25 GDPR

c. CJEU caselaw / EDPB Guidelines 01/2022
Para. 137 Guidelines 01/2022

d. Potential explanation

For many public authorities, a possible explanation could be that personal data is still mostly
being processed by other than automated means and the right of access is consequently
interpreted with regards to documents and files.

e. Differences between controllers in your Member State
N/A

f. Possible solutions
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- Corresponding recommendations and advice to relevant controllers regarding the
onboarding of new tools or processors.

- Recommendation to implement tools to support the retrieval of personal data and of self-
service tools which could facilitate the handling of access requests (para. 137, 138 Guidelines
01/2022), taking into account the principle of purpose limitation

22) Are there any leading or best practices of the controllers having responded that you
would like to share?

- Implementing procedures facilitating the exercise of the right of access for data subjects (e.g.

providing possibilities to automatically receive a copy of the data in a data subject’s account

and educating controller employees to inform data subjects about this).

- Extensive concepts for the protection of data subject rights developed by controllers and

handed over to employees, awareness training for all employees to ensure that access

requests are recognized and forwarded to the competent unit without any delay.

- Establishment of a specific organizational unit that is detached from day-to-day business

which, if necessary using special software, collects the information on the data subject from

the various specialist departments and their respective systems and compiles it into a report,

supplements it with data restricted from processing, checks its completeness and makes it

available to the data subject.

- Implementation of a process in which the department of compliance is mainly responsible for

handling the requests for access and the data protection officer monitors the process and the

compliance with the data protection provisions.

- In addition to the Data Protection Officer, Internal Audit also monitors the complaints

processes (access requests are a subset of these).

- Annual report of the data protection officer is submitted to the Executive Board, containing

information on monitoring and handling access requests.

- Early involvement of the data protection officer in new processes and processing activities.

- Confirmation of receipts are often sent automatically but at the latest when it is clear that the

handling of the request cannot be completed immediately, and mostly including a note about

the expected processing time/end of deadline.

- The German Saving Banks and Giro Association founded a working group to provide specific

guidance as to the right of access and the necessary implementation of processes.

Section on “IMPLEMENTATION OF GENERAL REQUIREMENTS FROM
ARTICLE 12 GDPR”

The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.

23) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 4.1 to 4.15 in the questionnaire addressed
to controllers.

Issue 1

a. Issue identified

Controllers condition the handling of access requests to the adherence to specific formal
requirements (e.g. requiring requests to be in writing or text form), sometimes stating that only
the receipt of a request in such a specific form would trigger the deadline in Art. 12(3) GDPR.
In particular, many controllers do not accept oral access requests and/or requests for oral
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information at all, without further examination of the specific request. This in practice means
that certain controllers cannot accommodate certain requirements, in particular accessibility
needs of data subjects.

b. GDPR or national law provision
Art. 12(1)1, 12(2)1, 12(2)3, 25(1) GDPR

c- CJEU caselaw / EDPB Guidelines 01/2022
Paras. 52, 128, 133, 142 Guidelines 01/2022

d. Potential explanation

A possible explanation could be that accepting oral access requests/providing access only
orally is perceived as risky with regard to the identification of the data subject and the
subsequent proof of the provision of access. Reasons provided by the controllers as to why
they did not yet establish processes to provide access for certain accessibility needs is the
genuinely low number of access request and no case where accommodating certain
accessibility requirements was ever necessary.

e. Differences between controllers in your Member State

There is a higher focus in the need to identify data subjects and therefore more restrictions on
e.g. providing access via telephone when the controllers process special categories of data
acc. to Art. 9 GDPR.

f. Possible solutions

Awareness-raising measures and recommendations to relevant controllers, in particular
informing about the legal situation and the circumstances in which the receipt of an oral
request for information or an oral provision of information can and should take place, and
further guidance on different / separate methods for authentication of the data subject in this
context. At least where the level of compliance in combination with other requirements
regarding the right of access is low, this issue will be included in follow-up investigations.

Issue 2

a. Issue identified

In particular public sector controllers request further information to identify data subjects in an
excessive manner: (a) even in cases where there aren’t any reasonable doubts about the data
subject’s identity, or (b) the minimum information collected for identification is to be considered
excessive for this purpose (e.g. partly anonymised ID cards, other additional information not
required for identification).

b. GDPR or national law provision
Art. 12(6) GDPR

c. CJEU caselaw / EDPB Guidelines 01/2022
Section 3.2, in particular para. 65 Guidelines 01/2022

d. Potential explanation
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Controllers often state that these measures are necessary to ensure confidentiality and to
confirm the identity of the data subject, possibly considering risks of unauthorized disclosure.
Furthermore, controllers seem to want to standardise identification processes for all cases.

e. Differences between controllers in your Member State

The issue seems to affect in particular public sector controllers. For example, controllers of
the banking sector accept the authentication method of the bank account as valid additional
information to confirm the identity of the data subject.

f. Possible solutions

Further recommendations and guidance to relevant controllers, in particular clarifying that
requesting additional information for identifying the data subject requires a case-by-case
assessment.

Issue 3

a. Issue identified

The (one-month and/or extended) deadline can pose a challenge for certain controllers, for
example public agencies, due to the complexity of the requests or the complexity of the
processing activities (e.g. large data volume stemming from several different administrative
procedures including different units and departments, verification of third parties’ rights,
provision of copy from (outdated) IT systems).

b. GDPR or national law provision
Art. 12(3) GDPR)

c. CJEU caselaw / EDPB Guidelines 01/2022
Section 5.3, in particular para. 163 Guidelines 01/2022

d. Potential explanation

The processing activities of such controllers are very complex. For some requests the legal
department must be consulted. In case of certain public agencies, a large amount of data can
be processed in paper form or stored in IT systems which, due to their age, have not been
designed to facilitate the handling of access requests.

e. Differences between controllers in your Member State
N/A

f. Possible solutions
Further recommendations to controllers on how to optimize their procedures.

Issue 4

a. Issue identified

Without login to an online-platform (e.g. online-banking, user portal) of controllers it can be
challenging to get (secure) access to personal data in an electronic format. In some cases,
the controller does not have sufficient security measures in place when providing access (e.g.
passwords which are not sufficiently secure; providing access via postal services without
taking sufficient measures to ensure that the information is provided to the correct recipient,
end-to-end encrypted e-mail is rarely used).
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b. GDPR or national law provision
Art. 15(3), 25, 32 GDPR

c. CJEU caselaw / EDPB Guidelines 01/2022
Para. 32, 40, 134 Guidelines 01/2022

d. Potential explanation

Where there are user portals or online platforms provided by the controller, most data subjects
have a respective login; controllers therefore seem to wish to lead all data subjects there for
efficiency reasons. It is also possible that data controllers see the advantage of using their
own platform in the fact that it is easier to authenticate the person making the request and
ensure sufficient security measures.

e. Differences between controllers in your Member State
N/A

f. Possible solutions

Recommendations to relevant controllers on how to provide access, including copies,
electronically and securely, also clarifying that selecting a format for the provision of access
requires taking into account the corresponding risks for data subjects — also taking into
account secure postal services like registered mail, pick-up of requested documents at
controller’s premises or sending electronic information on encrypted USB sticks.

24) Are there any leading or best practices of the controllers having responded that you
would like to share?

- Access requests concerning employee data are being handled by the HR department due to

the necessary higher level of confidentiality.

- Controllers take into account the wishes of data subjects concerning their format to provide

access.

- To address special characteristics of data subjects, external service providers are involved,

for example, to draft responses in plain language.

Section on “CONTENT OF ACCESS REQUESTS AND RESPECTIVE
RESPONSES ACCORDING TO ARTICLE 15 GDPR”

The questions here as the same as in the first section above. Please make sure to cover
subquestions a) to f) as listed above.

25) Please explain the main issue(s) or challenge(s) that you have identified (if any) in your
evaluations/actions with respect to Questions 5.1 to 5.18 in the questionnaire addressed
to controllers.

Issuel

a. Issue identified

Controllers have difficulties grasping the scope of the access right and the scope of the term
“personal data” in practice. Compiling personal data for an access request is only performed
by searching the most common internal systems and not all data banks are verified for every

66



access request; controllers are not sufficiently aware that personal data can also be contained
in non-textual files, in meta data or in back-up data.

b. GDPR or national law provision
Art. 4 no. 1, 15(1) GDPR

c. CJEU caselaw / EDPB Guidelines 01/2022
Paras 34, Section 2.3.1, paras. 35, 37, 91-122 Guidelines 01/2022

d. Potential explanation

Often, the controller does not have one individual system in which all data are processed.
Instead, in the course of increasing and changing tasks, organizational peculiarities and
technical progress, individual systems, databases and specific applications have gradually
emerged or were added over years and decades. In addition, various service providers are
used. This means that, in addition to the existing core system, a large number of other ancillary
systems, alternative sources and, as the case may be, paper files, would have to be searched
for each request for access. This involves a great deal of effort for the controller.

e. Differences between controllers in your Member State

This challenge mainly affects large controllers who process the personal data of a large
number of data subjects in a wide range of tasks and processing activities and who have
structures that have grown over many years.

f. Possible solutions

Recommendations to relevant controllers, possibly suggesting stronger referral to the record
of processing activities to precisely identify possible storage locations of personal data, and
recommendation / awareness-raising to take into account data subjects’ rights already during
the process of onboarding new IT systems or processors, enlarging the organisational
structure of the controller and beginning new processing activities.

Issue 2

a. Issue identified

Insofar as an assignment of personal data to a data subject, e.g. when using cookies, is only
possible on the basis of a specific identifier, the necessary information was not pointed out to
data subjects from the outset but only at a later point in time or not at all. E.g., a controller
states that assigning data to an access request based on the commonly available data (e.g.
name, e-mail address) is not possible. In such cases, the controller sends a negative
confirmation to the data subject, but includes that a new request could be made for the receipt
of further information and identity features to be checked, such as technical identification
features or identifiers, can be provided for t